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Abstract Thanks to the development of information technology and the vitalization of smart services,
the Internet of Things (IoT) technology, in which various smart devices are connected to the network,
has been continuously developed. In the legacy IoT architecture, data processing has been centralized
based on cloud computing, but there are concerns about a single point of failure, end-to-end
transmission delay, and security. To solve these problems, it is necessary to apply decentralized
blockchain technology to the IoT. However, it is hard for the IoT devices with limited computing power
to mine blocks, which consumes a great amount of computing resources. To overcome this difficulty,
this paper proposes an IoT architecture based on the edge computing technology that can apply
blockchain technology to IoT devices, which lack computing resources. This paper also presents an

operaional procedure of blockchain in the edge computing-based IoT architecture.
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Fig. 1. Logical representation of a blockchain
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Table 2. Comparison of

edge computing technologies

feature

fog computing

mobile edge computing

cloudlet

node equipment

router, switch, AP, gateway

servers in base stations

high performance computing
servers

node location

between loT devices and cloud

Radio Network Controller, base
station

inside building (office, shopping
center, etc)

distance from users

one hop or more

one hop

one hop

provided services

computing resource storage,
networking

computing resource, storage

cloud computing

access methods

Wi-Fi, mobile networks

mobile networks

Wi-Fi

operator

loT service provider

mobile network operators

datacenter provider
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Fig. 2. Edge computing—based Internet of Things architecture applied for Blockchain



226 CIXEg=sc7 M17d M125

loT device generates Tx

y

loT device transmits Tx
fo loT GW

!

loT GW verifies the
validation of the Tx

Available computing
resources in loT
GW to mine a block
with the Tx

yes
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Request computing
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computing
resources in an

h 4 A 4

Mining the block by Mining the block by Find another
i i available edge
performng i performing : computing device to
consensus algorithm consensus algorithm mine the block

v

Distribute the mined
block to connect it to
the blockchain

Y

Fig. 3. Operational procedure of blockchain in edge computing—based Internet of Things
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