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Security enhanced privacy-auare two-factor authentication protocol
for wireless sensor networks

Choi Younsung * Chang Beom—Hwan

{Abstract)

Various researchers conducted the research on two-factor authentication suitable for
wireless sensor networks (WSNs) after Das first proposed two-factor authentication
combining the smart card and password. After then, To improve the security of user
authentication, elliptic curve cryptography(ECC)-based authentication protocols have been
proposed. Jiang et al. proposed a privacy-aware two-factor authentication protocol based on
ECC for WSM for resolving various problems of ECC-based authentication protocols.
However, Jiang et al.’s protocol has the vulnerabilities on a lack of mutual authentication, a
risk of SID modification and a lack of sensor anonymity, and user’s ID exposed on sensor
node Therefore, this paper proposed security enhanced privacy-aware —two-factor
authentication protocol for wireless sensor networks to solve the problem of Jiang et al.’s

protocol, and security analysis was conducted for the proposed protocol.

Key Words : Two—Factor Authentication, Security Analysis, Wireless Sensor Networks
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User U,
{ID;, PW;)
imputs [ 1); and PW; ;
TC; = PTC; & H(PW;||TD;|r:) 3
Generates a € Zp_ ;
A, =aP;
D; =ay=axP ;
DID;, =1ID; & H(A;|D,)
C; = H(ID;||TS:1||D; )| A: || TCy)
My = (DID;, A;, TS, C;)

(Kawn-uv, Kown_s)

GWN

Sensor node S

(re;)

Check TS ;
=zA =xaP;

ID; = DID; & H(A:||Di) ;
Check ID; and Retrieve TE; ;

TC;

= H(Kewn-u|IDi)||TE;) ;

Check H(1D;||TS1||D;|| Al TS2) 5
TC'J = H(I\_(;u-':\;_‘_qHSID_,) 5
DIDgwy = ID; & H(DID;||TCy||TSs) ;
Cewn = H(ID;||TC;|| As|| T S2)

Check C; £

My = (TS5, DID;, DI Daw . Caw . Ai)

Checks T'Ss ;
I1D; = DIDewny @ H(DID;|TC,||TS2) ;
Check Cawn Z H(ID;|TC;|| AT Sa) ;
Generate be Zp_,
B, =bP;
SK,; = H(bA;) = H(abP) ;
Cj = H(TCy|[1D;||SID;|| B;||TSs)
Mz = (S1D;,TS3,C;, By)

<
=<

Checks TSs3;

H(TC;||ID;||SID;||B;||TSs) ;

Ecwn = H(ID;||TC;|| Dy B,||T Sa) ;

My = (SID;.TSs. B;, Eawn)

Check TS, ;
Check Ecwn —= H(
SK;; = H(aB;)

IDTCDI| B, ITS:)
= H(abP) ;
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User U;

(I1D;, PW;)

GWN

(Kewn—u, Kewn—s)

Chooses [ D; and PW; ;
Generate r; ;
HPW,; = H(PW;||ID;||r;) ;

(ID:, HPW;)

TC; = H(Kewn-u||ID;|TE;) ;

PTC; =TC; & HPW, ;

Store (ID;, TE;) ;

Stores (H(-),y,TE;, PTC;) into smart card ;

Smart card (H(.),y, TE;, PTC;)

HPW/ = H(h(ID;| PWi||r;) mod m) :
Smart eard (H(-),y.TE;. PTC;,r;, HPW/) into smart card :

a9 5 Aotele Z2EZ SE714

User U; GWN Sensor node S;
(1D, PW;) (Kewn v, Kewn_s) (TCy)
Inputs I D; and PW; ;
TC; = PTC; & H(PW;||ID;||r;) :
Generates a € Z,_, ;
A;=aP;
D;=ay=axP:

DID; = ID; & H(A;|D;) :
C: = H(ID;|| TSy || D; ]| A:||TCs) :
M; = (DID;, A;, TS,.Ch)

Checks T'Sy ;
Di=2A=zaP
ID; = DID; & H(Ai|D;) ;
Check ID; and Retrieve TE; ;
TC; = H(Kewn—v|ID;)|TE;) ;
Check H(ID;||TS1||D:||A:||TS2) :
TC; =H(Kewn SID;) ;
F;=H(ID:|TSs)
DIDgwy = F; @ H(DID;||TC;||TSs) :
Cown = H(Fi||TCy||Ai||T'Sa) :
My = (T'Ss, DID;, DIDgw, Cown, Ai)

Checks T'S; ;
F; = DIDgwx & H(DID;||TC;||TSh) :
Check Cown = H(F; |TC;||Ai||TSa) ;
Generate be Z}_, :
B, =bP;
SKi; = H(bA;) = H(abP) ;
C; = H(TG,||F;||SID; | B;||TSs) ;
DSID; =SID; & F 5
My = (DSID;,TS;.C;, By)

Checks T'S3;
SID; = DSID; & Fy;
Check C; 2 H(TCy||Fi||SID;||B,||TSs) ;
Ecwn = H(LDi|[TCi|| Di|| B [T 51| DSID;)
My = (DSID;, TSy, B;, Ecwn)

Check TS, :
Check Egwny — H(ID;|TC;|\Di|| B;||T S4|| DSID;) ;
SK;; = H(aB;) = H(abP) ;
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User U;

(I1D;, PW;)

GWN

(Kewn—u, Kewn—s)

Chooses [ D; and PW; ;
Generate r; ;
HPW,; = H(PW;||ID;||r;) ;

(ID:, HPW;)

TC; = H(Kewn-u||ID;|TE;) ;

PTC; =TC; & HPW, ;

Store (ID;, TE;) ;

Stores (H(-),y,TE;, PTC;) into smart card ;

Smart card (H(.),y, TE;, PTC;)

HPW/ = H(h(ID;| PWi||r;) mod m) :
Smart eard (H(-),y.TE;. PTC;,r;, HPW/) into smart card :

a9 5 Aotele Z2EZ SE714

User U; GWN Sensor node S;
(1D, PW;) (Kewn v, Kewn_s) (TCy)
Inputs I D; and PW; ;
TC; = PTC; & H(PW;||ID;||r;) :
Generates a € Z,_, ;
A;=aP;
D;=ay=axP:

DID; = ID; & H(A;|D;) :
C: = H(ID;|| TSy || D; ]| A:||TCs) :
M; = (DID;, A;, TS,.Ch)

Checks T'Sy ;
Di=2A=zaP
ID; = DID; & H(Ai|D;) ;
Check ID; and Retrieve TE; ;
TC; = H(Kewn—v|ID;)|TE;) ;
Check H(ID;||TS1||D:||A:||TS2) :
TC; =H(Kewn SID;) ;
F;=H(ID:|TSs)
DIDgwy = F; @ H(DID;||TC;||TSs) :
Cown = H(Fi||TCy||Ai||T'Sa) :
My = (T'Ss, DID;, DIDgw, Cown, Ai)

Checks T'S; ;
F; = DIDgwx & H(DID;||TC;||TSh) :
Check Cown = H(F; |TC;||Ai||TSa) ;
Generate be Z}_, :
B, =bP;
SKi; = H(bA;) = H(abP) ;
C; = H(TG,||F;||SID; | B;||TSs) ;
DSID; =SID; & F 5
My = (DSID;,TS;.C;, By)

Checks T'S3;
SID; = DSID; & Fy;
Check C; 2 H(TCy||Fi||SID;||B,||TSs) ;
Ecwn = H(LDi|[TCi|| Di|| B [T 51| DSID;)
My = (DSID;, TSy, B;, Ecwn)

Check TS, :
Check Egwny — H(ID;|TC;|\Di|| B;||T S4|| DSID;) ;
SK;; = H(aB;) = H(abP) ;
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44 A=Y W7 3

(PC1) 719 43} o] U 7} P E W7 3
i D, o PWE 94E

W 2}E Fleg Holyo) 2 <)
g,
User U
(ID;, PW,, PW})

Insert smart card ;

Input previous ID and PW 1D;, PW; ;

Compute HPW; = H(h(LD;||PW;||r;) mod m) ;
Check HPW} Z HPW! ;

Input new PW PW} ;

Compute PTC! =TC; & RPW; & H(r| PW/) ;

Replace PT'C; with PTC! ;

ad D Adsks ZREEY Hags 87 34

(PC2) Uigl AWE 7= HPW,; = H (H (ID; | |
PW; || 1) modm)& l*h%h 715011 2PLE JhE
ol Aol A= HPW ¢ FUL/A ST o]
ted, Ay fggo] Tk, gho] Fod
U oA Mz A= P, S HEStaL PIC, =
TG & RPW ® H(r || PW) 7A%tst
£ PIC; 2 HAgoZH 9=
=¥}

=
=

V. Akkhs ZR2EZ ok B

Aotels TREI obAAS EAMay] 94 7
%9 Jiang Fo] AQHet TREZLo| A BAH ok
S Egsto] ekHgE B4

m

Wl

5.1 B35 55

U = Eowv = H(D; || TG||D]|| 5] |15 ||
DSID; Yol E£3=]0] 9 IDiE &35t GWNE %
o}l%ﬂr (ID||7SI||D||A»||

=3 74%0}# e

GWN= H( TG | |ID| | SID| | B| | T5) & M;
of X3 G Pt LT AAAE FRIeHEA SIDj
2 ool 52 dFe Atk § = Gw= H F
[ TG | |4 || 75 )0l TG o] 350} 9= A=
GWN$E 58 22, GWNS = 43 5s

Egunv = H(ID; || TG| | D | B| |15 ||
D)l DSID, 7} 3= Sl A& &3 S5
%sH%D}.SfC’Gw—h( -IITC"||A'||7792

9l

oF

¢

~

o] £ 7} 2&H Q= AL Elo US A=A
g_u}_p, H ID; || T%)% %] Fells= ID; ¢k &
ki gl7] Wl o5 B8 1 o G 4T <
=29 3 P} afEg B =R Aoksls =
REZNANE U, 5 GNW 9] 3 714 A4 2.4 7l
N5o1ZS A2ea 9 o]% E3 3 714 w5 7F

Altehs ZREZANE wAA M, ={ DSID,
S, B, Eow }¥t Eow = H (D ||TG ||
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DI||B| |15 || DSID) ° %

A gowM, SID WE ¥4

o] ID 7} DSID; ©] ohd FAAE Ecmv= H( 5.5 34 BT

TG || DY B 15 ]|

BE, SID gkt wxste] ARgAL %Z‘,X}E Xé% Ao LREZN AFE= M, = { DID; A;
&

Fot &8k AHEA IDE Yobd o gl | Aotk

3 AA w2 Eole FZo] BEVlseAA Wtk T8, G, My ={ TS, DID, DIDewn Comn Ab, Ms =
Z SID gkt Mzate] Q15 39 E stelal sk & (DSID, 18 G B ), My ={ DSID, 15, B, Fony} °l
ARE oHE < Qlrh M 55 DID, =ID; & H( A || D), DIDeun = F;
© H(DID; || TG||155), DSID; = SID; & F & A}
5.3 AN oEA = g3ke] w Q1FHAr T gho] AHEHBR ALE
A}, AlelEg o] e, AN w=Eo] oHAS HAsHH
Ajtete TREZME AM wm2dAE o|d A FAE B7FseH siSith 5, 37 2 =SS
S AFs7] S84 DSID) & ARt Utk DSIDj ARl # BAlE ot e REEC] e =5l
= 8IDi ® Fig ol&3tE=E, Fig AN & = 4 & gRlsHAw, ojujd wEdAE 54 A= X3}
e GWN o]9]olli= SIDig dobd 47} §ith ol& A sfe] A kst ® Aotk
E3le] Aotehs ZREZ 37k4] FA 249 Ui
9t GWN, Sj 7} 27} DIDj, DIDGWN, DSIDj & A} 5.6 A7) 34
g3te] 9AaE A Atk &, 37 A8
27F AHEERE ID7)F ) B4l it W s o] ol AQtete ZREZA= AN B E SK; =
A7} 7y8hE 9l HbA) = HabDE ©|-8-3taL AH&A= SKi= H (aB) =
H (abDE ol&3t &2 A7 SKE Aitett. of
5.4 ANEE Al AHgA} ID k2 HHA| Ao gy A gEe) EAE ol fdl Ao
A wEgh ARAL WA A7) SK; & At

Ajtehs TREZA = XM =FE 5 9 QITH1BL.S, AREAReE AlA == b Ald7)E
T IDE U] E= H D || TS )& AHSstal st ot Sl e AAHER oy, AREAL
St o5 Fall EAAE A o] Aste] Ab H B 7] SAE FAsE AllEd] =
&2 ID = % Me == 34 WA 5 A 4 A7) SK; & Artald 5 9171 Wiell g
ALt &A% | 2o At A =29 B F% =

AR Tt A%k-% ottt F= H ID; || 1%

oA AREALS] D ghe Lobd 47t §long v 57 AAS 2 U3k okAA

WA H = Aol 1 BE Aokl TREZS

F
[

o
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to ok = i Y

ox,

P

]

AN R AR AR D wEEA gonw  Adkelt TREZAE RE WAA M = |
oygAel F83 Agete] AgA ZellMAZ DD, A4 15, G, Ms={ 15 DID, DiDaw o
B 0ESA Yok Z, WS Bela, B AM A} Mi={ DSID, 75 G B), My ={ DSID, T5, B,
e gk FAAYI A GE MANEEE o Egy ol B 28X 75, 75, 75, 155 AHEskal
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i HAGS d9lsta WAAE AFe] Wil G, ANAE Giwv=H F || TG || A || T%)
S S0 Shdsitt o]& Fall TAAIL 7 & F9td , Ms={DSID, 1% G B M= G =H
AFHAE WAAE dFsidete 24 w282 2 (TG || D || SID || B || 753)3 SalA, My =
TN AR FAE Lobd & ATk DSID, 15, B, Eow} Wb Eawn = H(ID; || TG
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