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ABSTRACT

Recently, malicious code distribution of ransomware through a web site based on a drive-by-download attack has resulted
in service disruptions to the web site and damage to PC files for end users. Therefore, analyzing the characteristics of the
target web site industry, distribution time, application type, and type of malicious code that is being exploited can predict
and respond to the attacker’s attack activities by analyzing the status and trend of malicious code sites. In this paper, we
will examine the distribution of malicious codes to 3.43 million websites in Korea to draw out the characteristics of each
detected landing site, exploit site, and distribution site, and discuss countermeasures.
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Table 1. Malicious Web Site Detect Count(URL)

Year Lan.ding Exploit Malyvare
Site Site Site
2014 45,120 4,398 813
2015 43,555 4,907 1,077
2016 9,674 2,224 448
2017 12,150 645 445
2018.6. 8.008 42 240
Total 118,507 12,216 3,023
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