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ABSTRACT

Recent Linux operating systems having been increasingly used, ranging from automotive consoles, CCTV, IoT devices,
and mobile devices to various versions of the kernel. Because these devices can be used as strong evidence in criminal
investigations, there is a risk of destroying evidence through file deletion. Ext filesystem forensics has been studied in depth
because it can recovery deleted files without depending on the kind of device. However, studies have been carried out
without consideration of characteristics of file system which may vary depending on the kernel. This problem can lead to
serious situations, such as those that can impair investigative ability and cause doubt of evidence ability, when an actual
investigation attempts to analyze a different version of the kernel. Because investigations can be performed on various
distribution and kernel versions of Linux file systems at the actual investigation site, analysis of the metadata changes that
occur when files are deleted by Linux distribution and kernel versions is required. Therefore, in this paper, we analyze the
difference of metadata according to the Linux kernel as a solution to this and recovery deleted file. After that, the
investigating agency needs to consider the metadata change caused by the difference of Linux kernel version when
performing Ext filesystem forensics.

Keywords: Digital Forensics, Filesystem, Linux, Ext, File Recovery

Received(10. 11. 2018), Modified(11. 14. 2018), * o] =i 20189 AR () SAREAI) ] Ao
Accepted(11. 26. 2018) 2 ARFAVEAZTANE Y] A4S ubo} 3%l od7Yd

R ATE AsAREAN 2 HHFA]EF A (No0.2018-0-01000, ©1x19d x4 &3 FN0E /i)
o HSCTATFAESAA D] AFAANZ 3= t Fx7k, syh2347@ajou.ac.kr
%15 (IITP-2018-2016-0-00304) ¥ WAIAA} tsshon@ajou.ac.kr(Corresponding author)



78 23 Aol W2 wehole] s1w sl %4l AT

LM 2

gl 7] vidssh dedAARS a4
ARl ot shol o] Aolo] Akt Hdf =7]7}F 2
o} 19924 =52 A4 0.96¢ MANMNE 252
AL mle] Al Ext FJUAAEHES suksie] )
S3lsdcl. o]F 1993 /i EXT2 <l EXT4
7HA A& AREE el e Qlet. A BEaE T
oz gl Azl AMdAYE CCTV,
g Bapks, el thlels, SRR A
5 vhpat A1} £ elas) e e
Al A e e e 489 4 Qe A%
o] o} vl$ FAA A4 7S AL 9
o oleie FAlel e we milal sl7) o

3 A AF-Ee] SaEa ook muial ol
o8] 7 FERo|E sl ArkEEe] 2% A
4 o Sas] wel AvhEE AHge)
2ol whe} el 719e) A SelAsdel Bxt
shel A e] Abgage] Z7kebAl Hsich hEmele
AANE o2 Fashe mulal chifel 2t 3
< wkE o s Higo] 90% oldew AAH
(1), AHeAe] 940, 77|15 5 e w-ﬁ—
s slon i 1 A BT )
SR WAL 717 del AR At @eaaa_
doletE SEdow sk A7 ol ool
Ext shelAzd Zade] Fe43 4eqe g3
7kt 9lch(3)(4)

Holeulo] s Awlsl Aol § mutel Tlulel
2o Ak W e wolw gk Tl
DBMS(Database Management System)s-
SQLAE# NoSQLAGS 7FA] ¢ it 2
g A w3 S T84 o7 A
o] 7AF L 717E ARgE o] S El%i ol £ 3t
wAde] avjg sE A9E A AT 5 ik o
SefE 2 iz A WAl wet depd
I ShlAad Goe A58 4 e oA
| 99°) Q77h aElolof Pl
gurs] A7 PEE T ol= AER}F AR
2o% Ext FdAxH zrlo] QFHTH12).
s Azdoe] A48 Az A4 ENZ E
Foz AMgHL e = vEga
CAN(Controller Area Network)7} slem, E
s AR QxdARE Asgd
AGL(Automotive Grade Linux, 252 Algho]

FO

o

-

1—l>:\‘4€m
(o3

> X

i 7

g
L
T

oo

o

slol thekgt A" EEJ*—! A7t %‘%}fﬂ -rf’BEloi
gom, gl Eel A7k A w3k EARIHE)
T 7o g 7P 7t weEo]
= AR RS e,
EAgt. vlEtdelE & o] 8
4 3

=

°o&j7} RITM A ~Ele] 74 Bt s
c},

A Extdr} de] 2ola QA o 43| xalA]
o] fiake]l F= MW, CCTV ¥
Ext2/37} 220|a it} Ext4®] 7% E
A s AMEEE] e £ =
Ext2/3& AHEsle Tt A2 XM
3 AA| 2AA $A} Aol est=

R

L
lo

N
w5
2 r fo
l
o N

rﬂ—’

1

=t

>
:‘_l,

R

T
i
i3
2l
LS
i’
o2
S
IS
A
P
é

{4 H:l

2 e

o

T %
LA Y

i

Pl

>,
MA@

[t
=2
2

>,

bl
2
o,
bl
o
o,
i,

4 o

°
[

T

T,

(e}
o
2
>
ok,

2 =RelA Ext2/3 sdAAelA A9 v
o Wl sjed Akl A S webElolEls] Wal)
sl ¥l WA e} e wMED il o
2} shed Apal Al el vefelole] Wale] Ao}
QleAel el AP Fal Az,

o743} 3ol Ext2/3 shelAzgle] 7
9 A A AT dekdlolele) M3t 28l A
P ST g el 3 5
Aedol] dald chEel 4gelAe
A T Ext selA e veelol] T2 of
ga1o] A Qe A o sk debdol
o Wishel 719 w4 2 ejulolEle] Ao], WA
debdlole] olrh skl Bpel vA= dFe A
S E3] Relr, vRTe g 5FAeE B =19
Ashel T Al o) ARk

AL

ﬂm

e
Iz
-
oL
E
L



A H 10 553

4 (2019. 2) 79

Il BHAT

s Aol HoluA Ext sedAsde
Fzo] v A7} wel AW A= e
A g Ext2/3 spalA|zge] Pt P

sfepsle] glom(5), A 7]ME AMEeh: Bxtd
SRR E ?Lifﬂl gt Q7 wa wol A
SIEH(T).

SlellA d5d sd B7F A% F 7 71+
e 7p 7 weheelE] Ars} ]-rl"]tia}-l—
212 g 2= ok A=e] ¢th(10)(11). I 7}
WS e A delg e g 3*46}04 el
Ao wetd|ole] e} TakaA zhale] shule
shute] dhels Hpsich apA|RE o]l WAl
o] A7} A s o] el g
F3l7] ojEtl= w-o] glonl(2). SEH(False
Positive)o] A 7FsAlo] Sl “HT"ﬂ 7
gplel i3k A=AdL BAE = ¢io(8

v el w| o] €] %‘4% g I E 71‘%‘94 hn
sl Bolo)| HaAE weldo|g] AR} Folgioiwd
spele] B7sL 7}#3}\:4 Ext3/4 st 25e] 7
= dubA ]l Hetdlole] FHIL A A HRte Ad
dolzt el stdA gl Hig] o] olsl
b welglolEle] B} 7}%@}4. el ke
b Bt A odviets By RE7pz| = Al
Ao BAE & olrii A o] 011:} 3} uE o2 3k
o g ~dviel A2 o2 veldlolE] Fxt
= shAs] setslob shn, sdAAgle] Fabo)

=
ek @AR A5 A 24 2 e ol
o}

t}. etdlolE] £4] =
At = glon Ext3/4 IdA|x~Ele] 5# %
shel Ad Ao digk A7) Aagel webl
Weldols] AR} AYHAE #del 9l noder]
Mol Fo gdg B3k 7l oigh A w3
wol] A3 gIrH6). FZelE U 71 7w} o
ghele]e] A4 7E @ AREEhe ofolkrz 1M
ZI9el gk QA(9), wletdloleE o4 Il
sl 7S sl g AAl Al A e
ole]o] WistE Fotsli=(7) 5 wletdlole] o] 7x||
ket A7} #13= 9 cH(8)

A o] e Ext A xgleAe v

etlele] EAen stel spelt 24& W 9l
oh. meb Al Aol A4 gRE ssid &
b ofob sl el 2R wEFt A Ao
o olal A7l 2ol Fel Wig A7t vlvlsit,
upebA] 2 =el A Ext A 2gle] dal] t]A]
2 x4 ATEe] $HE7] o)l BeHew 4
g glofof s AR, Bl vt 9 7w
A Tkl A Al A7) eErdlo]E ] Hstel] Ao
b EAEEA vlag B BAste] WA Ao)t

shal B IR e BHI

. 252 e ¥ iZEE EMS I8 HE

HOIE #=

E Aol wlzg/AGE vl E49] i)
== Ext2/3 stdAl2~gle] wetdle]e] Aol o
WA AR} Ext ddA g FES 98 HE
27} 7159 MBR 99 °]§F o9 Block
Groupl 2 FA=e9lr}t. Fig.1.2 Ext FdA~
ge] Fzolc}t. Block Group 09 7% padding
< 98 A & 1024bytesE ARt} webr sk
Alz=le] 0x400% A ell4 SuperBlocks A&
3, Group 0 ©o]¢lol=  Padding $lo]
SuperBlock &7te2 A=t}

BBI?)(EE Block Group 0|Block Group 1 |Block Group 2 " Block Group n
Superblock Goup | Block | Inode | Tnode | Data Blocks
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Fig. 1. Ext File system Layout
3.1 SuperBlock
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Block
#1
(1024) (1024)

—p A ] —
Padding (Fixed Size, 1024) Padding (Fixed Size, 1024) Padding (Fixed Size, 1024)

(a) (b) (©)

Fig. 2. (a) - If the block size is 0x400 (1024), the Superblock located in the second block
(b) - If the block size is 0x800 (2048), the Superblock located in the first block
(c) - If the block size is 0x1000 (4096), the Superblock located in the first block

S Block #1 Super Block #2

Super

[ Superblock

(2048)  block (2048)

S T A E2o & 4% 9lth. SuperBlock 0x00409] 1A= ZH& 7F4ch 99 Al H=5 o]
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A Foew BRE olulx|dx] EdsiA 0xEF5H3L Group®] & A 4= i},
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< 7K 9 0x00048 A€ FE 7HEICh 3.2 Group Descriptor

s_feature_incompat ZE=9 7% Extdd 7%
Group Descriptore  IFdA|~®<e]  Bleok
Group Z7ell thet AW E zZa glow, 7j&Ae

Table 1. Structure of SuperBlock 2 3%bytes® FAEeleltt. Group Descriptors
Offset | Name Value Descriptor % SuperBlock¥®} 543 2 Block Groupell
0x00 ~|s_Inodes_co 0x2865 Total inode wedo]  ZAsH . 32bytes(Default) WHE
0x03 unt count Block Group9] ubg o]oiA 2o elt}. Group
0x04 ~| s_blocks_ 0x19400 Total block Descriptor G904 AAg dde 2dae= g
0x07 | count_lo count ol 2238 AHE Table 2.9F 2t} Table 2.9
s_free_Inode . W o A1E 0
0x10 ~ . 0x6504 Free inode Value %2 & =ol| A dels zl3sk
0x13 - count Ubuntul4.04¢] Ext2 100MB o]v|A|ell4] 2-&
count e e
. o B
0x18 ~|s log block | 0x00 Block size Zoltk.  Group Descriptor? Z=&& 3
0x1B size (210) (210+X) Block Bitmap, Inode Bitmap, Inode Table<]
= =) ENN
s,blocks,per —?47(] = ZZO]'% e 9\1\‘:]'
0x20 ~ Blocks per
0x23 _ 0x2000
X group group Table 2. Group Descriptor Structure
Inod
0x28 ~ 5= nor es-pe 0x07C8 Inodes per Offset Name Value Descriptor
0x2B - group :
group 0x00 ~ b block_ Lower ‘32b1ts
0x38 ~ ] 0xEF53 Magic 0x03 bitmap. lo 0x0103 | of location of
S_magic : ; - block bitma
0x39 (fixed) signature p
0x58 ~ Si f inod L 9bi
X s_Inode_size 0x80 17e o mode 0x04 ~  bg_Inode_ ower ,3 bits
0x59 structure 0x07 bitmap. 1o 0x0104 = of location of
Compatible - inode bitmap
0x5C ~| s_feature_ 0x38 feature set :
0x5F compat 0x08 ~  be Inod Lower 32bits
flags ’5 o5 tg-brllole- 0x0105  of location of
Incompatible X ableto inode table
0x60 ~| s_feature_

0x02 feature set

0x63 | incompat
flags
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3.3 Inode Bitmap/Table
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Inode®] =7]=  SuperBlock®]
s_inode_size® F3 < < 9}, Inode Bitmap
<+ 53 Inodert A=A A oldAE &
33, Inode TabledlX+= AHE% 3L )= Inodeel
gk AHE  dopd = glrh. o]=|g HE o]43
Inode Bitmap® Inode Tabled w]wae] s}l

o AAlF e EAE HAT 4 gleh.

3.3.1 Inode Bitmap

i

Inode Bitmap< @A Inodese] &= Abe]
yehdict Inode Bitmape H®7} 0ol n)dt
lol® vkl Abeelr}. Inode Bitmaps HIE
AR = 471 F83lc & vle|EA eapd o
HEl, 7 vlo]EE nlELR wltd LSBYEH ¢4
&2 glojof F}. Fig.3.9] dAZ BWl 1~11W
Inode7tAl= &5 Aefeln, 12~16W Inodew
wlgked AleldS o 4= 9d}. 9k Inode Bitmap
o 022 dw=le]l 9l=dl Inode Tableol Inode
AR EAgchd AAE gd2 Az gl

(, of

00041000 [EEIOF 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ¥....

00041010 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .....
00041020 00 00 00 0_00 00 00 00 00 00 00 00 00 00 00 .....
00041030 00 QQ.00._00 .00 .00 00 00 00 00 .00 00 .00 00

00041040 00
00041050 00 HEX Code F F 0 7

00041060 00 Binary 1111 1111 0000 O111 |
00041070 00 s
00041080 00 Order 8765 4321 16151413 1211109 |-
00041090 00 R
000410R0 00 TUUTUTUT oo TU—UUUUUUUU U TUU—T .
000410B0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .....
000410CO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .....
000410D0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .....
000410E0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .....
000410F0 00 00 00 00 00 00 oo EENSENEEISEIEEIEEIEEIEEEE .....
00041100 |FENEENEEIEEIEEIEEIEEIEE FE EE EE EE EE EE EECEE YYUVY

: Allocated Space

: Unused area for this Block Group

Fig. 3. The order to read inode bitmap(5)

3.3.2 Inode Table

Inode Table Inode’} Q&30 2 Az o]
Qe %5 ¥t} Inodet Tabled] A12F 9%
B 14, 2¢, 3 2o AAEY Ext A~
©9] Tnode Table 19 InodeX® 109 Inode
A Alzzelel| 4] ellekE o] gla, AMEALY] dlolE]=
11HE sAdE A", dxdez 2

Inodet= Root tdEe]e] HHE AAsta, 89
Inodex Ad ' (Ext3/4 )& s oletd
o] 9lct.

Table 3.2 Inode Tableel &Ai3l= 3 719
Inodes o]F+= J=Fol thek A Ko} o}l
oAl & 4 9l%o] & Inode: & Idol] wiFk =
= ARE Z3 olvh. wEkA she] els S8
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Fe& 7AW, Ext3/4 A" E AdEy
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i ghel Bgo] 23] WojA|A i)

£l

Table 3. Inode Table Structure

Offset Name Descriptor
0x04 ~ si Lower 32bit of size in
0x07 ze bytes
0x14 ~ Deleted . .
0x17 Time Deletion Time
0x1C~ Block Lower 32bits of
0x1F Count block count

0x28 ~ Direct
0x57 Pointers

ingl
0x58 ~ IS;r}g et
0x5B n .1rec
Pointer
Doubl Pointer to block of
0x5C ~ 09 € file data or pointers
Indirect
0x5F .
Pointer
0x60 ~ L ule
Indirect
0x63 .
Pointer
3.4 Journal

Ext3/4 st A 2Hlol| 4] AM-E= A (Journal)
2 Az®l A oip]ste] wlefe]o]E]] wiglS
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Ordered R4 AL Journal
SuperBlock®}  E#AA(Descriptor  Block,

Data Block, Commit Block)2-2 :r“‘“a]‘“/}
SuperBlock #de] z7], #de] A E2 = 7]
2 veldlo]le)E A} Descriptor BlOCk’C
shte] EalAA el wigdl EESe g AHS
At Data Blocke AAIZ el dole] =
25 Azt Commit Blocks shte] =44
o] Ade ehH3] 7| EH itk A& vehdr)
Ext3/4014 A€ 5199] olo]:xt& Delete
Time', ‘Block Addressing ¢ Z&7} (o=
WAE R A ofo gelo] Aot} $elA A
w38 Journald 53 dlo]e] B Wk Fig.4.9}

71—1;]_.

!

Table 4. Journal mode

mode features
Instead of storing only
metadata, all files are written
Journal .
to the journal area and stored
in the real area.
Only metadata is recorded.
Ordered Before storing metadata in the
(Default) journal, the data is stored in
the real area.
. Only metadata is stored in the
Writeback .
journal area.
(s
Group Descriptor
l Inode of ]
Journal SuperBlock Deleted File
([ resered N/} (O omar vescpror )
[N

Inode Table Journal Area

File Data Block

Fig. 4. Journal Area Recvoery Plan
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o} Fig.5.2 20149=714]9] 2l&2 wixsbd Z
fregs vERd etk 4 ™R ohE
DistroWatch Page Hit Rankings #ashsl
=+ U7 AEE 4 5 l=dl, Ubuntust
Linux Mint, Debian, Redhat 52 OS7} =2
A& 2AAFAL i) & A= 919 AHRE
EWZ Linux Mint®} Ubuntu, AHZ A5 AR
5= Redhat& AA3ksich. 7t OSe of& #HAS
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Fig. 5. Share based on Linux distribution
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Desktop WZ 3} Redhat Server Wz weld]
ole] W3}5 wlastazt shqivh, ZF wEghy ohER
=3k WA dldste Ad WAL Table 5.9 2
2, B4 A8 31732 Table 6.3 .

&

oo [y fLE Ao
i
°§fﬂ

o

Table 5. Version used in each distribution

4 (2019. 2) 83
dolEl e AT A5 S BAES
Agal PRSI & 14709 SRS e, 26

N sl 7 AT, F FZ7]= 475MBelt}. &
100MB®] ofu]A] Aol A== dlo]g] Al &
2 AR ols] Table 8.914 mp4 s 2=
T34 gd 1I0E AAs] ARt

A2 AT ket Ad WA o|nAE o]
3l SuperBlockell digt 48 #8Pste] Group
Descriptor®] $1x& %o, HFH 22 Inode
Bitmap¥ Inode Tabled] wletdo]efol] gt
A& e SAE Aot 48 8 42 v
eldlo]E]9] B]WE Fig 6.3 2o o|n|x] =74,
A ~"HZ o] 4]0 HA o F 233t

Table 7. Information of dump image

Distribution Version Kernel
14.04 4.4.0-31 File System Dump Image
Ubuntu
8.04 2.6.24-16 100MB Before Image

Table 6. Experiment environment

Environment
0S Windows10 Pro
RAM 16GB
HDD SSD 256GB
CPU 15-6600
GPU GTX1060
VMware RAM 2GB
VMware HDD 20GB
VMware CPU 1 cpu processor

4.2 HZ OOIX TN U BN

clekat A wAe] sehlele] #43 187 ol

vl e} A geF olvA] 7] ApelE EAE] s
100MB¢t 10GB9] Ext2/3 o|#|#] v] /H& AH8-3}
o], o]v| A= HAE H?SH TLAE oy AS ¥

AR A/F T S AR, AsEoZ Table
e HHEEPUM % g7 W olel A7}
AR ve A el e wE )
UshA AHEE, Table 8.3 o] FAHoIgleh.

7.4 (Desktop) 3.10.0-693 100MB After Image
Redhat Ext2/Ext3
7.4 (Server) 3.10.0-693 10GB Before Image
. 18.3 4.10.0-38 10GB After Image
Mint
17 3.13.0-24

Table 8. Data Set Configuration

Image Size 10GB 100MB

Number of files 26 25
Numbel'r of 14 14
Extension

.pdf .png .py .txt

Type of .csv .mp4 .jpg .hwp
extension xls .pptx .zip .docx
.doe .xlsx
Size 475MB ‘ 83.8MB

Dump Image

100MB
[ 1. Ext2 ] ( 2. Ext3 } [ 3. Ext2 ] [ 4. Ext3 ]

Fig. 6. Dump image comparison and analysis
sequence
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Table 9. Comparison of Inode Bitmap of Block
Group 0 in Ubuntu 8.04 Ext3 Image

Image Size 100MB 10GB
Number of Files 2570 2671
Number of Inodes 370 071
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Table 10. Metadata changes when files are
deleted(5)

Field Metadata changes

Size Change to 0

Change Time Change to deleted time

Modification

Time Change to deleted time

Delete Time Change to deleted time

Block Pointer | Change to 0
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Table 11. Extra Time field value of Ext2 file
system 10GB image

kernel field befo.re afte.r
deletion deletion
Ceét;li Sunday, Thursday,
4.4.0-31 November June 1,
o 24, 2047 2090
extra 8:27:08 10:20:04
mtime
extra
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e ] 19, 2017 2058
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mtime
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b 2070 1991
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mtime
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3.10.0 ctime Thursday, Friday,
~ September September
693
4, 2008 6, 2075
(Server) | extra 16:19:08 3:09:00
mtime
extra
3.10.0 ctime Thursday, Monday,
-693 January 14, December
2049 13, 2038
(Desktop)| extra 8:28:48 9:06:52
mtime




86 2l Aol wE eleelole] 7Nk 3y B1 AT

464 10GB - Ext3

10GB9 Ext3 o]v#|e] #A/M|aE A3t 2
I gl A A EAEs dEElelE] ®Hs)
Table 14.¢} zo] ¥A3ct 10GBY Ext2 o]vl
z]a} FUg o]} wAEd 2, Ubuntu8.045 A
2E A #A-A Extra Time ZE2| o]
sl om Table 12.9F 22 9vlE &4
X o= el
A3} Block Pointer’} A¥A = Ext3 I}
A 7S AREStRR Ad ool
ofo]it o] WelL o3| Fol& B
, BE wAY AdedA 26709 I 2F
o Agsisict = Ubuntu 8.04°] 7%
Block Group 0/3/5¢14 ®E 3}d9] Inode AR
5 4& F U9z, A= Block Group 0°f4]
RE Fle]e] Inode ARE A& 5 9l

>
2 mﬁ
dz rlr Oz
=N

Mo
Y

>
o

>0
fr rlo

4 2o
oX,
2 |
Pl

32,
32

K

Table 12. Extra Time field value of Ext3 file
system 10GB image

kernel field befo‘re aftgr
deletion deletion
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Table 13. Metadata comparison of inode table before and after deletion in T00MB image

File system Ext2 Ext3
Deletion before \ after before \ after
Ubuntu 14.04 (kernel ver : 4.4.0-31)
Size 14 10 00 00 00 00 00 00 14 10 00 00 00 00 00 00
Change Time 36 5B 2E 5A 5B 28 2F 5A 3F 5B 2E b5A 68 28 2F 5A
Modification Time 36 5B 2E 5A 5B 28 2F HA 3F 5B 2E 5A 68 28 2F 5A
Deletion Time 00 00 00 00 5B 28 2F 5A 00 00 00 00 68 28 2F 5A
Link Coun 01 00 00 00 01 00 00 00
Block Count 0A 00 00 00 0A 00 00 00
Block Pointer 00 01 04 00 ... 00 00 00 00 ... 00 01 04 00 ... 00 00 00 00 ...
Mint 18.3 (kernel ver : 4.10.0-38)
Size 14 10 00 00 00 00 00 00 14 10 00 00 00 00 00 00
Change Time 8A AT 30 5A 6A F2 39 5A 84 AT 30 HA 6A F2 39 5A
Modification Time 8A AT 30 bA 6A F2 39 5A 84 AT 30 HA 6A F2 39 5A
Deletion Time 00 00 00 00 6A F2 39 bA 00 00 00 00 6A F2 39 HA
Link Count 01 00 00 00 01 00 00 00
Block Count 0A 00 00 00 0A 00 00 00
Block Pointer 01 04 00 00 ... 00 00 00 00 ... 01 04 00 00 ... 00 00 00 00 ...
Mint 17 (kernel ver : 3.13.0-24)
Size 14 10 00 00 00 00 00 00 14 10 00 00 00 00 00 00
Change Time 98 91 2F HA C1 97 2F 5A AB 90 2F 5A CE 97 2F A
Modification Time 98 91 2F bHA C1 97 2F 5A AB 90 2F 5A CE 97 2F A
Deletion Time 00 00 00 00 C1 97 2F 5A 00 00 00 00 CE 97 2F 5A
Link Count 01 00 00 00 01 00 00 00
Block Count 0A 00 00 00 0A 00 00 00
Block Pointer 01 04 00 00 ... 00 00 00 00 ... 01 04 00 00 ... 00 00 00 00 ...
Redhat Server (kernel ver : 3.10.0-693)
Size 14 10 00 00 00 00 00 00 14 10 00 00 00 00 00 00
Change Time 4F A0 30 5A EE A0 30 5A D6 55 30 bA 36 78 30 H5A
Modification Time 4F A0 30 5A EE A0 30 5A D6 55 30 5A 36 78 30 5A
Deletion Time 00 00 00 00 EE A0 30 5A 00 00 00 00 36 78 30 5A
Link Count 01 00 00 00 01 00 00 00
Block Count 0C 00 00 00 0C 00 00 00
Block Pointer 01 04 00 00 ... 00 00 00 00 ... 01 04 00 00 ... 00 00 00 00 ...
Redhat Desktop (kernel ver : 3.10.0-693)
Size 14 10 00 00 00 00 00 00 14 10 00 00 00 00 00 00
Change Time FD 3B 30 5A 9E 41 30 5A F1 3B 30 5A Al 41 30 5A
Modification Time FD 3B 30 5A 9E 41 30 5A F1 3B 30 5A Al 41 30 5A
Deletion Time 00 00 00 00 9E 41 30 5A 00 00 00 00 Al 41 30 HA
Link Count 01 00 00 00 01 00 00 00
Block Count 0C 00 00 00 0C 00 00 00
Block Pointer 01 04 00 00 ... 00 00 00 00 ... 01 04 00 00 ... 00 00 00 00 ...
Ubuntu 8.04 (kernel ver : 2.6.24-16)
Size 14 10 00 00 14 10 00 00 00 00 00 00
Change Time 5D 48 2F 5A ‘ 04 89 2F H5A 9A 04 3A bA B0 23 3A 5A
Modification Time 5D 48 2F 5A 9A 04 3A bA B0 23 3A bA
Deletion Time 00 00 00 00 04 89 2F HA 00 00 00 00 B0 23 3A 5A
Link Count 01 00 00 00 01 00 00 00
Block Count 0A 00 0A 00 00 00
Block Pointer 01 12 00 00 ... 03 68 00 00 ... 00 00 00 00 ...
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Table 14. Metadata

comparison of inode table before and after deletion in 10GB image

File system Ext2 Ext3
Deletion before \ after before \ after
Ubuntu 14.04 (kernel ver : 4.4.0-31)
Size 14 10 00 00 00 00 00 00 14 10 00 00 00 00 00 00
Change Time 5F 57 2E 5A 62 28 2F 5A 84 5B 2E 5A 65 28 2F 5A
Modification Time 5F 57 2E 5A 62 28 2F 5A 84 5B 2E b5A 65 28 2F HA
Deletion Time 00 00 00 00 62 28 2F 5A 00 00 00 00 65 28 2F 5A
Link Count 01 00 00 00 01 00 00 00
Block Count 10 00 00 00 10 00 00 00
Block Pointer 00 06 00 00 ... 00 00 00 00 ... 00 06 04 00 ... 00 00 00 00 ...
Mint 18.3 (kernel ver @ 4.10.0-38)
Size 14 10 00 00 00 00 00 00 14 10 00 00 00 00 00 00
Change Time A8 A7 30 5A 6A F2 39 5A 94 A7 30 5A 6B F2 39 5A
Modification Time A8 A7 30 5A 6A F2 39 5A 94 AT 30 5A 6B F2 39 5A
Deletion Time 00 00 00 00 6A F2 39 5A 00 00 00 00 6B F2 39 5A
Link Count 01 00 00 00 01 00 00 00
Block Count 10 00 00 00 10 00 00 00
Block Pointer 00 06 04 00 ... 00 00 00 00 ... 00 06 04 00 ... 00 00 00 00 ...
Mint 17 (kernel ver : 3.13.0-24)
Size 14 10 00 00 00 00 00 00 14 10 00 00 00 00 00 00
Change Time AT 91 2F 5A C7 97 2F 5A 38 92 2F 5A CB 97 2F 5A
Modification Time AT 91 2F 5A CT7 97 2F 5A 38 92 2F 5A CB 97 2F bA
Deletion Time 00 00 00 00 C7 97 2F 5A 00 00 00 00 CB 97 2F 5A
Link Count 01 00 00 00 01 00 00 00
Block Count 10 00 00 00 10 00 00 00
Block Pointer 00 06 04 00 ... 00 00 00 00 ... 00 06 04 00 ... 00 00 00 00 ...
Redhat Server (kernel ver : 3.10.0-693)
Size 14 10 00 00 00 00 00 00 14 10 00 00 00 00 00 00
Change Time 33 56 30 5A 3A 78 30 5A E1 55 30 5A 36 78 30 5A
Modification Time 33 56 30 bA 3A 78 30 5A E1 55 30 5A 36 78 30 5A
Deletion Time 00 00 00 00 3A 78 30 5A 00 00 00 00 36 78 30 5A
Link Count 01 00 00 00 01 00 00 00
Block Count 10 00 00 00 10 00 00 00
Block Pointer 00 06 04 00 ... 00 00 00 00 ... 00 06 04 00 ... 00 00 00 00 ...
Redhat Desktop (kernel ver : 3.10.0-693)
Size 14 10 00 00 00 00 00 00 14 10 00 00 00 00 00 00
Change Time 06 3C 30 5A 9E 41 30 5A 24 3C 30 5A Al 41 30 5A
Modification Time 06 3C 30 5A 9E 41 30 5A 24 3C 30 5A Al 41 30 bA
Deletion Time 00 00 00 00 9E 41 30 5A 00 00 00 00 Al 41 30 5A
Link Count 01 00 00 00 01 00 00 00
Block Count 10 00 00 00 10 00 00 00
Block Pointer 00 06 04 00 ... 00 00 00 00 ... 00 06 04 00 ... 00 00 00 00 ...
Ubuntu 8.04 (kernel ver : 2.6.24-16)
Size 14 10 00 00 14 10 00 00 00 00 00 00
Change Time 28 49 2F 5A ‘ 0C 89 2F 5A A4 04 3A 5A B1 23 3A 5A
Modification Time 28 49 2F 5A A4 04 3A bA B1 23 3A 5A
Deletion Time 00 00 00 00 0C 89 2F 5A 00 00 00 00 Bl 23 3A 5A
Link Count 01 00 00 00 01 00 00 00
Block Count 10 00 10 00 00 00
Block Pointer 00 58 00 00 ... 98 01 00 01 ... 00 00 00 00 ...
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