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ABSTRACT

When a Solidity smart contract has a problem in calling a function of another contract, the fallback function is supposed
to be executed automatically. However, it may be are arbitrarily created, with their behaviors unknown to developers, and
fallback function execution is vulnerable to exploits by attackers. in In this paper, we propose a preprocessing based method
to reduce the risk with less overhead of developers’. Developers mark the intention using the newly defined keywords in
this paper, and the preprocessor reduces the risk by preprocessing the conditional variables and conditional statements
according to the keywords.

Keywords: Solidity, Preprocessor, Rewritter, Fallback functions
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contract E {
address contract_B =
0xcf804947e5c324c61c4f91c53fa8f14a20447aeb;
B _b = B(contract_B);
function Dangerous_call(uint256 _value) {
contract_B.call(bytes4(
sha3(“f1(uint256)”)), _value);
}
}

Fig. 1. Example of function call using call in
Solidity
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contract A {
function() { x=1;}
uint x;

}

Fig. 2. Example of the codes that might be call
Fallback function

contract Alice {

function ping(uint) returns (uint)
}
contract Bob {

function pong(Alice c) {c.ping(42);}
}

Fig. 3. Example of smart contract(1)
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A.sol solidity_revi

sed.g4

1: contract Alice {

2 function ping(unit) {returns (uint)}
3: contract Bob {

4: function pong(Alice c) {

5 NONFALLBACK c.ping(42);

6

7

}
function () payable { }

Fig. 5. Example of the codes with the keyword
NONFALLBACK (before preprocessing)

contract Bob {
function pong(Alice c) {
c.ping(42);
if (fb == FALLBACK) {
// error
}

}
function () payable {
fb = FALLBACK;

}

Fig. 6. Example of the conceptual codes with
the keyword NONFALLBACK (after preproce-
ssing)
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library ForFallBack {
struct FallBackFlag{ bool fb; }

function getFB(FallBackFlag self) returns
(bool) {
return self.fb;

elemetaryTypeName

: ‘address’ | ‘bool’ | ‘string’ | ‘var’ | Int
| vint | ‘byte’ | Byte | Fixed | Ufixed |
NonfallbackKeyword;
NonfallbackKeyword: ‘NONFALLBACK’;

Fig. 7. solidity revised.g4 file with the addi-
tional keyword NONFALLBACK

}
function setFB(FallBackFlag self) returns
(bool) {
self.fb = true;
return self.fb;
}
}
Fig. 8. Definition of library ForFallBack
qMe AR/ PEAE WHeE & struct

ForFallBack®] self W2 Frutol xzlslrA] =,
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contract NonFallBackEnabled {
using ForFallBack for
ForFallBack.FallBackFlag;
ForFallBack.FallBackFlag fallBackFlag;

constructor() payable {
fallBackFlag = false;

}

}

Fig. 9. Definition of contract NonFallBackEnabled
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contract Alice is NonFallBackEnabled {

function ping(unit) {returns (unint)}
function () payable {
setFB(flag);

}

function getFB() returns (bool) {
return fallBackFlag.getFB();

}

function setFB() returns (bool) {
return fallBackFlag.setFB();

}
contract Bob is NonFallBackEnabled {
function pong(Alice c) {
c.ping(42);
if (getFB() == true) {
revert(“error”);
}

}
function () payable {

setFB();
}

function getFB() returns (bool) {
return fallBackFlag.getFB();

}

function setFB() returns (bool) {
return fallBackFlag.setFB();

Fig. 10. Revised code of contract Bob

A 7)o gjHog oz Zhedgl ~ntE Ak
9] oajelt}, o]} e Iyt HAME|E AW
Fig 129} zro] AAA =t} sink AlF Test Al

kﬂ

pragma solidity "0.4.5;

contract Test {
function() public { x =
uint x;

1;}
}

contract Sink {
function() public payable {}
}
contract Caller {
function callTest(Test test) public {
NONFALLBACK test.call(@xabcdefol);

}

Fig. 11. Example of simple smart contract code
entered as input to preprocessor

pragma solldlty 70.4.5;

contract Test is NonFallBackEnabled {
function() public { setFB(flag);
uint x;

= 1;}

function getFB() returns (bool) {
return fallBackFlag.getFB();

}
function setFB() returns (bool) {
return fallBackFlag.setFB();

=

contract Sink is NonFallBackEnabled {
function() public { setFB(flag); }
{

function getFB() returns (bool)
return fallBackFlag.getFB();

}
function setFB() returns (bool) {
return fallBackFlag.setFB();

}
contract Caller is NonFallBackEnabled {
function callTest(Test test) public {
NONFALLBACK test.call(@xabcdefol);
if (getFB() == true) {
revert(“error”);

function () payable {
setFB();

function getFB() returns (bool
return fallBackFlag.getFB(

{

bl

)
)s
function setFB() returns (bool) {
return fallBackFlag.setFB();

}
) }
contract NonFallBackEnabled {

using ForFallBack for
ForFallBack.FallBackFlag;

ForFallBack.FallBackFlag fallBackFlag;

constructor() payable {
fallBackFlag = false;
}

}
library ForFallBack {
struct FallBackFlag{ bool fb; }

function getFB(FallBackFlag self) returns (bool) {
return self.fb;

}

function setFB(FallBackFlag self) returns (bool) {
self.fb = true;
return self.fb;

Fig. 12. Example of simple smart contract code
results through preprocessor
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