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Analysis of Blockchain Platforms from the Viewpoint of Privacy Protection
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ABSTRACT

Bitcoin, which can be classified as a cryptocurrency, has attracted attention from various industries because it is an innovative digital
currency and the beginning of a Blockchain system. However, as the research on Bitcoin progressed, several security vulnerabilities and
possible attacks were analyzed. Among them, the security problem caused by the transparency of the Blockchain database prevents
the Blockchain system from being applied fo various fields. This vulnerability is further classified as the weak anonymity of participating
nodes and privacy problem due to disclosure of fransaction details. In recent years, several countermeasures have been developed
against these vulnerabilities. In this paper, we first describe the main features of the public and private Blockchain, and explain privacy,
unlinkability and anonymity. And, three public Blockchain platforms, Dash, Zcash and Monero which are derived from Bitcoin, and
Hyperledger Fabric which is a private Blockchain platform, are examined. And we analyze the operating principles of the profocols
applied on each platform. In addition, we clossify the applied technologies into anonymity and privacy protection in detail, analyze
the advantages and disadvantages, and compare the features and relatfive performance of the platforms based on the computational
speed of the applied cryptographic mechanisms.
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