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An Efficient BotNet Detection Scheme Exploiting Word2Vec and
Accelerated Hierarchical Density-based Clustering
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ABSTRACT

Numerous enterprises, organizations and individual users are exposed to large DDoS (Distributed Denial of Service) attacks. DDoS
aftacks are performed through a BotNet, which is composed of a number of computers infected with a malware, e.g., zombie PCs
and a special computer that controls the zombie PCs within a hierarchical chain of a command system. In order to detect a malware,
a malware detfection software or a vaccine program must identify the malware signature through an in-depth analysis, and these
signatures need to be updated in priori. This is time consuming and costly. In this paper, we propose a botnet detection scheme that
does not require a periodic signature update using an artificial neural network model. The proposed scheme exploits Word2Vec and
accelerated hierarchical density-based clustering. Botnet detection performance of the proposed method was evaluated using the
CTU-13 dataset. The experimental result shows that the detection rate is 99.9%, which outperforms the conventional method.
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(1) Azl H2f Hlo]g]
(Table 1) Data before the processing

Zeeg | sux PREa | 2R PR | 0
°- - EEHS
1 TCP 147.32.84.9 147.32.69.7 53
2 UDP 147.32.84.32 | 147.32.81.1 53
3 ICMP | 147.32.84.11 | 147.32.73.17 7777

(F 2) ®Ae| =2 ol
(Table 2) Data after the processing

EEL =
ZReZ | SAK IPFEA | AR PFL | A
EEHS
1 TCP 147.32.84.9 147.32.69.7 tcp_b3
2 UDP 147.32.84.32 | 147.32.81.1 tcp 53
3 UDP 147.32.84.11 | 147.32.73.17 | udp_777
4.1 71

Word2Vec @3 2]&2 7hotA] 2 Y RERRE 5
&3 o] Hld(embedding)dll el AlAbele &2 <
o|& Fdo|t}, Word2Vecs CBOW(Continuos Bag of
Word) ¢} Skip-gram 292 gt} [21]. Word2Vec 2 ol
] CBOW= 9 ©o](surrounding word)EZ5-E E}3l
o] (context word) S-S ol S3h= WHH, Skip-gram B}
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o, U o) QRS 2 B4 s Nl &
A7 4 Q& WOl thysith HwY S, HY &
E gtk ol¥E F¥ Wl S /T 344 g B v

S 2FOEM ol WHEL VEC Ui Yol
CBOWoIth. HITh2 *_s|upetel e 22 £
LHE ofd Bol7k 27 A3 WS Skip-gramel
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ok o o]l & F Jdom ~gddds
7 £ 9tk Word2Vecd 18| &L <ohtie)
7b 99, 23 ojm Aol gl
Hate] dolE WE R BEA Huh

4.2 Skip-gram 2 H&

M= Skipgam RS Agsich I8 1904
Skip-gram®] oF1EIAE =483 tE Word2Vec AH S
(hidden layer), =Y}%(hidden layer), %2 Z(output layer)=
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(Figure 1) The Skip-gram architecture of Word2Vec
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TREH AT B 947k WE e A7)E ot 22k
1) Input layer®] 271 = 1X V
2) Hidden layer 7] = N

3) Input hidden weight®] 37] = VX N
4) Hidden-Output weight®] Z7] = NX IV
5) Output Layer 7] = C(1X V)

Skip-gram E @M= WA FH dojE3) e}l Tol
IAE =X51Y, o1& Ml Tol2HE 7+ i %OH of
29 ANE3T} Word2Vec® Skip-grame o}#l 44 (1)<
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w=1

4714 ok 74 o), ek B Wol, T Wl Az
HE4E 9udith plole) & B ©ol7t Fol3 S )
Fugot B4 2ARGES dulack £4 ()2
Auist s ol ok 4 WS B7L Bolrt Fol
AL W A Holsh ek $8& Aoz ¢ olvlg
th 4189 doAe bt NS W de
e wao] 2 $BE Uk RUL shrale Aol

v Word2Vee Q134173 833 2955
Aste 71EA A We AWE, uE Word2Vee 912
13 A 2953 285& ddste A 94
W' o] QuElo|tt. ¢ EAe A9 Tk Bl ©
ool st WElLt FH Tofd Tt WE L
2 kol F7HE ofvlst, WE WA IARIOIEE
2 kol 7k do] Wy 7F fAME ] STUHE o] gt
B R BRO AT Y9S- A7) W A e
G5 T4 ©olste AR E aAIZIY 2], £, 5t

vl golvh i ", A Ful wol5e) S4

Sl3l Y E Dol Y 3t W E (one-hot vector)
5 5 dwid # doj= ¥E #gs
3719 ALE 7HAH,

7535]““1 loss7} Z]’\ﬂ E] A9 7tFXE %
FHth 2EH o= Skip-gram S1FAIETY >
V2 FE W, WE Feke Aol +4e Hxvt ¥

o eYZelt 2t golel YUY A% At AgH7)
u 2ol SYZo] E Word2Vecol2hy 2 4 itk
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Ack ALt HlEE A s)ks)
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Input feature

Source IP Addr. Target / Context
Dest. IP Addr. —— [Dest. IP Addr., (Source ip)]
Dest. Port
Proto
Input feature
Source IP Addr.
Dest. IP Addr.

Dest. Port Target / Context
——— [Proto, (Source IP Addr.)]

[Proto, (Dest. Port)]

Input feature

Target / Context
Sl 2ol . [Source ip Addr., (Proto)]
Dest. IP Addr. [Source ip Addr., (Dest. ip)]
Dest. Port
Proto

Input feature

Source IP Addr.
Dest. IP Addr.
Dest. Port —+ [Dest. Port, (Proto)]

Target / Context

Proto [Dest. Port, (Source IP Addr.)]
(a2 2) MebrlHe|l Word2Vec2Ee| E& 1A
(Figure 2) Relationships among features in our
Word2Vec model
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2 @719 YEND 2292 @ sle) Aol BRO
A7 A% 27]0] E&uo] golrlel

Aeo] 4E BH572) 0 tol AL
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EAUEYA S22 Sk5aiqinh 328004
S nupe} 7ro] A|otsl= Word2VecEd o 4 2] ol
TS a9 24 44T
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e
&

32

A PFAE BHA PRASH AL olF 4 Uk
A7) FEWSE BRES TE 404 PR}
A o2 4 Ut

@ T2EEE $404 PF4 T 447 ZEWS
AE 0% & Ak

o} A2 H Word2Vec 15417 Skip-gram &3
Wl x
o

e
H) 523 W g SA5tE TolE A 9 E AYs S A3 uE Aduy Bl tis 2d wE ] A
738ko] k= ©] &9 Distributional Hypnosisoll [24] 7] Ae 73 HolE2 2308 2] XA o Yo
WS 7 Q7] W2 =g 7] whet v)ss 77t H A E 18t A7y S8 2H d4E& A3
A Edste A7 Y FAIEE SHEshe BYo 2o 2 8913}7] $J8le] t-SNE(t-Stochastic Nearest Neighb

(38 3) t-SNE AlZst MgZnt (CTU-13 10HA|LZ]|R)
(Figure 3) t=SNE visualization result (10th scenario of CTU-13 dataset)
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o) AlZEHE [25] AEskith 1 A3 19 33 2k
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5. A7)
470l A A A 3 Word2Vec ™9 Skip-gram ¢85S
ol &gt Feof YA 2 A|2"E sfLEty, APE R

33

5.1 MSTI} 81 ¥ BWINE

=2
= IYS %"%3}?3 } Python3 67] H}-J Jupyter Notebook
S A3 0 1 Tensorflow 1.13.1HAA As H7HE
Al

gatsirk St A8 AR A2E 742 Intel(R)
Xeon(R) CPU@2.30GHz, OS Platform 64H]E Ubuntu
18.04.2 LTS, 13GB RAM, K80 GPU(GPU 11.4GB) A| =¥
ol Azl =9l

5.1.2 45 &I} 2

i

£

Lo\ ME A5 H7t A X (performance metric) 24 &
FAHoR B8EE 7 A= (overall accuracy), AT
(precision), A& (recall), FH<(F-measure)s &3t}
Ae H7 AR EL EAZFCE b3 o] Fodn,

] TP+ TN
BEEASE =
e TP+ TN+ FP+ FN @
P _ P
Ay —_ L asg-_ A8
° orrp NRE=p oy O
QXXJU]EXZH&‘@
q o~ S = !
T =ue a9 @

5.1.3 45 @7t 2t

$-d)+= A etel= Word2Vee Skim-gram R4 9] Bl &

* TPE true positive®] 7147, TN true negative®] 714~ FPE=
false positive®] 7l<7, FN false negative®] 7145 9w gt

HoF zYsigion, 1 4
T 0997975 AL
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