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A StyleGAN Image Detection Model Based on
Convolutional Neural Network
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ABSTRACT

¥

As artificial intelligence technology is actively used in image processing, it is possible to generate
high—quality fake images based on deep learning. Fake images generated using GAN(Generative
Adversarial Network), one of unsupervised learning algorithms, have reached levels that are hard to
discriminate from the naked eye. Detecting these fake images is required as they can be abused for crimes

such as illegal content production, identity fraud and defamation. In this paper, we develop a deep-learning
model based on CNN(Convolutional Neural Network) for the detection of StyleGAN fake images.
StyleGAN is one of GAN algorithms and has an excellent performance in generating face images. We
experiment with 48 number of experimental scenarios developed by combining parameters of the proposed
model. We train and test each scenario with 300,000 number of real and fake face images in order to
present a model parameter that improves performance in the detection of fake faces.
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Fig. 1. Design of CNN—based StyleGAN image detection model considering 5 types of model parameters.
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Table 1. 48 number of scenarios with the combination of model parameters
Dropout Dropout
S I i P N S | Data prepro- | o1 [kernel] Nom [
ario prepro Conv. | size of Conv. layer Fully- ario cessing Conv. | size of Conv. layer Fully-
cessing aver kernels connected laver kernels connected
! 1 2 layer Ny 1 2 layer
1 0.7 - 0.5 25 0.7 - 0.5
2 |Grayscale| 1 |3x3] 8 1.0 - 0.7 26 |Grayscale| 1 |5x5] 8 1.0 - 0.7
3 1.0 - 1.0 27 1.0 - 1.0
4 0.7 - 0.5 28 0.7 - 0.5
5 RGB 1 [3x3] 8 1.0 - 0.7 29 RGB 1 [5%5] 8 1.0 - 0.7
6 1.0 - 1.0 30 1.0 - 1.0
7 0.7 - 0.5 31 0.7 - 0.5
8 |Grayscale| 1 [3x3]| 16 1.0 - 0.7 32 |Grayscale| 1 [5%x5| 16 1.0 - 0.7
9 1.0 - 1.0 33 1.0 - 1.0
10 0.7 - 0.5 34 0.7 - 0.5
11 RGB 1 [3x3] 16 1.0 - 0.7 35 RGB 1 |5x5| 16 1.0 - 0.7
12 1.0 - 1.0 36 1.0 - 1.0
13 0.7 0.7 0.5 37 0.7 0.7 0.5
14 | Grayscale| 2 |[3x3| 8 1.0 1.0 0.7 38 |Grayscale| 2 |5%x5| 8 1.0 1.0 0.7
15 1.0 1.0 1.0 39 1.0 1.0 1.0
16 0.7 0.7 0.5 40 0.7 0.7 0.5
17 RGB 2 |3x3| 8 1.0 1.0 0.7 41 RGB 2 |5x5] 8 1.0 1.0 0.7
18 1.0 1.0 1.0 42 1.0 1.0 1.0
19 0.7 0.7 0.5 43 0.7 0.7 0.5
W Grayscale| 2 |3x3] 16 1.0 1.0 0.7 44 |Grayscale| 2 |5x5| 16 1.0 1.0 0.7
21 1.0 1.0 1.0 45 1.0 1.0 1.0
22 0.7 0.7 0.5 46 0.7 0.7 0.5
23 RGB 2 |3x3]| 16 1.0 1.0 0.7 47 RGB 2 |5x5| 16 1.0 1.0 0.7
24 1.0 1.0 1.0 48 1.0 1.0 1.0
7] Yl A= AW X (precision) 2t A E S (recal) S 9] 8k AIZko] 22 FH AT} Table 2+ A S 53
B A sl ok skt f-socre’} HIZ F 3-S5 ST AU E 4P AHAE BAFA o
vl gow s 111011‘% F-score Atk Al A o A3 A 4870 AuEl e 25 98% ool &
Zol 7}EA WErg 18 3 Zko] ¥IZ fl-score & B AL AT &+ St
o™ fl-score: ©}| ?*ﬁ‘gi FHE 48709 AvtE o= Ak mdo stehuE 23
o2 ALY Wil AuE e 43 AFE

2 X pre cision X recall

J1 = score = precision+recall @
o P 0 o P
&, precision = TPLFP g recdl = FNT TP
A& CPU i7-9700 3.6GHz, GPU RTX 2070, ¢
5410 EFAAANA FRFHJ D, Rd L SR
% 9 AlehaE B8] T wulo) B4
T relu7t AHEEAL, 2 AP LEE oF 408

w3t 2Y ggrH e A dudAE 24
Aotk WA FN3 FP £4& F&f ojd »d
geu g Eo] R Aol B
AR @k Fig. 2& 487] Alvg]l2& FN
9 FPE 7|% 22 43 Jef ot} ¥ 2+ FN
9 FP 2427} A9 1270(75th percentile), 3+¢ 1271
(25th percentile)ol] 333l AlVEl S0l disl, A
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Table 2. Experimental results by scenarios

Real face images | Fake face images Real face images | Fake face images

Scenario| (45,000 images) | (45000 images) | 17 |scenario| (45,000 images) | (45,000 images) | F1°
TP FN FP TN seore TP FN FP TN seore

1 44350 650 368 44632 0.99 25 6958 2042 1213 7787 0.82
2 44527 473 563 44437 0.99 26 7562 1438 1424 7576 0.84
3 44831 619 479 44521 0.99 27 7696 1304 1536 7464 0.84
4 44725 275 262 44738 0.99 28 44795 205 331 44669 | 0.99
5 44846 154 527 44473 0.99 29 44804 196 440 44560 | 0.99
6 44747 253 346 44654 0.99 30 44863 137 483 44517 | 0.99
7 44756 244 688 44312 0.99 31 7136 1864 804 8196 0.85
8 44829 171 1052 43948 0.99 32 7170 1830 959 8041 0.85
9 44673 327 364 44636 0.99 33 6629 2371 874 8126 0.82
10 44815 185 428 44572 0.99 34 44865 135 352 44648 | 0.99
11 44719 281 317 44683 0.99 35 44870 130 470 44530 | 0.99
12 44770 230 801 44199 0.99 36 44851 149 499 44501 0.99
13 44464 536 475 44525 0.99 37 44458 542 811 44189 | 0.98
14 44309 691 464 44536 0.99 38 44336 664 641 44359 | 0.99
15 44648 352 1036 43964 0.98 39 44095 905 535 44465 | 0.98
16 44747 253 552 44448 0.99 40 44729 271 521 44479 | 0.99
17 44809 191 513 44487 0.99 41 44681 319 478 44522 0.99
18 44885 115 1083 43917 0.99 42 44654 346 471 44529 | 0.99
19 44369 631 237 44763 0.99 43 44598 402 581 44419 | 0.99
20 44501 499 287 44713 0.99 44 44714 286 817 44183 | 0.99
21 44556 444 577 44423 0.99 45 44749 251 819 44181 0.99
22 44855 145 693 44307 0.99 46 44826 174 513 44487 | 0.99
23 44828 172 382 44618 0.99 47 44835 165 472 44528 | 0.99
24 44477 523 132 44868 0.99 48 44889 111 761 44239 | 0.99

A8 29 et e 4YEE THeEST At
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Fig. 2. Analysis of false negatives and false positives by model parameters,
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