J K I I Journal of the Korea Institute of Information and
Communication Engineering

HEEASHS|=2X]| Vol, 23, No, 12: 1609~1617, Dec, 2019

ro
Hl

37| &= FeiS flet T sl=5o] 7157|

A Lightweight Hardware Accelerator for Public-Key Cryptography

Byung-Yoon Sung' - Kyung-Wook Shin®*

"Engineer, Nextchip Co. Ltd., Gyenoggi-do, 13493 Korea
Professor, School of Electronic Engineering, Kumoh National Institute of Technology, Gumi, 39177 Korea

2 o
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Aahe] 3k, 4744 EFISA ) Lkt 67bd e Glibg A I5HE S A7 wo] ECCotRSA 7|3t Thefat 37)7]
U3 ZREFO stEgo] 3ol 382 4 vk AWA FES Q] HE 53A AAIEE2=32 H|E] HofE 1f
22 AAEGow, & 7|8k g 2] A garelE, S A A4S Aol AR S A, e A BE
2 59 9 A4S HleliA = w20t 24 2 & A8kt A1 stEdo] 715715 FPGA tluto] Ao L@l sto]
EC-DH 7|13t 2 EZ 3} RSA ¢35 B3 TZ2-S 13| st=9 o] 522 AZ619th 180-nm CMOS 3 Al
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ABSTRACT

Described in this paper is a design of hardware accelerator for implementing public-key cryptographic protocols (PKCPs)
based on Elliptic Curve Cryptography (ECC) and RSA. It supports five elliptic curves (ECs) over GF(p) and three key
lengths of RSA that are defined by NIST standard. It was designed to support four point operations over ECs and six
modular arithmetic operations, making it suitable for hardware implementation of ECC- and RSA-based PKCPs. In order to
achieve small-area implementation, a finite field arithmetic circuit was designed with 32-bit data-path, and it adopted
word-based Montgomery multiplication algorithm, the Jacobian coordinate system for EC point operations, and the Fermat's
little theorem for modular multiplicative inverse. The hardware operation was verified with FPGA device by implementing
EC-DH key exchange protocol and RSA operations. It occupied 20,800 gate equivalents and 28 kbits of RAM at 50 MHz
clock frequency with 180-nm CMOS cell library, and 1,503 slices and 2 BRAMs in Virtex-5 FPGA device.
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Table. 1 Equations for computing point addition and point
doubling operations according to the coordinate system

Coordinate Point addition Point doubling

A=y —yo)/ (wy—zy) | A= Baj+a)/(2y,)

Affine |a,=\—z,— 1, zy= A= 2z,
Yo = Aazg—25) — o Yo = Mag—25) — yq
Uy= X Zt, Uy = X, %} M=3Xj+aZ;
Sy= Y40, 5, = Y\ Z; T=-25+ M

. =U, - =5,-8, | S=4Xx,Y;

Jacobian | 1= U1 ZU"’ 7 ;9‘ ‘29” 0%0
X,=—H-2U0,H+ R X, =T
¥, = §H+ R(UH— X,) Y,=—8Yg+ M(S— 1)
Zy = ZyZH Zy =2YZ,
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B 535l P Ao] Adojx|u], RSA B35l (4)2}
o] 3 E

c}.
C=M'mod N 3)
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o §AME ZHath ECCO] A qAbe 1A 4te] Bl
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Abo] BAIT Al QAke.R BEE v Ato] A4k
o}, wtebA] chaket 71 Zolel tha) #Ale] ZHsshEs
£ 41712 AA5hE, ECC RSAS Fatsto] Gl
ShEglo] P2 T 4 QeI

I,

OH

77| &= SH=SRIO] 7157] 20

31 HAH 7=

7] 45 =] 7F&7] Ho] PKCCE NIST
FIPS PUB 186-4¢f A 2]x]o] Q)= P-192, P-224, P-256,
P-384, P-5219] THAl 7}A] 42424] BFLS-A T} 1,024 H]
E, 2,048 H|E, 4,096 H|E 7|Zl0]o] RSAZ x| 3tt}.
PKCCO| Y7 %= T8 13 Zom, T 719 A=
ZE H12g] (ModP_Mem, ERA_Mem), G-5H4] 14t3]
£ (GFp_Alu), 24244 H X2 (OP_Reg), 17
I A|o]E% (Cntl_FSM) o2 F/d ¥tk

37H7| 4 THE 25 B St 7P|

clk_ M —p

ModP_Mem
clk_C —»] (32-bx128) 7 OP_Reg
rst —pf
5 32{.DATAJ> l
iData -4p{ we_p
OP_reg ,3«.2; GFP—Alu addr_p 33 ODATA
iData_en —p}
Cntl_signals — oBusy
iMod_en—» | | GF_WAS || GF_ZWMM
iKey_en —pf —» 0Qx_out
iMsg_en —p, Cntl_FSM Qy.out
iPx.en —», az%.DATA,A 32%@%;73
Pyen—) 10, addr a
iPbx_en —p| We_a
ERA_Mem -
iPby_en —p (32-bx768) 10, add;_b
Start_tic —p we_|

Fig. 1 Architecture of PKCC

H| 5. 2] ModP_Mem-2 3-§H4| AAAtoll AFg-== HE
2] ZF NS Astn, 270 s gf No| A4 =H
ECC&} RSA A4te] ehz e wj712] ¢7] 52t 34
t}. Wz ERA Mem2 ECC, RSA 94t Hask %
7] HlolEl et F-3tA dAatel FtAn 9 2T AT s
A7t f-3HA d4ke] 2 GFp_Alu= ECC2] PSM ¥}
RSAS| mEH B3 A4S 93 BEY FA4, BEY
A, BEe 7 A4S afish, =TR &
e 547 (GF_WMM), a2 7M1/
(GF_WAS), Ui AojEZoz AL Cntl FSM
E5-2ECCO 3 &7et 34l RSA Q) ] 95, 11
2]al wEe] ZMYAAYFA A Y AARS 918l
GFp_ALU 53} A4 525 Aloloh= fetdefmAl
(FSM) L. = S Elth

32, RHA 2d4ks| 2 (GFp_Alu)

F3HAl A4s]2 GFp_Alu= PKCCO| A&dAbS:
gFot, Wi e 7 290 Ak fETRE HE
THI7AA7] (GF_WAS), f|=714E Far| 2] #5417
(GF_WMM), Al5=7] (Mul_Counter, AS_Counter), Alu_reg
Soz g iStart AS A1) 3 GF WASO|A]
HEd 7HE e Aol A4t T, iStart Mul 4159
o3 GF_WMMelA =Ee FAldLte] =33tk
Alu_reg= Q=7 &2 A4te] S A7 g ¢
Al A7 gt

GF_WAS 5232 H|E BEE 7MF = A A
AhE AR o 7 pafshe, BHE ARS F6to] 32 HIE
0] HEd 7t B A QAR 27)19] 32 H]
E 7fg]Xe (carry-select) 7HAE7)/7HA719F 72 A%
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iStart AS iDATA P iDATALA iStart Mul iDATA B
112 a2 {32
AS_Counter | Mul Counter
Alu_reg

)

10 —l 10

GF_WAS GF_WMM ~—,§2—|

132 12 32

data zl data z? wmm_data

Fig. 2 GFp_Alu block

ZYEE, L& =9F (modular reduction) AR AA
sk 2Aom P,

GE_WMM 252 9= 7]t Bave] 34 2ae]
E[11]2 7|90 = @5 9l on], 32 u]E9k33 u]E 4
eald 7k, 32 HE BA), ALY SUEE 5
o TAHT mEe AL 32 vE 992 vk o
AbSto] 32 HIE Hl0] BEH A4S AR,

33. 852

PKCCOA 8% = A4k IA Uiro] Bhe=A
Aol A AAE 53A AALe R SR EH, OP_Regoll
FARE A4 dolE 7t A%k OP_Reg A4 442
37071 &% gare]E (ECC, RSA)T} 7] o], it =
59 AEat wnte] 2AlS A7 sto] Cntl_FSM 552
2o Zadt AEE AF3th OP regs= 32 HIE Q)
YA AE 2 FE, HR2E W1e 29 33 Pk
OP reg®] Z|A}o] H|E ] OP reg[31]¢] ©]3] ECC EX
RSA7} AgiEc) ECC =2 HAA%E AL, OP reg
[28:26]9] 3 H]E o] oJ3] thAl 71A] EHATA % SRt
AEElth, RSA WEO] AO OP reg[23:22]0] 23]
RSAS] 7]do|7} AeEct OP_reg[19:16]°] o5
PKCColA] A FE= 97h4) B2 3 shuprt Mels)
t}. RSAE RED a0k A Y322, OP reg[31]7
OP_reg[23:22]5 A|&J3t UMA] BIES2 022 HAH
th OP_reg2] #3}lY H|EZ} OP_reg[0]=12 HA =1L
U A H|EE2 009, i #|2e|7l BF 0282 27
sk ch

OP_Reg . e
131:0] Function Description
OP_Reg[31] X
[31] 1. ECC, 0: RSA Select PKC Algorithm
[30:29] Reserved
OP_Reg[28:26]

[28:26] | 000: P-192, 001: P-224, 010: P-256

011: P-384, 100: P-521

Select Elliptic Curve

[25:24] Reserved

OP_Reg[23:22]
00: 1024-bit
01: 2048-bit
10: 4096-bit

[23:22] Select RSA Key Length

[21:20] Reserved

OP_Reg[19:16]
0000: EC Point Scalar Multiplication(ECPSM)
0001: EC Point Addition(ECPA)

0010: EC Point Doubling(ECPD)

0011: Modular Addition(MA)

[19:16] R Select Mode
0100: Modular Subtraction(MS)
0101: Modular Multiplication(MM)
0110: Modular Division(MD)
0111: Modular Inversion(MI)
1000: EC Point Subtraction(ECPS)
[15:1] Reserved

OP_Reg[0]
1; Reset Memory

[0] Reset Memory

Fig. 3 Register map of OP_reg
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27¥e} FA) (ECPSM) T} RSA Q] ] 94 ¢lite] &
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ECPSM $4k0] 52 Eo] g 18 4-(a)2} o,
@ dglolE 42 (Din) — @ R’ mod NI} —n, ' mod 2> AY
/3 9 uj5g (GM) — @) ECPSM 14t — @ #3274 W3
(TA) — © 2]vl3g (RM) — ® H|o|E| &2 (Dout) 2] 2}
Jo g AXbert

Start_tic A1 3.9} 314 OP_reg”} A% o] ECPSM =
ErtAddE 5, Aate et wEe gk, e KL
231 A2 o) x-F3E 3t o y-HE 3F 17} 1 4-(a)
o) glo|y oz JHE ) iData_en AT 59]iXx en Al
3 (iMod en, iKey en iPx_en, iPy en)of 2J3] iData 3
Ez dgsE HlolErt =Y, tloE=32-HE
9= 23}9] YIENE exH 0w QJelH. ket
o glofg] o] $hrEH, 2 mod Nt —n, ' mod2”
O] AL, sarve] m=uQl oz uisg, A HEk 2
o Ak,

R =(RXR) mod N (T, R=2"")2 Ho|%|:= »* g
& Y AAAE Far|E] = Qlo = wHeksty] ofsf A



Din
cht W_cnt W_ent W:nl GM _ ECPSM_ TA_ RM  Dout

dll ﬂ_ﬂ_Uﬂ Lo Lo Leee Toee TP leee e el L

rst ]
OP_reg ——0p .

Start_tic —— "
iData_en 4}—%—%7
iMod_en —1—1—1
iKey en —
iPx_en = T i =t
iPy_en i t S

iData : :Nr——7 :
oQx_out —; ‘ + ‘ T {
oQy_out : H : H : H —
oDATA —— i i — P 0 Ry

3|f
;
|

. Din
iw_cm W_cnt W_cm! GM ME
clk .] \hL‘rLﬂ_
I : Ly | H H
rst 4 R i
T i ' ! o cas
OP_reg —f—{j
i Vo

Start_tic _E—f :
=
iData_en —v—r——' Heem,

iMod_en
iKey_en

iMsg_en
iData
oQx_out
oDATA

(b)
Fig. 4 Timing diagram of PKCC (a) ECPSM for ECC,
(b) Modular exponentiation for RSA

St FadE] F4 daeEeR RPE dakst
MM(R R, N) = Ro] ®|o] R® Z1& 4% 4= glen
HED MR QAR Agsto] /2 ghe Aok
glo) E =1to]| A= left-to-right ©] %] W0 o3t &
2] A GarelEE A8t R mod NV gk A9 7T
"mod 2”& Y79 FaH ] FAS $l8l AREE
o, mE gk VO Foke] Y= n o] HEY 9] A9
o] afo]uf A Zlojrt.

PKCCof|4] ECPSM ¢I4lo] o] R R = IS A=
B2 UeplH 19 59k gt} e = o] whAl 12 3 ( .Y)
%Elﬂﬂﬂl THQle® WMgkslr] Qe X} vof 24} 72
= WMMX, R, N, ) XR, WMM(Y,R%,N) = YR
ﬂfk Set. pamMX. B?, N)-& X9t R* 2] =Nk -
wue] FAE et e, XRe X7t a2 = ele
ERSER] %;# Uehdich frEs=o] ghAl20] ofa)
WMM(1, R, N) = RO| AAt=|11, gade] =w2l Oi
Hele el %*d ol L Aam|er A9 %

ﬁ” rg

—ny

o it
EH

}..

IH7| S FEE A5t A L= 7|
Input: X ={Xm_1," X1, Xohw
Y= {¥m-1 Y1 Yolw
K ={kn_q, ki, kg}, fork, 4+0
N = {ny,_q,, 1, }w
Output: @Q =kP
1: XR < WMM(X,R%, N); YR « WMM(Y,R?,N);
2: R« WMM(1,R% N); P « (xR, YR, R);
3. Py« P; Py < 2P
4: fori=n—2downtoOdo
5. ifk;=1then
6! Py« Py+Py; Py« 2P;
7: else
8. Py « Py + Py; Py < 2Py;
9: endif
10: end for

11: Py« (QxR,QyR,zR)

12: K< N—2; M < zR; T « WMM(1,R? N);
13: fori=n—1downto0do

14: T« WMM(T,T,N);

15: if k; = 1then

16: T « WMM(T,M,N);
17: endif
18: end for

19: QXR « WMM(QxR, T2, N); QYR « WMM(QyR, T3, N);
20: QX « WMM(QXR,1,N); QY « WMM(QYR,1,N);
21: Return Q « (QX,QY)

Fig. 5 Pseudo code for ECPSM operation

—GeRyR ) Yt B Eujols 2]
?l#ﬁzﬂi W FEH H P=@RyR R)S K Boh=4A
4FO & ECPSMo] AATEY, 7= A E 9] TrA|-3 ~thHA
-100] sfFEch Azt FAS sl TarmlE] e &
neEo] AgEIgon, B Ko 249l vET} 12
o) gA30] S 7, WA~ DAH100] 2R o
SreyEry,

ECPSM <4to] bzl A3t (QeR QuR 2R) = ARl
H|QE A o] A o F3eA| 2 Hehech 2p5H| 9k 2}
#719) A (QrR QR zR)E o} 23 A| 9] 3 (Qx/ 72,
QY/Z *) & % 117 59| frre A Eo| A TGA-12~TF
Al-19¢] o3 o]FoiXIt}. o] & fJsf Bagt 79| F9
Qo] 7 & 9| 2n}o] A& 2] (Fermet’s little theorem)
£ 7IRke 2 A4bEr) H2nke] 4= {RkA] Aol
A REd PNhE Ba e AAkS sk oAl &
Aol grol Wrh: B4 Aejd Ao,
2N mod N= 7' 9] BAE o]83lo] TA-12~T
-180f| oJ5fl A4kt 7 ' 2 RE 77, 70 & A4St
T o= Xz, ¥z Y QA HEIEY B
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-199] sfigEch ofd HEA = HelE ECPSM Zif=
s =rjlofA B mHRlo R 2ufgs Fal
Z|F ECPSM 4t Z1p7t dojde). g2 E=wQle]
(QXR, QYR)E WMM(QXR, 1, N) = QX< WMM(QYR,
= Qv Fave] FAZ Fol A Erlom o
Hgto] o] Foj A, e 1 & O] ThAl-200] sttt

(2) RSAQ] 157 % 4t

RSAS] W& s Qite] £ eyt 1
4-(0)2} 2o, D Blo]8} 92 (Din) — @ #*mod N7}
—ny ' mod 22 A E w3 (GM) — QD RSA A4 (ME)
— @ 23 (RM) — © glo]E &2 (Dout)2] I
2 QlAMEITh ECPSM 94w} wlmsto] HwA| wigh
(TA) 252 7217 gr=cl.

Start_tic A&} 7] OP_reg”7} A E]o] RSA &=
7hAEE 2, ddbe] Aadt mEd gk N, 3] B
NR7] K 2123l wAJA] Mo Z19 4-(b) 2] Efo|Y oz
A=} iData en AlE %9 iMod en, iKey en
iMsg_en A% o) 9]3] iData EEZ ¢ == glo|g7}
T e, 7} o] = 32-H]| E THel = 51| =R
AR e g JEE . gefu|Eet HlolE Eo] ¢ha
=, B mod NI} —n, ' mod 2*2 &) Akt g a1m| 2] )
Qo5 o) THAo] AaAH,

PKCColA] RSA ¢4to] o]folx|= S plesl
=2 Jepd 18 63 gl R0 TWA-1E 1
AR e FadE =dlos wHEksls] 9
WMM(M, R*, N) = MRS AAkgict

2] el

nEd e i O vjsgE wAA|

Input: M ={m,, 41, My, Mply
K = {kn_1, kl kola
N = {nm—l S, Mot
Output: Q = {tm-1,", t1, to}w
1:T < WMM(1,R? N); MR « WMM(M, R?,N);
Z2: fori=n—1downto0do
3: T <WMM(T,T,N);
4: ifk;i=1then
5: T « WMM(T,MR,N);
6: endif
7: end for
8: QR « T
9:Q « WMM(QR,1,N);

10. Return @

Fig. 6 Pseudo code for modular exponentiation

MRS KX 53he OS_AJOFE MR mod N 741451111
#HEFAEO] GA2~TA-7o] Fsitt mEY 9
Atolli= Left-t onght oA ¢lig|Eo] A]-_Q_goh;]_
wEe Hs A4 A Qre WMMQR1, N) = Q2] 2]
3-8 £ Eama] Eu|oloA] A4 Erolog o
W3} =], =7 E 0] TAl-90] ittt
V. 71Isds # 4597t

41, FPGA T3 Eot sl=go| S& HS

19 73k 2 FPGA A% E;E- AHE-351e] PKCC
9] SF=glo] T2 A3 Virtex-5 FPGA A&A}7})
AHEE] 901, UART QlEHjo]| AS E3)] H|AE g

= FPGA©] 7815 PKCCE 29311, RSA Ei= ECC
QU a3 AT PCR A 3te] GUI Bhlo] T4
5% % 59

1 8-(a)= PKCCO] ECC RLEZ o]0 EC-DH
(Elliptic Curve Diffie-Hellman) 7|03t T2 53 L
w5 4% 27 shetolnl, che o] T4 o2 FAIch
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Table. 2 Comparison of public-key cryptography processors

This paper [15] [16] [17]
Algorithm ECC, RSA ECC Dual-field ECC RSA
Key size of RSA [bits] 1024, 2048, 4096 - - 512, 1024, 2048, 3072
Field size of ECC [bits] 192, 224, 256, 384, 521 192, 224,256 163, 25323; 255761’ 384, -
ECPSM, ECPA, ECPD ECPSM, ECPA,
Operation modes ECPS, MA, MS, MM ECPSM ECPD, MA, MS, ME
MD, MI, ME MM, MD
Throughput [kbps] ECPSM(P-256): 20.0 ECPSM(P-256): ECPSM(P-256): RSA(2048-b): 7.87
@100 MHz RSA(2048-b): 7.54 97.7 @73 MHz 176.5 @316 MHz o
Technology / FPGA device 180 nm / Virtex-5 Virtex-5 55 nm/ Virtex-4 180 nm
Gate 25,800 GEs 10,670 GEs
Hardware Equivalent + 28 kbit RAM ) 189,000 GEs + 18.5 kbit RAM
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FPGA 1,503 slices + 2 BRAMs 31,431 slices 2 BRAMs -
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