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ABSTRACT

As core technologies(IoT, 5G, Cloud, Bigdata, Al etc)
leading the Fourth Industrial Revolution promote smart
convergence across the national socio-economic infrastructure,
the threat of new forms of cyber attacks is increasing and
the possibility of massive damage is also increasing.
Reflecting this trend, cyber security is expanding from
simple information protection to CPS(Cyber Physical
System) protection that combines safety and security that
implements hyper-connectivity and ultra-reliability. This
study introduces the recent evolution of cyber attacks and
looks at the next generation cyber security technologies
based on the conceptual changes of cyber security
technologies such as SOAR(Security Orchestration, Automation
and Response) and Zero Trust.
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