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ABSTRACT

Currently, there are various security methods in smart phone. Among them, pin number and pattern lock were used
long as they were used from early smart phone. However, security is weak that much. The security of pin number is
slightly high, but the security of conventional pattern lock remains moderate. However, the conventional pattern lock is
still used by several people because of convenience. This is because some users’ smart phones don’t support biometric
security. The most convenient security method for devices that don’t support biometric security is pattern lock. However,
this method is vulnerable to shoulder surfing attack and smudge attack. Therefore, we introduce random pattern lock that
solves the vulnerability of the conventional pattern lock while maintaining the convenience of the pattern lock. This is a
lock method that places each point placed on the screen in a circular shape and assigns a random number to it. Therefore,
If this is introduced, It’s expected to solve vulnerability.

FINE : met 7w =, 98, o b, FrolE 2

Keywords : Cell phone Lock, Circle, Patten lock, Security keypad

Received 15 July 2019, Revised 26 July 2019, Accepted 14 August 2019
* Corresponding Author Hwajeong Seo(E-mail:hwajeong84@gmail.com, Tel:+82-2-760-8033)
Assistant Professor, Department of Information System Engineering, Han-Sung University, Seoul, 02876 Korea

http://doi.org/10.6109/jkiice.2019.23.11.1471 print ISSN: 2234-4772 online ISSN: 2288-4165

©This is an Open Access article distributed under the terms of the Creative Commons Attribution Non-Commercial License(http://creativecommons.org/li-censes/
by-nc/3.0/) which permits unrestricted non-commercial use, distribution, and reproduction in any medium, provided the original work is properly cited.
Copyright © The Korea Institute of Information and Communication Engineering.



S HEASHS| = 2X| Vol 23, No, 11: 1471-1477, Nov. 2019

Eo]—— }Alxv} Al

S8 o2
2 Abgsteehe 5 M%Loﬂ
l:l

7Fe7dell vl 71&

Rolth Atk o Al

AOLEE A GAES 7)E

2, e = g A

Identification Number)+= o] 7 3] iU}E{L— Al Xo]'oﬂ Al =
_Q_‘(?_]_— Z]—:L H]—A]o]q_ ‘('?dxH Aﬂxﬂ?_]_/}_] 7
2 ATEE HF FlERE A A WE )

2} 3

ol

[e]

F

B B4 27H7 ek

7H B4, AnpEZS of

Zhel 2AH g ke wet

tf. 2ubEES] HOt 74
Sxo|= 27] 08e] &
A EAZ-S 7FA] 3L 9l

olo] Bhlo] 1Y
AR L4912 319 3
Qo AHGAES F 0 BT

THEBAU Bt D Yol ngs 2 A
o)

= 18=

conventional pattern lock method

OO0
OO0
OO0

conventional pattern lock method

OO
OO

Fig. 1 Left) Before pattern input
Right) Recognized pattern[1]
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Table. 1 As the intersecting points increase, the probability
of unlocking in the fifth trial increases.

No intersecting point 60% Success

Three intersecting points 87.5% Success
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Fig. 2 Random Pattern lock
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Fig. 3 Top) Number Grouping
Middle) Coloring
Bottom) Assigning a Number to a point
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