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ABSTRACT

DNS spoofing is an attack in which an attacker intervenes in the communication between client and DNS server to
deceive DNS server by responding to a fake IP address rather than actual IP address. It is possible to implement a
pharming site that hacks user ID and password by duplicating web server’s index page and simple web programming. In
this paper we have studied web spoofing attack that combines DNS spoofing and pharming site implementation which
leads to farming site. We have studied DNS spoofing attack method, procedure and farming site implementation method
for portal server of this university. In the case of Kyungsung Portal, bypassing attack and hacking were possible even
though the web server was SSL encrypted and secure authentication. Many web servers do not have security measures,
and even web servers secured by SSL can be disabled. So it is necessary that these serious risks are to be informed and
countermeasures are to be researched.
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Fig. 26 idpwLogin() Function called on Click Login
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String [] params = request.getParameterValues ("params"):

FileWriter b=new FileWriter ("KSParmingdata.fxt", true);
BufferedWriter a=new BufferedWriter(b);

Timestamp now = new Timestamp (System.currentTimeMillis());
SlmpleDateFormat format = new SimpleDateFormat ("yyyyd MME dd2 hhAl mmi s33")7
String strDate = format.format (now);

a.write("id :
a.write ("
a.write ("
a.write ("

"+ params[0]+

P 5
: "+strbate+"\r\n");

a.urite(" e
a.flush();
a.close();

}

catch (Exception e) {
e.printstackTrace () ;

}

>

| Source Hidden Due to a Security Risk Reason ! |

Fig. 28 Implementation of Hacking Program

43, DNS AFF ZA mjj7] A
DNS A3F9 FAO 7 Zato|AE Q| portal ks.ac.kr

-2 913k DNS F2of gt FAA7E 225 DNS
SOl AR E L] F4x(117.16.95.144)7F A€l A
2% 299 sl £AE Sl =1 4= U o] Y|
EQg 2 EF 17l Raw Socket2 o]-8&3s}o] A%
o o 9lom, socket() ehe] F WA WSS
SOCK_RAW = A A3}H Fr},
Sethd oo
Fle Edt Vew Go Cpture Amiyze Statistics Telephony Wireless Tools Help
dmn @8 B8O%E Q : ~ B

1 paddre=117.16.95. 11488 F3C0 - Expression.

No. Time Source Destiation Bratocol 'Engm Info

DHs

s tanialj

£4 Standard que
159 Standard qus
159 Standard
&9 Standard
69 Standard
117.16.95. 114 DHS 201 Standard que

7.16.95.114 DHS 281 Standard

50 DHS 74 Standard
210.110.160.50 DHS 73 Standard
210.110.160.50 ons 74 Standard

type A, class I, addr 117.16.85.144

Fig. 29 Packet Analysis of DNS Spoofing Program
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