J K I I C I Journal of the Korea Institute of Information and
Communication Engineering

=™ B ELASHS| =EX| Vol, 23, No, 10: 1311~1319, Oct. 2019

ro

A 27 Gjo]Ej2] o] &HEl BHX| 718
olsHg" - A5
Novelty Detection on Web-server Log Dataset

Hwaseong Lee'" - Ki Su Kim’

"Senior Researcher, Agency of Defense and Development, Dacjeon 34186, Korea
Researcher, Agency of Defense and Development, Daejeon 34186, Korea

2 o

A Y B AH B UL SRS 918) A0 AT U G0 Al Pu fEo Al
o ol 52 B SH % 17 0) 34 Bhllo] B3 ik 7120 Afolw] B2 A 714 Auka oz AU A
7uk 402 37 sfele] Wro] wAla 9§17} of itk A7 Sk B3] 9 FoRd |uk 34 419l B
2 7 HIIS] S Beloln et Wl Belol QLS Ahtiet. el At A ol A1
o MO WA A S SABRE ol B 71 AR ARt e WA 2 849 9%
2 oAl 7] Qe 710 M 2 M@ 5 eh4e] A4 Hlo]E|et Aolat BaAS Holk 1] dlo] el
£ WA)shs waleld 71 ol abate] w4 7]3elch
ABSTRACT

Currently, the web environment is a commonly used area for sharing information and conducting business. It is
becoming an attack point for external hacking targeting on personal information leakage or system failure. Conventional
signature-based detection is used in cyber threat but signature-based detection has a limitation that it is difficult to detect
the pattern when it is changed like polymorphism. In particular, injection attack is known to the most critical security
risks based on web vulnerabilities and various variants are possible at any time. In this paper, we propose a novelty
detection technique to detect abnormal state that deviates from the normal state on web-server log dataset(WSLD). The
proposed method is a machine learning-based technique to detect a minor anomalous data that tends to be different from
a large number of normal data after replacing strings in web-server log dataset with vectors using machine learning-based
embedding algorithm.
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Fig. 1 Web Server and HTTP structure

Table. 1 Fields in Access Log

Type Desc.
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Table. 2 A list of fields in web-server log

Field Name Desc.
method Request method to a web server (GET, POST
etc)
Path to access to HTTP server, including
URL parameters(operator, operand and variables) on

GET method

Status code that the server sends back to the

status . . . . .
client, including success, failure, redirection etc

http_version | http version information

Address of webpage which is linked to the

referrer | resource being requested. Web-server can see
where the request originated (Optional)
Software agent that is acting on behalf of a
client, such as web browser [ex:Mozilla/5.0
user_agent

(compatible; MSIE 10.0; Windows NT 6.1;
WOW64; Trident/6.0)]
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Table. 3 Measurement

Type Desc.
ACC Ratio of true positive(abnormal data) and
(Accuracy) true negative(normal data) to total
y predictions made
TPR Ratio of true positives to actual positives.
(True positive rate) | It is also called to recall
FPR Ratio of false positives to actual

(False positive rate) | negatives

Ratio of true positives to true positives

Precision %
and false positives

Area under a ROC(receiver operating

AUROC characteristic) curve
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Fig. 4 t-SNE visualization for URL-then-Autoencoder
(green: normal data for learning, blue: normal data for
validation, red: abnormal data for validation)
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Table. 4 Comparison of novelty detection on the WSLD

ACC | Precision | AUROC
Doc2Vec 0.513 0.558 0.459
URL only
Autoencoder 0.913 0.902 0.963
All strings | Autoencoder 0.946 0.907 0.983
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Fig. 7 ROC curve of ‘Strings-Autoencoder -IF’ experiment
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