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ABSTRACT

We propose TITAN (Tool for IoT ApplicatioN testing), a developer support tool that enables efficient testing of IoT
applications. TITAN is designed to allow IoT application developers to run their applications under the development
environment without being restricted by physical environments and users' behaviors required to test application logic being
developed. Using TITAN, IoT application developers can save the time and effort needed to repeatedly perform the
testing of application logic while they develop their applications. In this paper, we present the system architecture of
TITAN and its current prototype implementation. We evaluate the usefulness and usability of TITAN through a small user
study with two example loT applications. The study participants show their positive perception about the usefulness of
TITAN. We further discuss the limitations of the current study and future research directions.

FIE : AHEQIEY, AL 2, B A, ToT ofZa] Ao 4
Keywords : 10T, developer tool, testing, IoT application

Received 27 June 2019, Revised 26 July 2019, Accepted 13 August 2019

* Corresponding Author Seungwoo Kang(E-mail:swkang@koreatech.ac.kr, Tel:+82-41-560-1406)
Assistant Professor, School of Computer Science and Engineering, KOREATECH, Cheonan, 31253 Korea

http://doi.org/10.6109/jkiice.2019.23.10.1216 print ISSN: 2234-4772 online ISSN: 2288-4165

©This is an Open Access article distributed under the terms of the Creative Commons Attribution Non-Commercial License(http://creativecommons.org/li-censes/
by-nc/3.0/) which permits unrestricted non-commercial use, distribution, and reproduction in any medium, provided the original work is properly cited.
Copyright © The Korea Institute of Information and Communication Engineering.



.M B

10T ofZelAo| Aol SAe 245 AIME 0 317
2 AFEALY] A, 8% 58 QIAJska o) uket oot
A F2sto] elfoolelg FESAG AHAolA B
a3 AR D Eee 2 Jolch. oS S, AY &
S8 913 olut AR A f71T Ak B
Sof wet 7ol Wikl A ofshs AnkE /2.1
% [1-2], 4 2] 0 A, Al s
B5719) M-S BAlelo] M S4E vl ol
o 2 Al AMg-E fEshe 2vkE 557 [3)
5 kot oSl Aol o] ek o] @A Alge] W% 5
FHe] §74 Q1AIsto] B2 10T ofE el Aol
34 oIY Aol ol 48] Al
pre o} 9 chopat 4= ik wkeha] Ak
Alo] :r1§4_§_ o Zg]A o)A 2ZAo] 11 EZo|L} Alg)
At o QU ThFEE AMEAL AN E 0.7
B0l ¥ FAUEA Salot7| A el Aes

= S B |

2 2o M A, ToT OHEFMl 4o IAH%} AIA
o 1A A o] BRI ST, A SHEgole] o5
A B 5)7h A A9 A 1 A 9

gs}:e} ohZel Aol 248 Hl2g s Ao] A%

HAL 23] AZHS Bol 2] 2 sh AgHe] whd

% Itk BA, MR, S5E SO AHgA 29 34

HlolHE ol gah ofZelAlol e A craket 27

sell A Hl2RS Suew A4 Y 20 wEshs

7ol A A sl gtk Teju a9l 2] my

Shz o] Alzbo] o8 Aot A, FL AR

748 417 W) of el e A9 Bl ado) AR 4

el itk AU, AHAI7H A ool ghow Zwo] o

BrobA| L, 2.2 Al el 4ol whe} 317] A% 250l

e 5 AR el 4el Aol whet o] &

S ojEe Aol He] A9 Zao] At e

A gl SlaiA dl2g gl A 2 AE

& saysfobut gtk o] e e AukAo) A7k} e

2& A5k olck WA, AnHE Foluf AntE 0]

A% olE] Agro] BHaHe FTONH AGEE ol

g0l el A9 ol Abgre] Aleet Aol ofEe)

loT oiZ2|A(01M4 2] ZE2={2l 215t HLAL K| =7

HAES

Aolde] Aol FFE & 5 AUrk d2PL s
of ] AHgATE EASHE TS WEL R ER A

oA 3= dolrt.

2 ol A= ToT AH|A 7R I ol A a&2<
IoT o Z 7o) 4 ¥l Ago] FH53les A Ushs =7
Q1 TITAN(Tool for IoT ApplicatioN testing)-2 A5t
o} TITANS of ZejA o] o] A¥E 4= Qli= thefet A
BALe] AAE Aol tis-ske] thefRt AlutE] o] o
3 A Bol A BlAT o 4 A= A gk oet
A 7 Sl o EelA ol 24 S HIAY st &
2224 97 W ARE A 5ol Alopux) o of Bl
Aole] A% @ Az Shelo] hsahh AAs
TITANS o] 83}0] 73t TFAof 4] 2 @ 8F BlEA o] ]
Ao AR 1T} A7HE £ 4 ek

TITANE] 84 olol o /14 loT 832 A3
shof 10T el Aol o] Hael UA| At 2kt
AR TR 3 Sl A F B o)M=

;(10 xlouO]_J—,_ Eﬂ/\EzsL P olgi o= 740]1;]- H 1=

¢

ol Al= TITANO] 7139] 1T 74-& Aled 4=
HE7] $15to] 10T ol &2iAlo] 9 et 2 SAE
skt AA, B ToT of &Aool IoT S3E
& 7Rk AT [4-5]. oflEE| Aol 5ol 28
gk AllA, e F=of|olE Hrto]AE ToT E3iE] 553t
al, o] S8l HlolE & Alste] A2|shal tute|AE
]

A o5k WrAlo| e whabA o] @3t 7E W AlF HHAlo
TITANOJ A= 1o 2 2| 2l5|ojof BHe}. B4, loT ofj =
giAlol o] AaE ARGAF L oflEE Aol ¢
S5t A14] lofelo] SlshA Hahzlck. chret Aol
A o EEAloId 2AS B AE S| HsfiA= 2o
IS 24 Hlelel AT < lofor et
TITANOJA 7} 1oT 842 Algste 22 7
7F ol EE Aol TS ffsll BRI loT Hufo| s
THFeR AAstal o] 7HE HutolAEoe] ol & A o]
A m2 o] felo] H= HlolE & IS 5 =S T
24 7Fs Ay TITANS o] 2{7t 71 Hjulo] 29k 7f
u} Zo] o Za] Ao o] AlF) sHA-S AlEslZo], ol5
of Zt=tel| o3l 2|7 € loT %HL AE AT T 4
U= Gtk A= 9hE 10T S35 Yola= A4
loT tJufo] 29 o] o] TITANow A 1 o
uho] 29} tofEl S i et 7MY Huto] A9 &
Z+-2 record-and-replay 7]WHoll 7|4l &lo] o]F oIt}

1 rultl r

1217



S22 EAISHS| =2 X| Vol 23, No, 10: 1216-1227, Oct, 2019

A7 Abol charet ohZ el Aol A Al AlLkele.
o whet 451 L A Blol €S TITANS] djo]e]
A A o] RE S, TITANS o] 5 7]uko 2 7t
A7} e Z el Aol A AL g whukh 7Hat Tlatol
£ 445k A dlol87t AE 4 U FAe.
2l T Aol tHalA =ofsta, 34k
TITAN®] A2 T helat 22 eehe] 78 U§-S 7|
Z¥ith 293 454 TITAN Z2EekelS o] 83t
AMgA} 2| T E3) TITANS] §-8-4e] et %7} 2
B ARtk Sl @A AIAE TITANS] 8%
g5 AT AL 7453 S BT

I, 83 gy

ARz el B E 7]E 9 Qe st A
AUPE F, AutE Y, AutE e 5 ohefet Fof
oA B2 10T of & Aol dEo] =L Qlrk [1-3,
6-7]. o]t H=o] IoT ofZ] Aol U AlLH HAH

3} BAE A Bs] A= T ek [8-10)

o] 7}g-H] =8 [8-9]0] A 10T £74 B A28
Hl2 gt AR o] olfreh wA RS et 24
-2 AL Slek. TRk 0]715] tlufo] 2, ToT
clutol 0] ARHE Y A9, HAVE mEE, thokt
A7) YET ABA, ol T2 BRE 5 1oT2] 54
O QI3 10T A279] H259 o] /)43
)3 0T Al2g H Aol 4Eega Bag, A
e YEYS 2ANHY T A28 2g 5o
o4 F a3 AFIIL Ytk o] T BAE FuT
7] 9184 91141 229 AFF AdS 7)o
2 cho FolAvt BHE AR HlAE BRES s
% UES AA5H A28 b9 Ak [10]
oM 1T 0] 54, HAMI O 2 QI3 IoT 7|4 &4
e o2l gS Fusty] 9lo) W 7ue HaE
A3} 28¢) 9155 AQH. 10T A|2go] A Qs
O Rz 271490 A4 24, Aulso] o] ol
olo]8 5, o[HIE 74k A Fo| el olatol
AT AP & 4 Yms AUttt

9] Aol A 10T A 28E TAsHS olgf 744 &
A5 0T tufo] 2, LA, A 52| dEAES| R
Bl FATH AA PAEHE Aol HAES

rlot
o,
=2
>
e
o
_O|L
X
u)
>
o,
filo

o

o] Z=Trof| 4] A|QtSk= TITANO]| A record-and-replay
719 718ES] 7H ToT A8 8742 Als-sh= At FA
1A record-and-replay 7|2 R8I of Z]Alo| A E
28"E QI5F Eqto] AEet A ddek [11,12]. o]
Aol A= mubd tyrpo]2 AoflA] o ZeE] Aol ¢
dgor AME 4= Q= AllA HlolE], B2 Al2A] H
°]#|, GPS t|o|H 5-& A5l o] 5 g &g o]sto] &
v of Fej Aol S HIAESIT 8] A= ot
IoT AlA, IoT & F} A56H= ol E2|A o] A 5 HHE
A ofEFe A o] A= ThE TS tHETh

TITANS 7|REO. 2 HIAES $=8)517] $laliAl= 7}
3 10T tjHto] X F2k2 7hs3HA| 817] 915k AllA] To]
EAlo] I @3ttt TITANO|A = AlEH o] 2H ol A
A dlole Aoy AA| ToT tjuio] X Bl AlA S0l
T BIAEHE 2 oA 3R AlA glolEAl &
28 = ik AlEE o] S0l A HlolE 3
71E Atoll Al Akt AutE 2 AlEE o] E [13,14]
O] =5 B8 4= S Aot AA| HlAEHE &
3ol Elol® 3& flsliAl= Lol whE At Bl
o] =Rk 4= QAT At HlofE 4=3do] HH, o] & o]
&5to] WA Q] HAE S & 4= Q17] wizoll A1 A Q1
28 AIZF} B1E S A= ol F o] 9l& Aot

oft

3
o & jor i

>

I, TITAN C|x}el 2 23

3.1, TITAN C|X}2] 112 Akt
10T o Z|A0] 4 A % bl whR el Ay
2 =Ao] A3, A kel P 27 44 T B

1218



loT ofZ2|AH| 02| S50l HIAEIS 2[5t IHLAL X[ =7

(ThingPlug, MOBIUS,

loT platform
IBM Watson loT, AWS loT...)
- -

Data request
Actuation control

Tontrol Connectionlog Data

= = (C—
——
Emulation Device Pool Genera og Connec 1on Ug g . . . @
@@0@ e
Runtime E
Log Repository /

EmulnllonMannger 4 ™~ | Visuaiization data
Leg Bug
Tl 19 e 1T 'C;T Visualizer reporer Bug. issue report
File Storage Platform

|mu ation Manager
datase: real da:aset

loT Device Emulator \_ Middle Processing Unit ) k Developer Console

"\' 7

User Input 4

Fig. 1 TITAN architecture

She A7 20} u. 2 HAshe
TITANS YARISHAT thaa 22
Ao 2 fARlof B = it

o TheFg HIAE Alue] e A9 o Ee Aol 240
P T ThdRE AR AlyE] o] tigh AlA Blo] o] o] A3
HE o|-§dh= A& A9 4= qlofof ek 19 12 TITANS] 0}71‘?‘421% HolEr) TITANS
#AAEufo| 2 & HAE 34 AlF: /EA7F HIAE  Developer Console, Middle Processing Unit, IoT Device
3R} 3= [oT o &g]|AlolAd AsY 872 Al5&  Emulator, Application Runtime Environment, Log
= Qlojof gtk thefRt IoT S3HE A5 A2 Repository & 5719] +8 HEHUER A= o] Qlrk
o= Qlojof 5h, 10T ofE2|Alo] 9] Aafell Ba3gt o3t HEUE: Tt AREAL SIEH o] A S5
ALA HloE 7t AR Aol YA Alg-E o= qlo]  AEAZE T o & Aol Al HiAE & & Sl 23
oF gtth = AA APE 5 A== sk, HesHA REEA QL H|
Bl AE Ao HOMY Ale: 0T ofEe]AloldollA  A"E 3T 4 =S sh, Bl Ay 2y 9 27 3
ARESt= HHfo] A7) oheFetal W 4= A ARy HE Alyshe 7lee At

ojof & o ZejA o] 9] e WS o el Bl AE

T o] HOAS I8l olof Thgh Ao 7k A o] Fof 3.2.1. TITAN ARE Alua] 2 9 Al 2] F24)

2 4= qlofoF gk WAL= ToT offZe] Aol 7 A] TITANS o]
Hl g B SRS FE A5 1oT Hufo]2ey  sho] 18 F2l o EeAlold 224 9] f|AEE 7HH3}
of Ze|A o] A 7+ TlolE FpAl AH, e ofld, Al 3T 4 Qo th3-E TITAN ARE Alue] 2.9 71

A8y 7331}-0" g3 AR S gAE A A A 3 o W= A| A" Z28 7heFs| 7|&sit)

— da o= T

0.

=R F ANE A A SRR e UES (1) AR ol EZe)AelAS HlAY s I3k Alo| A
@wowm = Aola}ir o]of AFSsH= AlA| Hlo|El 2 =75}
Atk 12|l o] Hlo|EE o] &3le] At

3.2, TITAN 0}7|E{] AsH= HlAE Al o] B ElolEAlo R vhE
TITANL 7Jkx17} L35t of Sea]7o]d 2=o] g o] glolElAl AAkzol AAFIT) AlA glolE= Al
28 93 AIME B2t oT tupo]Art A= of A ALA trfo] AR AR]85 LESLe] 2225k,

1219



S22 EAISHS| =2 X| Vol 23, No, 10: 1216-1227, Oct, 2019

AlEdold &g ol A =Rl she] ARE-EE 4= itk

(2) 7WA}= Developer Consoleof| A 75} 112} 3=
ofEe]A o] AS {1t AlA| tinfpo] A} 3ol o]E]
Hupo]AE ToT SE} 45| flsf Bagt o
Hpo]| A ID -2 BT 22 BA tlolEE o E
qtek BAl HlolE & @71 918l IoT 2] tjHto]
22 B 5o 34 APo] SaE ojof g,

WA 7 BEe] W o ZY Aol mEe}

oT Ffubo] (44, oofolel)o] 4 Alsie =
£ gt

(4) 7HEA7F Developer Consoleo]] ¢]E3F fo]El=
Middle Processing Unito]] A&tE]o] 7j9ksl [oT of
Zalolie el A8 BRBL Meist, 3
9Fo] gh= 44 520 Agstol 7HE1oT Hutol
2o} o 22l Ao 4 AT Al AR RS T,

(5) 7/N4A7}F &3t T =E Developer ConsoleS &6}
o] 12314, IoT Device Emulatorof| A= 7HEkz}2]
Aol SEA] AR AlA] ol Bl E A skar A}
7b FERE [T HHfo| A ZES o] §-5}0] 71 tjuf
o]& QRIAFIAE AARIch

(6) Application Runtime Environmento]| A= 7&2}7}
PRE gt ofj&eA ol ZEF AdYstal ofE A
ol A3 HHIE BUEHsH] W 2O RS
Log Repository©] #]%}3}3L Developer Console =
gt

(7) Developer Console> 21 A H & HIE O & o|¢ g
SZES AL A3 Aafol tigt aoF JHE
7hAIB skl AL A A5 ghek

(8) N&A} = o] 3t HHE it = Faof ue of &
gJAo) g A8k o] T} F U Hlo|HAl T2

M= dlolejAlof] s A B|AEE 3Rl

=
m

©)

322. 39 A 84

Developer Console: 7JEA}L7} TITAN-S ARE-EF <= QL
+ GUI 7|9t Qo] A5 AlF-shH, 7HUA=E H|
"o agk e v, glAag iy 2 AnE &
2l5l= #HZ I Eolt} Developer Input Manager+= 7}|3f
A2 5E] B2 1T AH|2 2ol ik WA Hiole &
wE TITANS] Zt 44 842 Hdgich Log
Visualizer= 7}4} [oT AH|A A oA S2Fs+= tju}

o], ofZE|Alel o] BT =11 whdE o]-8-5k]

A=Y dold, A8 =21 & 7HFsH] Als
Bug Reporter= AA|ZFC & 215 £ gAY
of| A HHgst= EAIE WA A el

Middle Processing Unit: 7]J&A}7} 9] 215t [oT ZH=
of wA ezt 44 dlolgE A"EsAY Alssia=
A dEo|th [oT Platform Manager= 7HA}7| AR
S}31A} BHe 1T SeEo] ojet 4us Aol 3
ol s A ntd-& 2 st EulE 4 Q1S gk
Device Manager+= 7][&2}-2] 9] 2137} 10T Device Emulator
O] gloJEAlE 7|RFO.R 7P 2 AT tuto]Ad]
Y AEE #a|slth Application Manager o] A= 7=}
7} HIAF BkaL} o= off E2lA 0] 9] HE-2 wefdt
t}. Configuration File Storage+= 7N&=2}7} 9183t tjut
o|2/ofjEFe|Alo] A e] AH HlolHE A75tal Device/
Application Manager®] @ 4of wheh A2 ZTEo
SHA F a3t 44 HlolE & AlEdit

IoT Device Emulator: 7|'&A}7} o Z2]A o)A g~
92 18] Bagh M 10T tlufol s QARAS Ay
sto] Agelal #ejsk= fHEHEC|Th Emulation
Manager+= Middle Processing Unit2] Device Manager
23E W ulol A AAES slvke. 714 Hutol
2 RIAHAS s TS gt "oyl A7ta
of 3l T dlolEl oA 7R} FgAfof] SEHA A
3t vlolel s Adsta Al JREe cufols

=g ogsto ofgdold Hutels AA-RAE A
JsHc}

a=3
¥

>~ ok

0

I op

S

J%tc}. Emulation Device Pool of| A= A A = 3} S
0] 71 HupolaFo] whejEm JiiAfef A vk
BEE 7|Nte &2 tupo] 250 APS AT 4= ek
AlA tlrpo] A7F A3 7i A7 A Egt loT S35
I QS A AA HolEE AEg FofolE o
Hpo] 27} A8 s = 7 -0l = o &2l A o] o] HEdt=
Ao} @& o7 5H AlE7} Hiek. 2 Tebo] sk o]
BlS $A1T mult) Log Repository ol BofEE 7] %
gt

Application Runtime Environment: 7J&A}7}
2 98] YRE T o Z A M LES A8
Sk FEdEo|h AU RyE AT
W o ojzelol o] Alae Alofat 4 9l
o we} o] ofZ Aol e FAlo] Al 4
off Ze|A o] o] A Aol U= 5ol 2 off
Aloldo] IoT EHFT SAIS F-AI51H AlA Hlo]

t}
91

EL
< H z
HoofN i[>
o om

32 o
e & £ o

it
B

oo

1220



loT ofZ2|A|01M4 2| ZE2= 2l HIAEIS oIt JHUX} K@l =7
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Device | Application | Log Analyzer
Select File(.csv)

Sensor List of Dataset Actuator List

Select Actuator(.ov)

1
sensor temperature, 2019-03-14 22:56:42.547624,30

sensor, motion, 2010-03-14 22:56:42.692622,

2019-03:14 525642685, Dok dekClien: -ERAOR.Unexpectd disconnec o the B Vst k1 Pt

search
‘wardrobe =
v
pollen

officeLight
officeDoorLock

Selected Sensor List Selected Actuator List

ensortemperstue 2019-03-14 225643 547624 33
sensor motion, 2018-03-14 22:56:43.60262
sensor temperature,2010-03-14 22:56:44.547624,30
2019-03-14 22:57:35,268  ibmiotf device.Client ~ ERROR Unexpected disconnect from the IBM Watson IoT Platform:
1
2019-03-14 22:57:37,035  ibmiotfdeviceClient  INFO  Connected successfully: d:3c62cymobisysiled1
2019-03-14 22'57.40711 ibmiotf deviceClient  INFO  Connected successfuly: d:3c62cy:mobisysiled1

sensormotion 2019-03-14 225655 69962

[temperature c Lrept ot
motion

[ START START

9-03-14 22:56:56.549623,32
sensor motion, 2016- 05.14 72 5058 69002, =
2015.08:14 225656421, TomiotdedcaCliant ERROR. Wipect disconnact o e oM Witz K Pt

sensor temperature, 2019-03-14 22:56:57.549623,31
sensor motion, 2019-03-14 22:56:57.69962
sensor temperature,2019-03-14 22:56:58.549623,35
2019-03-14 22:56:58.690623  All sensors are killed

‘ 2019-03-14 22'56556,625 _ibmiotf deviceClient  INFO  Connected successfully: d:3c62cy-mobisysiled1
2019-03-14 22:57:00,401  ibmiotf device.Client ~ ERROR Unexpected disconnect from the IBM Watson IoT Platform:

kill clear clear

1
2019-03-14 22:57:20,628 ibmiotideviceClient  ERROR Unexpected disconnect from the IBM Watson IoT Platform:
1

Fig. 2 TITAN screenshot (Device control tab)
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Device ‘ Application ‘ Log Analyzer‘

Select Application(.py)

Application List

Selected Application List

C/Users/LeeEH/Desktop/git_repository /sinjin ot testbedtestbed ui/application py

START

2019-03-14 22'58:28.033623 Al applications are started
sensor motion, 2019-03-14 22:58:59 992624,

sensor temperature, 2019-03-14 22:50:00.018624,31

2019-03-14 225900202 ibrmiotf device Client  INFO  Connected successfully: d:3c62cymobisysled1
sensor,motion 2019-03-14 22:59:00.992624,

sensor temperature 2019-03-14 22:50:01018624,30

sensor motion,2019-03-14 22:59:01 992624,

sensor temperature,
sensor, motion 2018-03-14 2
oy empeAUIe2015.03-14 225903015624 30

2019-03-14 22'50:03,072 _ibmiotf deviceClient  ERROR  Unexpected disconnect from the &M Watson IoT Platform: 1
sensor,motion 2019-03-14 22:59:03 992624,

sensor temperature, 2019-03- 14 22:59:04018624,31

sensor motion, 2019-03-14 22:59:04 992624,

sensor temperature,2019-03-14 22:50:05018624,30

2019-03-14 22:50:04,984 _ ibmiotf deviceClient  INFO  Connected successfully: d:3c62cymobisysedl

5-03-14 225902 01662433

sensor, motion, 2019-03-14 22:59.05.992624,
sensor temperature, 2018-03-14 22:59:06.018624,30

2010-03-14 22:59.06,783 bmiott device.Client  ERROR Unexpected disconnect from the IBM Watson 10T Platform: 1
sensor, motion 2019-03-14 22:50.06.992624,

sensor temperature, 2019-03-14 22:59:07.018624,34

sensor motion, 2019-03-14 22:59.07.99262

sensor temperature, 2019-03- 14 22:59:08.018624,34

sensor motion, 2019-03-14 22:50:08.992622,

sensor temperature,201-03-14 22:59:00.018624,34]

Fig. 3 TITAN screenshot (Application control tab)
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