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A Design of Certificate Password Recovery Using
Decentralized Identifier

Kim, Hyeong-uk!)
Kim, Sang-jin2)
Kim, Tae-jin3)
Yu, Hyeong-geun®)
Abstract

In the public certificate technology commonly used in Korea, users have a cumbersome problem of always
resetting when they forget their password. In this paper, as a solution to this problem, we propose a secure
authentication certificate password recovery protocol using blockchain, PKI, and DID for distributed storage. DID is
a schema for protecting block ID in blockchain system. The private key used in the PKI is configured as a user's
biometric, for example, a fingerprint, so that it can completely replace the memory of the complex private key.

To this end, based on the FIDO authentication technology that most users currently use on their smartphones,
the process of authenticating a user to access data inside the block minimizes the risk of an attacker taking over

the data.
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