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ABSTRACT

Unlike the past, modern high-tech weapons systems are complex and many components are combined to form a weapons
system. In addition, unlike the past, where hardware was the main component, the proportion of software is increasing every
year, making the security assurance activities of weapon systems more difficult than in the past. The United States has been
working to ensure the security of the weapons systems they develop since the 1960s. The findings were made to US
internal standards, updated regularly, and are now being applied as RMF. In Korea, research activities have been conducted
since 2010 based on the RMF of the United States. However, actual RMF application cases in the United States cannot be
classified and obtained, and there are no official cases in Korea. In this paper, we apply Korean RMF research that has
been studied so far to apply to the recently developed real weapon system. Thus, detailed guidelines for applying the RMF
are presented.

Keywords: RMF(Risk Management Framework), Weapon System, Secure SDLC
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Controls

Fig. 1. RMF Process(6)
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Defense acquisition system in U.S

Development

« SRR: System Requirements Review
» SFR: System Functional Review

*» PDR: Preliminary Design Review

» CDR: Critical Design Review

Material Solution Technology Maturation Engineering & Production & Operation &
Analysis & Risk Reduction Manufacturing Development Deployment Sustainment
SN O
SRR SFR PDR CDR
Defense acquisition system in KOREA
Precedent Study IR System Development Production Operation &

SRR SFR

Sustainment

PDR CDR

Fig. 2. Comparison of Defense acquisition system between U.S. and Korea(14)
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+ SSRS: System Subsystem Requirement Specification Flow added when applying RMF
+ SSDD: System Subsystem Design Description
+ SRS: Software Requirement Specification Current SDLC flow
« SDD: Software Design Description
+ STP: Software Test Plan
- STD: Software Test Description
« STR: Software Test Report
+ HRS: Hardware Requirements Specification
+ HDD: Hardware Design Description

Fig. 3. Proposal of the relationship between documents and SDLC when applying RMF
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Table 1. SSRS Contents

1. Scope

1.1 Identification

1.2 System Overview

1.3 Document overview

2. Reference Documents

2.1 Government Documents

2.2 Other Documents

3. Requirement

3.1 Required States and Modes

3.2 System Capability Requirements
3.2.X System capability (by subsystem)
3.3 System External Interface Requirements
3.3.1 Interface Identification and Diagram
3.3.X Interface Identification

3.4 System Internal Interface Requirements
3.4.1 Interface Identification and Diagram
3.4.X interface Identification

3.5 System internal data requirements

3.6 Adaptation Requirements

3.7 Safety Requirements

*3.8 Security and Privacy Protection
Requirements

3.9 System Environment Requirements
3.10 Computer Resource Requirements
3.10.1 Computer Hardware Requirements

3.10.2 Computer Hardware Resource
Utilization Requirements
3.10.3 Computer Software Requirements
3.10.4 Computer
Requirements
3.11 Factors
3.12 Design and Construction Constraints
3.13 Support Element
3.13.1 Personnel-related
3.13.2 Training-related
3.13.3 Logistics-related
3.14 Precedence and
requirements
3.15 Packaging Requirements
3.16 Other requirements
4. Qualification Provisions

Communication

Criticality of

Methods for determining satisfaction of
"Chapter 3 Requirements” (demo, test,
analysis, inspection, etc.) during test
evaluation

5. Requirements traceability

Tracking from user requirements to system
requirements

6. Notes/Appendix (if required)

Subsystem Requirement Specification, ©]3}
SSRS)E AAdtt. o] FAelA Ml AR
SSRSe] 3.84 ‘Mol W Zzlo|MA] B3I QAR
(Security and privacy protection requirements) ol
2 S Fog)th SSRSS Table 1.7 o] +
sl et
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Roks w3t QA BAl x|Ho] glrl= o).

whd] FI]AA el Hog SRS 2ol 874}
o] shetgleA] o Aol it

olgfdk A& @AEs] sl $=l= RMF9
Step 19l ‘Categorize System'S AR}l Wok
LA AEE 5 Qloh Fig. 3.¢4 O &4
e FAHoltlh, RMFE Step 1 A& wpyge
NIST SP 800-60(15) ~tAfell eti=le] 9ic}. (15)
e AHEA~EMEE Uy FAA, 84 o
g A4 gk (Potential Impact)ol whe} Bat
595 A 7 (High, Moderate, Low)® 73}

3 oled S 2 ) qhEe) IRl A HAES
BINE Fofgle}. gt (15)¢llA A=A ¢ A
A zdelu vl Helols AHA~H] HHE

e 4@‘6}% W= AAE oot 2 W

Identify Information Types

Select Provisional Impact Levels

#

Review Provisional Impact Levels

#

Adjust/Finalize Information Impact Levels

'

Security Categorization

Fig. 4. RMF Step 1 Flow(15)
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Table 2. Proposal contents of SSRS

3.8 Security and Privacy Protection
Requirements

3.8.1 All Information Types

3.8.2 Security Classifications

3.8.3 Security Requirements

3.8.4 Privacy Protection Requirements

3.8.5 Minimum Assurance Requirements

3.8.6 Security Controls in Security Requirements

(Security Classifications), 28F S7AF}H(Security
Requirements) W-8-¢] F7}=oo}f ghrt,
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Table 3. SSDD Content

1. Scope
1.1 Identification
1.2 System Overview
1.3 Document Overview
2. Reference Documents
2.1 Government Documents
2.2 Other Documents
3. System-wide Design Decisions
3.1 Design Principles and Policies
3.2 Major Design Decisions
3.2.x ooo Function
3.2.x.1 Outline
3.2.x.2 Requirement Analysis Result
3.2.x.3 Design Alternatives and Design
Proposal
3.2.x.4 Design Decisions
3.2.x.5 Assumption and Constraints
*4. System Structural Design
4.1 Outline
4.2 System Component
4.2.1 Software Component
4.2.2 Hardware Component
4.3 System Composition
4.3.1 Hardware Structural Design
4.3.2 Network Structural Design
4.3.3 Software Structural Design
4.4 Concept of Execution
4.4.1 Outline
4.4.2 Identify Business Use Cases
4.4.3 Executive Concepts by Business Case
4.5 Interface Design
4.5.1 System Internal Interface
4.5.2 System External Interface
*5. Requirement Traceability
Traceability from System Requirements to
System Components
6. Notes/Appendix (if required)

SSRS®| BE S&ARES A4 ApEAE 71
SSDD 4#el AA Fx24A (System Structural
Design) W£¥ 9=} BelEAdER 7 &5
W AEAE Sofsln SSDD 44l AA T2A
Al Lol vkd=E A ARE Faldor gt 1z
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Table 4. Information type of Nautical Information
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Table 5. Temporary Impact Level of Information
Type

Information Confide Inteerit Availabil

type ntiality e ity

Underwater

EnV11“onment M H H

Information

(9)
Nautical
Information H H H
(6)
Tactical
Information H H H
(4)
Tactical
Suppor't H M H
Information
(5)
Sensor
Information H H H
(3)
Ship
Status
Information H H H
(8)
Video
Information H H H
(3)
Audio
Information H H H
(1)
4 3e2 EEHgch weli 2 =4 RMFE
Age A4t Fo1AA) 1 BFE High# 37
=it
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71l "ok Agsle A F)AAE High®
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Table 6.4 ‘Proposal Security Controls'&
RMFE AH43te =Ed #F BelEAlstEo|x,
‘Original Security Controls+® 71& <3 $7]
AAY Bt 84S B (16)94] A=k web

Table 6. Comparison of Security Control Items

Proposal | Original
Protection control item Security | Security
Controls | Controls
Access Control 19 10
Awareness and Training 4
Audit and Accountability 12
Security Assessment and
. 8 1
Authorization
Configuration Management 11
Contingency Planning 9 0
Identification and g 1
Authentication
Incident Response 8 0
Maintenance 6 1
Media Protection 7 0
Physical and
. . 17 0
Environmental Protection
Planning 4 1
Personnel Security 8 0
Risk Assessment 4 1
Syst d Servi
ystem arll . .erv1ces 13 0
Acquisition
System and
o . 21 2
Communications Protection
System and Information 12 1
Integrity
Total 171 27
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