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ABSTRACT

Cryptocurrency has limitations to be used as an actual payment method due to the scalability problem of the blockchain
consensus protocol, and various off-chain solutions to solve these limitations are being studied. In this paper, we design an
efficient off-chain payment channel using one-way hash function and implement the designed payment channel using
Ethereum smart contract. In addition, the experiment was conducted to measure and analyze execution time and cost for
each method by deploying it in the same environment as the previously implemented plasma MVP. As a result, compared
with plasma MVP, the proposed solution was able to reduce the total cumulative time by about 34% and reduce the overall
execution cost by about 41%.
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Fig. 1. An overview of existing off-chain
solution
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Fig. 2. An overview of proposed model
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Table. 1. Built-in functions for Ethereum smart
contract

Function Description

Generates a transaction so that
the smart contract can transfer the
number of etheres in parentheses
to the address specified above.

transfer

If the condition in parentheses is
false, it generates an error and
controls the flow so that the rest
of the function is not executed.

require

This function is used to generate
an event in conjunction with the
Event set in the smart contract.
When an event occurs through the
emit function, the contents that
have been set in advance in the
transaction can be generated as a
log and checked in the client
program, which is used for
interworking data between the
smart contract and the client
program.

emit
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Preset:
Payer A, Payee B.
Deposit value n, A's secret value r,,

Preimage W ,=f"(r, )
on Contract Commit(A, B, W ,n)

Do:
Commits[i].amount =
Commiits [i].payer =

[i].

[i].

Commits |i].payee =
Commits |i].proof = VV
1=1+1;

emit i // event

// next commit index

Output: commit index ¢

Fig. 3. Deposit Algorithm
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Preset:
index

Deposit value n, value to send v

Pay:
1. Calculate Proof
f”ﬂj(TA,B) =Wip

2. Send(i, v, Wy )

Verify:
get Commiit|i]
// get information from smart contract
If Wi ,=r"(wiyandv=n:
then ACCEPT
Else :

REJECT

Fig. 4. Pay Algorithm
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Preset:
index i
Value to exit v

Proof W} ,

on Contract PayeeFEritFirst(i, WiB,U)

Do:
1. Check message
require( Commits li]. payee = msg.sender )
require( Commits [i].amount > v)
2. Verify and value transfer
If wihy=r(wipy:
// Full exit
If Commits|i]lmn=wv:
Delete (Commits|i])
msg.sender.trans fer(v)
// Partial exit
Elself Commits|i].amount > v:
Commiitsi].proof = W}
Commiits [i].amount=n—v
msg.sender.trans fer(v)
Else :

REJECT

Fig. 5. Payee's Exit Algorithm
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Preset:
index
Value to exit R

on Contract PayerExitFirst(i, R)

Preset:
index i
Security period = 1lweek

on Contract Finalize (i)

Do:
1. Check message
require( Commiits [i].payerz msg.sender )
require( Commits [i].amount = R)
2. Put in to the exit queue
PayerFrit Queue [i].timestamp
= block.timestamp

PayerFrit Queuei].reamin= R

Fig. 6. Payer's Exit Algorithm
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Do:
1. Set variables
R = PayerFritQueue[i].remain
n= Commitsi].amount
past Time = (block.timestamp —
PayerFrit Queue [i].timestamp)
2. Check message
require( Commits li].payer=msg.sender )
require(n > R)
3. Check timestamp and value transfer
If past Time > 1week :
// Full exit
If n=
Delete( Commits|i])
msg.sender.transfer(R)
// Partial exit
Elself »n > R
Commits|i].amount=n—R
msg.sender.transfer(R)
Else:

REJECT

Fig. 7. Finalize Algorithm
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Preset:
index i
Received value v, Proof W},

on Contract Challenge (i,v, VV;{_B)

Do:
1. Check message
require( Commits [i]. payee = msg.sender )
I‘equire(commits [i].amount = v)
2. Verify and value transfer
f Wi p="rit,(Wig):
// Full exit
If Commitsliln=wv:
Delete (Commiits|i])
msg.sendertransfer(v)
// Partial exit
Elself Commitsli].amount > v:
Commiitsi|.proof = W 5
Commits[i].amount= n—v

msg.sendertransfer(v)

Else :
REJECT
Fig. 8. Challenge Algorithm
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Table 4. Cost(gas) measurement results.

Process Proposed Model | Plasma MVP
Deploy 22217898 5559378
Deposit 116294 111193
Exit ;;yy:re:' 1%21538331 257101
Finalize 33119 70947
Challenge 46955 130752
Total 2531097 6129371
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