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ABSTRACT

The latest version of commercial protector, Themida, has been updated, it is impossible to apply a normalized unpacking
mechanism from previous studies by disable the use of a virtual memory allocation that provides initial data to be tracked.
In addition, compared to the previous version, which had many values that determined during execution and easy to track
dynamically, it is difficult to track dynamically due to values determined at the time of applying the protector. We will look
at how the latest version of Themida make it difficult to normalize the API wrapping process by adopted techniques and
examine the possibilities of applying the unpacking techniques to further develop an automated unpacking system.
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Table 1. Objects to watch to figure out the API
wrapping process in Themida v2.x

# Object Purpose
1 Memory To find a memory for API
allocation wrapping
9 Allocated To find an API to
memory obfuscate
To find a position of API
3 | 1AT on IAT
4 | Code section To find a patched CALL
instruction
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Table 2. Process to clear APl wrapping on
Themida v2.x

# Process

1 | Find memory for API wrapping

Match original API

2

3 | Restore address on IAT table
4 | Restore CALL

5 | Rebuild PE

Protected PE

E PyKD De-obfuscate i
i Dump PE i
{ | WinDbg Rebuild PE | |
S AT -
! | ImpREC Rebuild IT

Unpacked PE

Fig. 1. Automated system to de-obfuscate
Themida v2.x APl wrapping
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- ﬁ USER32.dll NT header ]
ECX 2707B37F
EDX F397A8A3
EEBP 0O00ODFF70
ESP  OOODFF3C
ESI 7709003E
EDI 01020000

Data Directories

EIP 01287FCA

01287FCA IETER dword ptr [B!I

dword ptr [eax+78]=[user32.77090160] 93890

RVA Data escription | Value
00000160 00093890 |RVA EXPORT Table
00000164 00006AA8  Size
00000168 0009D6E4 RVA IMPORT Table
0000016C 000002D0  Size

Fig. 2. Access to Data Directories in USER32.dlI
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ek,
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[ . ! Function to deobfuscate
0x0102°4000 : address of API

i 0x0102'5000 % Obfuscated address of API
0x0102'6000 3 0xA173'C2B3

: 3 USER32.dll

{| 0x01027000 | | { :

IAT _ 0x0102'4000

0x0102'4000 = USER32.IsChild

Fig. 3. Matching original APl with function to
deobfuscate address of API
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Table 3. Comparison of MD5 hashes of CODE
section between original file and file that
protected by Themida v3.x

. Original
Section
Protected by Themida v3.0
95f86ffacbc0c10360db2a72698d9a3b
CODE

bc06c1524e57f72343 Teafdfe08cfbba
CODE | f72f29h3813fa86472e0e9656c42d748
(No IT) | £72f29h3813a86472e0e9656¢42d748
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Table 4. Process to clear APl wrapping on
Themida v3.x

# Process
1 | Find accessing to EXPORT directory

Check where obfuscated addresses are
stored

3 | Analyze functions for call API on IAT
Match original API with obfuscated
address

Restore address on IAT table

2

Rebuild PE
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[1@27B9A] = 7727AB7@ ( ntdll.NtdllDefwindowProc_w )
- [1822772] = 2FFB2ABS
[1@27B9A] = 778C58D@ ( user32.0ffsetRect )

- [1822776] = 2DED®523

[1e2789A] = 744B29F@ ( kern[ user32.IsChild’'s address
- [102277A] = AE30@3DA .

[1827B9A] = 77@AD3CO ( use 0x770A6EDO
- [102277E] = 3ED69ICIS

[102789A] =[77@ABED® ( users2.lsChild )
-[T1622782] = Al73C263
BOA] = EOCIe Obfuscated address

[1627B = oBDC1e
- [1822786] = 2AFBAADC (0XA1 73!(:233)
L has saved at 0x102'2782

|

Fig. 4. Save obfuscated address of API

[ Obfuscated address (0xA173'C2B3) at 0x102'2782

| @147ADFD | push dword ptr ss:([ebp+eax] | [01022782)=A175C263]

| e1474ge1 | mov eax,dword ptr ss:[esp] | eax:A173C283

| e1489c30
| e1489C35

mov edi, 56591198
sub eax,FEB1EF6

O eaassy | OXA173'C2B3 - OXFEB'1EF6

|
| |
| |
| ©1489C3A | add eax,77EDAB13 | eax:@9764ED@ + Ox77ED'AB13
| @1489C3F | sub eax,edi | eax:B31D3D38 _ .
| ©1489C41 | sub eax,77EDAB13 | eax:3B2F9225 0X5659l1198
| ©1489C46 | add eax,FEBIEF6 | eax:4B1AB11B - Ox77ED'AB13
| | + OxFEB'1EF6
| |
| |

ebx:3C1@DFCE ~ 0x3C10'DFCB
- Ox770A6EDO

| 1494FFs
| e1494FFa
| e1494rFB

push 3C1@DFCB
pop ebx
xor eax,ebx

Fig. 5. Deobfuscation for get address of API
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Table 5. Objects to watch to figure out the API
wrapping process in Themida v3.x

# Object Purpose
1 PE header in To find an API to
library obfuscate

Whole memory To find a memory for

2 write an obfuscated API
on PE
address
To find a function for
3 | IAT de-obfuscating and

calling an API

. To figure out a relation
Function call
4 ia IAT between API and
v function taht on IAT

3.3 API =3l o Zat

A A9 Themida® Ad Fde B33 I
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Table 6. Result of restoring Obfuscated API

File (.exe) I\(I)?IZ%GIY Obfuscated | Restored
calc 132 82 82
notepad 201 145 145
peview 115 115 115

F1|push dword ptr dsil1014D6
7| €@l dword ptr|ds:[1001140
) [ push edi

o|push 127
5| push dword ptr ds:[1014D6C]
£|€all dword ptr ds:[<&SendMessagew>]

3| push dword
9| €@l dword
F|push dword
s | call dword

Restore the IAT

1IDF1] push dword
€al dword
push edi
push 3
push 12
push dword ptr ds:[1014D6C]

call dword ptr ds:[<&SendMessagew=)
push s

push dword ptr gsili101

€all dword ptr|ds: [<&Showwindow:> |
push dword ptr _g<
5 | €@ dword ptr|c
2| jmp calc.1001E

e

: J<&updatewindow>

Fig. 6. Restored IAT points the original API
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