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Abstract

As the IT environment changes with cloud computing and smart work, the existing perimeter security
model is showing its limitations and Software Defined Perimeter is being discussed as an alternative.
However, SDP Spec 1.0 does not specify the device registration procedure, policy distribution process
and authentication key generation and sharing process.In this paper, we propose a method to solve the
problem of SDP access control by improving the operation procedure of Single Packet Authentication.
This paper suggests that the proposed method can implement a consistent and automated integrated
access control policy compared to the existing access control methods.

M keyword : | Zero-Trust | SDP | SPA | Access Control | Access Policy Management |

L M2 o] BA]aL glom o] & Qls) Kot #e]o] dolk
7} Z7}8}a gtk =0t A Hob mEom oA

F 2R 9 AvEYS 5 AR 7159 28 AABEREE2 Hste YEQT 3o tigt 8%
o ZXHgo] wlet 22 P9 Hetat AJIPYHES A7 Bk 95t thero] Het ujo] B3t 9 a9
EA7E = Qlok oS gt ¥ Ee 9 slo]E ol#|go] EXgitt. Het H9gAEL vshy JHo] &
2t SHREY kY] 5o Qlote] YEYT 1442 FA, o715 v e, B WA 5ol gt olHeS

Afet2el 0 20194 1€ 259

LRt 2 20194 11€ 13¢Y
x AKX 2 OA=, e-mail @ kkamanstar@gmail.com

=
2HUXL 20194 1€ 269

F_qu



408 SH=EEEIXEE=2X 19 Vol. 19 No. 12

345k Stk ol=gt A0 th35lr] HsiA AZE
9o H9] AA(Software Defined Perimeter)7} A
22 BHot Y3 ARb=a SltH1l

£ =RoAe AnEY A, SE9-E Mt 5 #lst
= 7199 IT oA B3 HodS AT +
U= SDPY] HAE HEYT HEA S Agkst
= A& FHE Atk olF st CSA(Cloud
Security Alliance)ollA] ¥#3t SDP Spec 1.09] 4
849 52 A E 245t A9 55 WS B
star, AARIE 9AY A 7l 9 HA A5
(Single Packet Authorization, |5} SDP)&®o] %l
ojA9] 719 A4 d IR 54 I 7)=(2]
ggoto] 71& HISA B9 EARES A6
ok WS AR 87199 skl AQtst
T 712 A H|wE Foto] Hel kgAY E
Afe BEAIA At AgS HolaAt gt
E =7 [AoAe 38 s S 229 34
A9l HLEA EAFE Hola, SDPY 7i8et A
ol His Attt el A= 7iAdE SDP HZEA
WS AQteka, HE BA T GFe AEHT Bt
S BAgIt nixgto g vl AEd &
Aol thske] AAIEE.

r do o

ox T

1. 719 HEYZ HIZSH FHUY At

KISAE 20174¢ %9 7|99 i = 379] B4
AE AAFN3]. 1 F 2719 A7 254 F9F
A} Axo] Hol ledl, F 7K 25 719 WRge
AT T 27HHQ FANGE At AshE 4t
g AR Wi FollAe] FEBA HEdY HEAHR]
AR & 4 Sl

Zet9co] A9 Holnyl Wwas For I

231 998 HIA(Cloud Adoption and Risk
Report)[4]o] m2d St =Y 71 7Fd 80%
= g 2ol 3 ¥ ol ANEH 34 v Ao U
Sk FHeF A, At s AR YRR 9E 5 2
ZE HRMIE2 AW tiH] 27.7% S7HIAL, °olE &
AL F2 S AFE 14 HolE, A,

HEAE e 5 9HE wATHAL

2. 718 HEKHIE flot =2 TISH 7=

2.1 7[& HESRZ H2SH 7= oA

AEL IT 7]&o] Z2-&g) o=t NAC, 34, VPN
S L@ 7|7t E89 HEYT FTEA F4o] SAH
= &t Qo

A HAZ NAC(Network Access Control) 915 &
YEAFY H&EE DATOEN HME =Y & A
ARH16], 719 oA HE 87t F7ske A2
9] 719 HlM= Aol EolA| 1 9, E5] &
2= o= NAC 7]&°] BVt

T AR JEHT HIEY] B HEYT JH 5
7h & 789 B8 BT o71F APl $7F 5o®
QIS B A w9 oo s AMGAF HLEH #
gof| Z o3-S AL 5] EFF AR FX 9] 7t
9 2Hkd g5= 7]& 1P, Port 718F A FF9] oy
2 FIA7IL Ut

OpREFO & VPN -9 QFoA o] F Al
8= glout, 2Fof VPN AH7F &g 45
P AR QIF FE(oto]H /HAYE)7t EEH
QR ALY HES T ARAE €82 5 U=

WS AL ek

2.2 SR MH|AS SN A

719 WE9 HolgAlE7t SR o]dgto] w
gt 7 HET 9 AFE AAHAES BHo5P] 9
st} S EAE ARIAPE AlEsle ACL
Security Group, VPN, A3%%1% 7|& & ARSSH
HAEEA HAS &85 AetH6]17].

SERRE, S ARIAPL AlFehs HoF AH|AE
EE P 4 9 AH|A ZE 7|9ke] HEA HHA

2 8ok glol, YA IR /1% HEYD ¥



ADEQ0 Yo ZA 9 T Ij

N
)

215 3 UERT MISH =etae| e 409

BA9 EAAT sHAE a2 7ML doHel. E3,
719 R AR H4g B18hEA, ALgAte] 917]
7t BHoR WAHE mulde B3 Atk 49 A

2 A ohe dsps Ak,

3. MEERAES AZE 0] FO| 77

AZEHAE HQF B2 [T A 2AF 713Q1 2|
2 AR BIHOA 20104 Ag EEct
[7). 200005] S:8Fe: 6} A9} Wk W ESAe) 2
2 9918 AN B meo] Hiat vl 7
o2 Wira YT Yoo A PR ¥
ofsteir] wzolekn Aeksisich

olo] thet sfHow AZEHAE Bet wd the A
7o) Wrae ARisc RA, RE A go] gt
A% 0 s B, A4 AT Bol o] 1 U o
A% G5A A, A, BE Edfuol] vhg B
93t 272 AAsHe Aol

3.1 SDP 7H ¥ 34 24

olggt 7dol wat Cloud Security Alliance: &
TEo] 9 ZHA(Software Defined Perimeter,
SDP) Spec 1.0[81& T3st3{ch

SDP& &9 U7 H8og MA =H3irh
+ AHIAE YEFE RE 4g
» oEFgA ol eHoA =214 H SA At AF
o A 9 AREAL] ek A E]1 = YEQA F
© EE EdY] dush

H 1. SDP 7424

__r!.A'I oA oHAst

o =
SDP Controller - SDP SAE 7to] EAl 0 ZAX
(SC) - Cjf5t HojE FXE S5 AMZEHE 58
Initiating - StI2 QFol= SAE
SDP Host (IH) - Controller0fiZl &4 7t58 AH 558 QF
Accepting - MHIAS HES5k= SAE

SDP Host (AH) | - Controller XIAJ0] W2} IHO] Q&S 42t

SDPE [E 1]3} #o] SDP E&lo|IE, SDP HEE
&, SDP AP|Egclz FAHt)

SDPY] +4 847t 53 582 [O¥ 113 224,
SDP ¥aE2299]= 7129 vEYT FZ BA ¥

I} A5 g2 AL F5ka e}k CSAY SDP Spec
1.0Z& 7120 AIRARl AAEES A (18 1]
3} Zo] 7HAR APHr} SDPE A9 Q&S 45
o Zpglof] gt HIEXT AZEE s8N 54
Aol A VEYAY] T4 S &= HolA 7|1&
9] Hel RpHzt &A1 2lolE Eo|1 SIrH101[15].

1. Controllers on line

sop 4. List of authorized
Controller Accepting Hosts determined

~
4 N

3. Mutual TLS to Controller # i e 5. Accept communication

’ ~  from Initiating Host

b
6. Receive list of IP's . S
of Accepting Hosts ¢

Initiating
SOP Host

= = = Control Channel
W Data Channel

12 1. SDP £% 52

3.2 SPA HZEHN 7|z

ol Al QIZ(SPA, Single Packet
Authorization) SDP2] 523 4] 7|& F slU=
20 gt Q15 715 AFet H, AH, JEE
749 BE B4 WA QIS 9AE AXA Hed,
SDP9] QIF2 SPA WHIE AMEst SPHot
[8][9][11].

SPA ZREZELS RFC 422601 #9¥ HOTP
(HMAC-Based One-Time Password Algorithm)
LIZEZZ 7|90 it} SPACA B4l GARRE H|
g A= ZRoHA He, vE AlsE vReEe &
7A 4318 4S(0TP)E U=t o ARSHT F42 ¢
SH= SPA Ze0|AEE SPA AHel 4I5S Ha
& wjujct 7R, OTPE W7o 23ste] 9 HA
o= ALIITH10]. SPA Ml HEH OTPE AEs)
1 AZAo|H 33ttt SDPAAE SPA HA9] B&
Aele FA9} BAsIH, SPA Tzl Zalo]AE A
ZAEEY T AHZ ALEEd fizl Zie (17 2]
oF ZoH11l.

w

P Tce AID (32-bit) Password (32-bit) Counter (64-bit) ‘

O3 2. SPA TjZl 2o

SPA= SDP oF|€|Aof th23} &2 o]™¥S A53t



i
==
o,
=

A5HA] g2 A2 71EA HER DoS 54

Aslol= © =30 Hrh

e SPA TR oE AASHA] A= dF ALl H[HA
HZole} wsto] Het Hd Ao kol "t

cH sAH;, Services

<] GEN(Key, Rules)
<] CONF(Key. Rules)

1S S2joltE0y

22 MOl %P

MANUAL COPY(Key, Rules)

CONF(Key, Rules)

'SEND SPA (AID, ENC(Data))

Validate(SPA Data, Key)

Alow cH

I

OPEN Connection

J3 3. SPA ZZ2EZ=0| FE Ul NI

SIARE, SPA ZE2EES 7|WHO & & fwknop ZE
AE[12]19] F% (29 317} Zo] SPA HH g3t 4
AZo] &L= 712 SPA STo|AE(TH)ONA B4
SIES =o] g1, S 719t AfH|A H H=E SPA
A (sAH)2] HEA Aol 20 E Aot
2102 Fof glof, 7] A4 4 T/} JLA8H 5 &
g oA EAEE 7T JtH13). ol2 ) 71&
SPAE 83 HIEA 71&2 719 SH0A &8st
7ol AgeiA] doh & 5= Stk

[ 2]& SPAY] BAIEE E4[14]3 A= SDPE
719 4ol A-8sl7] AsliA= 4l 7149l SPAY] &
A< siastoiof gt

0l

E 2. SPA HISH Yilo| EHH

T2 53 =HE

:rlf %ﬁ ngﬁu @‘g A' EN0| CHHEl A Ol

j.:"ﬁ Timeout l:_lj% S CE2E T MO

HE AH / AH J8 MH AOIEQoRE =g Al LiRQ
S| HoIEQ0j0f Mg East-West 77t 98 =&

e S20|AE0IN F2
By | Y

XS S2j0[E0A 4,

YHs 2
MY 2R Y ks

ll. SDP 7Igte] FHASH Horde

1. 74ME SDP 718t M2 SH =
7129] SDP Spec 1.09] A= thea) ot
* SDP AEE#| SDP APC|Ege] 5=
* AHAH)9 ojEeAleld HE 58 & 2EY
(On-Boarding) Ar] A%k
* SPA QIFZ Bdf A4 Q15 49
o H8A AR Q1T XY
+ A = SDP AlelEHelel AslE &
HIAR o
of7]oll A9 EAAEL LA AFT vt &
o] A2 5EZ ot= A & FAtel <l
ZAo] ojgA FI=T viREE=R]7F BgotA A
Eof A grh= Moot E3l [1¥ 419 =
SPAS] EAIFCE AGHHA SPA i 4538} € ¢l
= {8l AHEEE 718 7t ol AXE B8l /st
29} SDP ZTo|AE(IH)E} SDP AEZ(sCTL)
7} ofd Ao Mz FR=AE AIREoE A

9 Alslo] 97| ek,

m
)
N

I

SCTLRIO| SPARISS 9fetd| W U 3

cH sCTL sAH,, Services
)
‘ R0i| CHeh Al 1540] S

SEND SPA (AID, ENC(Data))

Validate(SPA Data, Key) [ —
AlowcH [(——

OPEN TLS Connection

LOGIN(User ID, Password)
CERT(User ID, Password) [, ———
LOGIN_RESP

IH_QUERY(type, name, service_id) AHTZS 9fst At bzl

= EkfojE

P

IH_SERVICES

AH_READY

'OPEN Connection

33 4. SDP QF DRMEC| SIUAD} 2HE

RlksHe HTEA e ALgRe] A 9IXol 4
Belo] o AA HEE Sl AH(EeoldlE)S
Aol SE31a, AT A gAYt AL8A A5S A
T, A8 9 9 9o B AT ABE 7 Aol
glolol] a0 wEsty, ¥ 7SS 245 =Y
9% $ozA QBT 453 S g2A 4
2 PSP g2 el

(19 512 A3 74 L 588 20kt Tgolct A




ADEQ0 o ZA9l Y WA AU H HEXI FZEH 2ot i 411

[o

Qbsh= BPHe] M2l HAjo] gt 7] A o

I} 2t

o A 55 8% AB|Ad F&stEe AR &4
ZE(PCY, MAC, OS )& F&3to] ZAEEH A
Hol 55 83(GES Al 13)

o X SE/AEA v AR 1T F A
£, ASA Wi & AEEY AH FRE &
HlEZ(GE A 13])

o HZ m=uld 23 SPAJIE & A 7T oA
AuAl] m2uds 9%

o A 2o sz AR o] wheh AR A4
Eo] Qe 2t ARAL Ao HiE

o A AHlA HE 2% SPAQIE T A Au|A
gt WS 835kl AREARAl AT AP EF 0]

HEE AE

d

it

1°]

kAl M

SPAC

OLE2PON AUl

SLERYA
PNEC]

HEZ2|(H) M)

A0IEF0l B2|

vV | (Cwzza )

FRAIA A
(Host H28H)

llllll

* cIHY} REG Alel9] AAE 556k= &2 &7t

o cIH®} sCTL Ate]9] SPA UZ-S s 7] S
71& cIH7} A/3sk= ®4lolA REG AH7L A5
AYgstaL cIHS} sCTLol F-fdl= WAoR WA

o 71 Y9 591 YAEZ L LS 5t 59l H
g 37t

o A 5Eo] FR1E o]FofRt Aol FoJH AR
A Z2aplat sCTL A X7} clHol| AE=HEE of
of A2 50| ¢t | AFL EU3cH FJEIt k&
A g A

oH RITG sCTL SAH,, Services

| |- SPATIHIOIA QI ED| IRl -——---] —
i

B — SDP ARBAH QI3 EH RN --envn]

UPDATE(ser Profie)

REQ_SVC($ervice_id)
Validhte(User, Role, Senvice_ID) [—
GEN(RAN_Key, Policies) [—

rrrrrr SCTL-SAH 2t SPA QI T IR (2f) -----mo-

Ml S2 Y

I i

REQ_POLICY(Dev_ID, oH_I, Ruies)

CONF_POLICY(Dev_ID} cH_IP, Ruies, RAN_key) [—

AH_READY(RAN_Key, sAH_Info) ‘ Il S

=

SEND SPA (Dev_ID, ENC(Dht)

Valiiate(SPA Data, RAN_Key) [——
AlowdH [(——

‘OPEN Conngction

= | (2emam )

SPAS

SEND |Log(ciH info, Con_type, Acgess Time, Rules)

T8 5. SDPE 83 LEYT MIEN 5=
AEAQL Hetoz WA A2 52 e A2Hs)
s7] Yste] (27 613} go] HA 840 AA 5
Z(REG) AHE F7IotaL, 55 AW} clH ¥ sCTL

Aole] 3 8 FA RS Al

clH REG sCTL sAH,, Services

REG(Dv_ID, Dev_Info, User ID, P4 )
CERT(User) [ |

APPROe) [—— Mg
GEN(Key)

SET(Dev_ID, Key)
CONF(Dev_ID,Key) [(——
GET(User_Profie)

REG_RESP(Key, User Profile, sC[L_nfo)
i =] CONF(Key, User Profie, §CTL Info)

ClHloA 5

S

SEND SPA (Dev_ID, ENC(Datz)

Validate(SPA Data, Key) [———
AlowdH [(———

ofshery At

I 6. Wl S8 ANAHE Y SHYY M

a3, S AAEEE Hst (1™ 713 2ol
sCTL®} sAH 7+9] 4 282 7%, wjxsh= 52 &
A5 FAS}E sttt Fag, sAH7F sCRLO| 555k
IS AeFstalon, 482 aysha delshe X2
Alae 71E 7199 Y2558 E8dke Aoz 7t
sttt
*  cIH® sCTL7H] SPA 2] 2 SDP AREAF Q150]
guE Fof| ARGAF ZRIAG AF o= JHolE
SlEE A

o cIHONA] Services H Al sAHSS] 15S 9%t
A 715 oAl A4 5 cIHS} sAHOlA 2ks
Sohke A F7F

¢ Services 2ol RS HFo| AREAL AT 7]
E 9] sAHI-nof| Abs v == AR

o HUEY 2 ZAE flote] e H2 8 ¥

-

o
R L
o, l?;

st

=~
1b



D
—
N
ror
Hi
THI
o
[
Jon
ﬂ
Hu

Xl 19 Vol. 19 No. 12

gofell =

[= = =To-
801 53
) SPAZR| QIE I ALR} QIF 0] ARBAIL
UPDATE(User Profile) FA Z2neS Al
REQ_SVC(Service_id) D20of Mol E MulA FZ F

o

I
19
[
=2

Validate(User, Role, QFE MH|A OLO|TZt ABX

Service_ID) ESEICIN IR
GEN(RAN_Key, AHZ T2 2HS st YAl 7I(RAN_key)
Policies) AN
REQ_POLICY(Dev_D, | cIHO &x| opo|D B, P, A2 mus
cIH_IP, Rules) SAHO| 23X
CONF(Dev_ID, clH_IP, | sCTLZHE Mo Hu= 7|90z SPA
Rules, RAN_Key) OI=ZS QI5t MA XA

AH_READY(RAN_Key,
sAH_Info)

SEND_Log

AH T22 9it 9Nl 7l H2S St
HEY3 &My mM
Tas oFfl AeK, Bagd, 50 9N 5
SUERIZ SIst 21 XY

AHE A S5 RA AFI SPAY UF 7]
2] wAlH IHEeol )%, Hoste] 4, A8 47
7t 37} 9 et} G2 AHe] FAHA FRRe
Ag siagonn, Q=g 33 Be)ol
A 3AE E?J S 912, RAT A9 Akl 45

2oHe ol

2. Mot ¢

71E ek HISA B9 Ak [O9 8ok 2
o] ARgA7} AA]9] & A|(Source) IPE 7|&E0=2 &
X (Destination)d] IP R ZE0] tigt JS 45t
3, HetEgAtE o AR A5 ekl 33
= A&7k o] F AREARE 4 shaA skt A
HA = AHo] ko] HEZQl ARGAL 9% I

= A% ¥ 283 AFE Sy Hoh B3 HiRR
o] 7192 T AEH FAL HEo| vhado] gle

3 e §A07) Hlo] gale] St Soluhs Age

dEol YT M =it 2Y

Holt}
[ spex g ]_.[ . ]_{ it e e H ]
Hoay I—’l G e w2 Bt 2
1
Jg 8. 7|1E Wsid HISH Hxt

skar 9101 *FQZH *H‘w‘ g 1 74 57 A, &
Ao At AMGAE 71 59 BF WAo] et
Aeole dAY dAE iAo JFPshy] At
2] "l-go] S7Ijte.

VPN ] %ol < 1P et $Al =4l oteld/
SIS 7S] ARG} Q1F FEu Aolsti ot
A Ak A sk, AMgA ool W of
A A2 AT AR J1E ek A% EAe} v
AXeiA, Al B WAl AT wukth 4]
o 2zl o Aok st}

A 2 ol Aot W%

rl:i

S A9 Aol

(18 ol e B QWA Ack, A o A
ulao] Fael] galA ALgAe] FAE S8 A
B4 52ake BHS AL

clo|~ 55

a3 9. SE YA 7l HME HISH Ext

of W AgA AZ TS Fol FX L8RS B4
(A ek, o)F Abde] Hojsl AH8Ate] ejgto]
e} G2 mendg X9 ool HEd] Hb/AHst
AL, AHIA HE AR Al S - F30f g m2a)
Adesto] A2 a4sHA €t ArlA H 8
A = AA] 55 o F, AW ANgA oS
;(—] o EOH _o_]_o] o]—:]—’_ XJI\POE _q_q_o]g_] _'O_oﬂ
[o]ES0] E= Ao HHS wlasto] ARGATF
o Afulo] 4T 2 QA B Tk, AbgAtel
7k Z7tEAG WA HEehE AE WASE 2
o] ofe} ] Ryt A7 5= Fl WA H7
who] Bt BES AYS Hof St HEE F2
% ol

NS o wo

i oN o m[o
_\:~_1.

e, N,



ADEQ Yo ZAol B Il 25 A HERT HIZSH 2] e 413

ggol, A gIXo] w2 Hdet Aol=go] Azt
AH8AGNA At #F Aol=glolo] gt vz
317] o] VPNolL Wehe Aae = s
T BYSIe] A BY & U WS

o
I
ol
B
H
|m
> -
=
o,
)}
)}
S
75y
of
ih)
[>
E

5 A487] PCol epgsiEe] 4R 9o
= AF8A A% glo] olmg oy Aulag o] 5
A ghowl, At A% F 5188 AHlAE 58E HS
AZk o]l o] thA] Agisl] whol F714
Fo] ot &, A5E ALgAe] FH7 gorel 4
ol AH8A A ARE ST Aol w9l

o Ho] HFT & U gl AUt

o

E 4. 71F 715, B G, HQH YA i3t Hlwd

5 XSt
72 s VPN SDP | X2t
1.0 | a4
HEST ZE Afd X A o T o
MEIA FE 2 X A o T o
Alg 27 N/A 0 o T o
B0 37 N/A 0 o o
S 0 24 X A o T o
ot Me 27 X
(Zero—-day Attack) X (Ly=iop o] 0
g3E A H=s
a5t Hol} 12 X 0 o] o
IR} PC B 5 93
blelt 2 X X Al a
o5 022 oIt Hloly
T Ea e d X X ND | O
= o 22
(On-Premise, Cloud) X X ND | O
I 0| 22/ A 0 N/D o
R (P (IP.USER)

SPAE o8 X AF L AA UF F ol
HEE|3, 44 F2ol olFolHA7t 7S50l <A
(When), oJEAI(E&1P), olt|2(Where) 59 B5&

a8 243 5 9ok v, ASEA ek A oA
A=gd Auz wzlo] A5HY BAAR A4S0l
34 i 21 AR ARE A7} s,

[E 415 50 b4 84 /%] 29 B FejArn
82 99l AFEE 152 F7lstol, 11 Teledol
A e 712 AoEA B4 © AT AE Agke
£ st Andos wmste] Uehd ol

Hg FAO] ARSRE BAREHE O 2 a5 Het
B AT+ S € Ao B S 9

3 A& 71& SDP B ECH A7)
ol HaAa oS ¢ ool Hrh 5839 B4
o

shoict.

ol B3 5B AN A8A AF F AL
sk A Aulzo] Ago] A Agre] Aol
oIt A AElo] X0z s goaH Ag
Aol cigio] uet WA v HES 5185t AHS B
o] $RH A9 AFOR PALS S 5
Ak ALK 1He Bl AA7 i AHla B
A% % e AL 29 % 9o, Z1gelA 24
L Fash Yohka ARl B A 71E HE
A AR e B ATE & UL st
oh B YEYE WA Bt sl 4 of
Ot 2 WA 5 A Ao PR Beke T4

o



D
—
S
ror
i
Tkl
re
[
Jon
o
T
Ao
Pl
o
<
=N
©
=
o

N

= 3"—6% LﬂE EL ALEAE Asst] L 784
o] B& vt & 4= Slth

chk, 2 ATolAE ARgHe] Be VEoR M2
nEdg AFohe JWNHETEARBACIS 71E
ndg Aokt o] 7|1 A 4T R 9
0L B2 1 Z&0] AL " 9o}, AZQA A
TEA Bd Hrhs A0 R s S5t
JUege Bastel BT Y2 Ul 54 ¥
Al ©dg SDP &3] A-8sH7] 913t #7124l A7t
Zasith

o2t
]
Ho
e

[1] Abdallah Moubayed, Ahned Refaey, and
Abdallah Shami, “Software Defined Perimeter :
State of the Art Secure Solution for Modern

IEEE Network, Vol.33, Issue 5,
pp.226-233, 2009.

[2] https://www.linuxjournal.com/article/9565

[3] https://www.zdnet.co.kr/view/?no=2018052810
3548

[4] McAfee, Cloud Adoption and Risk Report,
McAfee, 2019.

[5] Firemon, State of the Firewall, Firemon, 2018.

Networks,”

[6] Jason Garbis and Puneet Thapliyal, Software
Defined Perimeter for Infrastructure as a
Service, Cloud Security Alliance, 2016.

1 John Kindervag, Build Security Into Your
Network’s DNA: The Zero Trust Network
Architecture, Forrester Research, 2010.

[8] Brent Bilger, Alan Boehme, Bob Folres, Zvi
Guterman, Mark Hoover, Michaela Iorga,
Junaid Islam, Marc Kolenko, Juanita Koilpilla,
Gabor Lengyel, Gram Ludlow, Ted Schroeder,
and Jeff Schweitzer, SDP Specification 1.0,
CSA, 2014.

9] Jason Garbis and Juanita Koilpollai, Software
Defined Perimeter Architecture Guide, CSA,

2019.
[10] 341, 287 “JREHAE RotRuy} HLE]
g AF HREDS sHATEdE ==4,

Vol.29, No.1, 2019.

[11] Fotios-Dimitrios Tsokos, Development of a
Software  Defined
University of the Thessaly, 2018.

[12] http://www.cipherdyne.org/fwknop

[13] o[+, A1, 87, “SDP @ mA 159 H
TEA A BRE SrERl=es] Estetd] =
£4, pp.311-312, 2019.

(14] oV, A&X, Y iz oI5 ZZEFS oj§3!
HERIZ FAEA By, Adtista, AAR=E,

Security Perimeter,

2019.
[15] D. Puthal, S. P. Mohanty, P. Nanda, and U.
Choppali, “Building Security Perimeters to

protect network systems against cyber threats,”
IEEE Consumer Electronics Magazine, Vol.6,
Issue 4, pp.24-27, 2017.

[16] 742, Hei<, “SDN &70fA] H|QI7} AT E0]
Ak 719 AR E S8R, 4299, A28,
pp.393-399, 2019.

(17] 238, B71& “OVL‘]@ S99t ARY FE= A
3 Het o7, SRR HED==A, A23
4, Al123, pp.81-87, 2018.

X Xt A H

A A A(Jin-kyo Jung) 33

= 20164 89 : Mgty HEHEF
Feg(eI84AD

=2016¥ 99 ~ @A : Mg
AHEIEFIA

@D © 3

<&A, SDP



ATEQ0] O ZAO B W oI5 U

7l QIF A HIERS HISH Hetde e 415

o] 4 74Sang-Ku Lee) 3

=20199 89 : Mty FEHEF
BEIH I

=20034¢ 39 ~ dA : @QHH

=

.|
7
- A

/

(BAEOR : SDP, SheE

-

o=
2 & "(Young-Min Kim) 339
= 20029 8¢ : Addisty S

Akt bt

Felzoke AN

HIAFHY 1






