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In recent years, automobiles have evolved from simple transportation to convergence
devices, and have combined the Internet of things, high-speed communications, and
artificial intelligence technologies to provide people with social and cultural benefits.
To provide services such as a smart traffic analysis, autonomous driving, and
unmanned driving, automobiles applying these technologies are required to perform
various types of sensing and image analyses for vehicle recognition and distance
measurements, addition, there has been a rapid increase in the need to introduce an
automotive Ethernet, that can provide a wide bandwidth to support. such technolo-
gies. In this article, we survey the latest trends in automotive Ethernet based
automobiles and their security threats, and analyze the status and prospects of

security technologies applied to cope with them,
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ADR Accident Data Recorder

AUTOSAR AUTomotive Open System ARchtecture
AVN Audio Video Navigation system

CAMP VSC3 Crash Avoidance Metrics Partnership

Vehicle Safety Communications 3

CAN Controller Area Network

CDR Crash Data Retrieval

C-ITS Cooperative-Intelligent Transport Systems
ECU Electronic Control Unit

EDR Event Data Recorder

FOTA Firmware Over The Air

HSM Hardware—-based Security Module

IVN In-Vehicle Network

LIN Local Interconnect Network

MOST Media Oriented Systems Transport
OBD On-Board Diagnostics

OBU On-Board Unit

RSU Road Side Unit

SAE Society of Automotive Engineers

SCMS Security Credential Management System
SOTA Software Over The Air

V2D Vehicle to Device
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V21 Vehicle to Infrastructure

V2v Vehicle to Vehicle
V2X Vehicle to Everything
WAVE Wireless Access in Vehicular
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