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Modern users are intensifying their use of online services every day. In addition,
hackers are attempting to execute advanced attacks to steal personal information
protected using existing authentication technologies. However, existing authenti-
cation methods require an explicit authentication procedure for the user, and do
not conduct identity verification in the middle of the authentication session. In
this paper, we introduce an implicit continuous authentication technology to
overcome the limitations of existing authentication technology. Implicit continu-
ous authentication is a technique for continuously authenticating users without
explicit intervention by utilizing their behavioral and environmental information.
This can improve the level of security by verifying the user’s identity during the
authentication session without the burden of an explicit authentication procedure,
In addition, we briefly introduce the definition, key features, applicable algorithms,
and recent research trends for various authentication technologies that can be

used as an implicit continuous authentication technology.
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ANN Artificial Neural Network

CA Certification Authority

CTR Cognitive Typing Rhythm

DCNN Deep Convolutional Neural Network
DNN Deep Neural Network

EER Equal Error Rate

FAR False Acceptance Ratio

FIDO Fast IDentity Online

FRR False Rejection Ratio

FSFD Facial Segment-based Face Detector
GDI Gait Dynamic Images

GMM Gaussian Mixture Model

GRNN General Regression Neural Network
GTGF Graphical Touch Gesture Feature
GUI Graphic User Interface

HMM Hidden Markov Model

KNN K-Nearest Neighbors

KRR Kernel Ridge Regression

LPC Linear Predictive Coefficient

MFCC Mel Frequency Cepstral Coefficient
MLP Multi-Layer Perceptron

MMC Mobility Markov Chains
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MMM Mixed Markov Chain Model

MSMM Marginally Smoothed HMM

020 Online-to-0Offline

OTP One Time Password

PATH Person Authentication using Trace
Histories

PCA Principal Component Analysis

RA Registration Authority

RBF Radial Basis Function

RBFN Radial Basis Function Network

SVM Support Vector Machine

UZ2F Universal 2nd Factor

UAF Universal Authentication Framework

vQ Vector Quantization
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