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Accurate and Efficient Log Template Discovery Technigue

Byungchul Tak*

Abstract

In this paper we propose a novel log template discovery algorithm which achieves high quality of

discovered log templates through iterative log filtering technique. Log templates are the static string

pattern of logs that are used to produce actual logs by inserting variable values during runtime.

Identifying individual logs into their template category correctly enables us to conduct automated

analysis using state—of-the—art machine learning techniques. Our technique looks at the group of logs

column-wise and filters the logs that have the value of the highest proportion. We repeat this

process per each column until we are left with highly homogeneous set of logs that most likely

belong to the same log template category. Then, we determine which column is the static part and

which is the variable part by vertically comparing all the logs in the group. This process repeats

until we have discovered all the templates from given logs. Also, during this process we discover the

custom patterns such as ID formats that are unique to the application. This information helps us

quickly identify such strings in the logs as variable parts thereby further increasing the accuracy of

the discovered log templates. Existing solutions suffer from log templates being too general or too

specific because of the inability to detect custom patterns. Through extensive evaluations we have

learned that our proposed method achieves 2 to 20 times better accuracy.

» Keyword: Log template, Log analysis, Log parsing
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2017-12-23 16:26:28,217 INFO org.apache.hadoop.hdfs.server.datanode.DataNode: Got finalize command for block pool BP-5116165-192.168.91.226
2017-12-23 16:27:27,586 INFO org.apache.hadoop.ipc.Server: Starting Socket Reader #1 for port 50020

2017-12-23 16:28:35,399 DEBUG org.apache.hadoop.mapred.ShuffleHandler: Added token for job_1514014057225_0001

2017-12-23 16:28:39,906 INFO Extract jarfile:/opt/hadoop-2.7.4/hadoop/yarn/hadoop-yarn-common-2.7.4.jar!/webapps/node to /tmp/Jetty_19tj0x/webapp
2017-12-23 16:28:40,724 WARN org.mortbay.log: Started HttpServer2$SelectChannelConnectorWithSafeStartup@0.0.0.0:8042

2017-12-23 16:29:40,724 DEBUG org.apache.hadoop.yarn.webapp.WebApps: Web app node started at 8042

Fig. 1. Sample Logs from Hadoop Application

* %

* %

* * INFO Extract jarfile:* to *
* * WARN org.mortbay.log: Started *@*

INFO org.apache.hadoop.hdfs.server.datanode.DataNode: Got * command for block pool *
INFO org.apache.hadoop.ipc.Server: Starting Socket Reader * for port *
* * DEBUG org.apache.hadoop.mapred.ShuffleHandler: Added token for *

DEBUG org.apache.hadoop.yarn.webapp.WebApps: Web app node started at *

Fig. 2. Log Template set of Hadoop Logs
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Time 14:23:05

P address and | 44, 148 15.3:8080

port number
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File path /tmp/hadoop/dfs/in_use.lock
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john@research.com
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1. Basic Principle
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2] Value Cardinality”} 1 o]4o] &o] B2 EZ9S wgh
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INFO FSImageFormat: Image file /tmp/fsimage_0014 of 1043 bytes saved in 0 seconds.
INFO FSImageFormat: Image file /tmp/fsimage_0093 of 1023 bytes saved in 1 seconds.
INFO Scheduling blk_2944 file BP-1512025890710 for deletion
INFO FSImageFormat: Image file /tmp/fsimage_0015 of 2023 bytes saved in 2 seconds.
DEBUG Configuration found resource core-site.xml at file:/usr/core-site.xml
INFO FSImageFormat: Image file /tmp/fsimage_0159 of 1157 bytes saved in 3 seconds.
INFO Scheduling blk_2950 file BP-1512025890710 for deletion
INFO FSImageFormat: Image file /tmp/fsimage_3148 of 1784 bytes saved in 0 seconds.
INFO FSImageFormat: Image file /tmp/fsimage_3199 of 1661 bytes saved in 1 seconds.
INFO Scheduling blk_2945 file BP-1512025890710 for deletion
INFO FSImageFormat: Image file /tmp/fsimage_2893 of 1663 bytes saved in 2 seconds.
DEBUG Configuration found resource yarn-site.xml at file:/usr/yarn-site.xml

Fig. 3. Log Sample
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(1) INFO FSImageFormat: Image file * of * bytes saved in * seconds.

(2) INFO Scheduling * file * for deletion

(3) DEBUG Configuration found resource * at file:*

Fig. 4. Log Templates
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(1) FSImageFormat: |Image file Jtmp/fsimage 0014 | of | 1043 bytes |saved|in|Ojseconds.
(2) FSImageFormat: |Image file Jtmp/fsimage_0093 | of |1023 bytes|saved|in|1jseconds.
(3) Scheduling blk_2944 | file BP-1512025890710 | for|deletion
(4) 0 |FSIlmageFormat: |Image file /tmp/fsimage_0015 | of |2023 bytes|saved|in|2|seconds.
(5) | Configuration found resource| core-site.xml at | file:/usr/core-site.xml
(6) FSImageFormat: |Image file Jtmp/fsimage_0159 | of | 1157 bytes|saved|in|3|seconds.
(7) Scheduling blk_2950 | file BP-1512025890710 | for |deletion
(8) FSIlmageFormat: |Image file Jtmp/fsimage 3148 | of | 1784 bytes|saved|in|Ojseconds.
(9) FSImageFormat: |Image file Jtmp/fsimage 3199 | of | 1661 bytes|saved|in|1jseconds.
(10) Scheduling blk_2945 | file BP-1512025890710 | for|deletion
(11) FSImageFormat: |Image file Jtmp/fsimage 2893 | of | 1663 bytes|saved|in|2|seconds.
(12) :| Configuration found resource| yarn-site.xml at | file:/usr/yarn-site.xml
Column
Homebione 2 3 4 5 6 7 8 9 1011 12
\ \ ¢ o
"I i Column 7 L'-/-;
v v thivalue) A= Colum.n 12
Column 1 Column 3 deletion 3 (25%) = =
~ Zhivalue) =
= 7= 1043 1(0.8%)
spake) | A5 I Sivatoe) | T see 1023 T(08%) cee seconds. | 7(58%)
INFO 10(83%) Image 7(58%) 2023 1(0.8%)
DEBUG | 2017%) found | 2016%) =] L%
1784 1(D.8%)
blk_2044 1{0.8%) 1661 1(0.8%)
blk_2950 | 1{0.8%) Loors _ 1(0.8%)
filefusr/core-sitexml | 1({0.8%)
blk_2945 | 1[0.8%) file;/usr/yarn-sitexml | 1(0.8%)
Fig. 5. The First Step of lterative Log Filtering Using Column Value Cardinality
(1) INFO | FSImageFormat: | Image file | ftmp/fsimage_0014| of | 1043 bytes| saved| in| 0 |seconds.
(2) INFO|FSImageFormat: | Image file | ftmp/fsimage_0093 | of | 1023 bytes| saved| in| 1 |seconds.
(3) NFO|Scheduling blk_2944| file | BP-1512025890710 | for|deletion
(4) ) | FSImageFormat: | Image file | ftmp/fsimage_0015| of |2023 bytes| saved| in|2 |seconds.
(5) FSImageFormat: | Image file | ftmp/fsimage_0159| of | 1157 bytes| saved|in|3 [seconds.
(6) =0 | Scheduling blk_2950| file | BP-1512025890710 | for|deletion
(7) INFO | FSImageFormat: | Image file | /ftmp/fsimage_3148| of | 1784 bytes| saved| in| 0 |seconds.
(8) -0 | FSImageFormat: | Image file | ftmp/fsimage_3199| of | 1661 bytes| saved| in| 1 |seconds.
(9) O | Scheduling blk_2945| file | BP-1512025890710 | for|deletion
(10) ) | FSImageFormat: | Image file | ftmp/fsimage_2893| of | 1663 bytes| saved| in| 2 |seconds.
Column Num 1 2 3 4 5 _6 7 8 9 1011 12
L’f II.'I A column 3 . ,/// Column 7 \;'i
Column 1 I.'I ZHvalue) == ol Value) i Column 12
Zh(value) 7l / 1 ; 7(70% kil S e ] ZHval ==
e = ||'I mage: [ 1 ZHValue) Th= T 1010%) wiValue) i
INFO 10{100%) \; bilk_2044 1(10%) of Eo P i) seconds. | 7(70%)
Column 2 G 110%) for 3(30%) 2023 1{10%)
e = blk_2845 1(10%) 1157 1(10%)
1784 1(10%)
FSImageFormat: | 7(70%) 1661 1010%)
Scheduling 3(30%) 1663 1(10%)
Fig. 6. The Second Step of lterative Log Filtering Using Column Value Cardinality
(1) FSImageFormat: | Image file | ftmp/fsimage_0014| of |1043 bytes| saved| in| 0|seconds.
(2) FSImageFormat:| Image file | /tmp/fsimage_0093| of |1023 bytes| saved|in|1|seconds.
(3) FSImageFormat: | Image file | ftmp/fsimage_0015| of |2023 bytes| saved| in| 2 |seconds.
(4) FSImageFormat: | Image file | ftmp/fsimage_0159| of |1157 bytes| saved| in| 3 |seconds.
(5) FSImageFormat:| Image file | /ftmp/fsimage 3148| of |1784 bytes| saved|in|0|seconds.
(6) FSImageFormat: | Image file | ftmp/fsimage_3199| of | 1661 bytes| saved|in| 1|seconds.
(7) FSImageFormat: | Image file | ftmp/fsimage_2893| of | 1663 bytes| saved| in| 2 |seconds.
1 2 3 4 5 6 7 8 9 10 11 12
Fig. 7. The Third Step of lterative Log Filtering Using Column Value Cardinality
Cardinality2 7FA+& zto] o9& Zolx 1 k& Mgttt 22 o7)A = 100% INFO'Z 9l d gAldA 218 L
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o] gh& MEgth vhy, AA 22 1270014 A WA Zlo] < vk webd 100% & i 7T AHES o] dAlA =
INFO'#HE 7M1 2aw @7]a vAl= AAEEY) T FAE Fig 69 HolEEol ofahd 24 2,362 27 AY
Fig. 62 A @Al AW 2250 thdte] 5UstA E 2 o] cardinality 7, & 70%9] 3= 7Ht} o]& & 29 ¢
28 A4S Faeka 24 2NN Value REZ T BUE 2L Ausie] NS S,
Uepdth 21 A gAlel A INFO'Q] F-nke ZEhiigle ZE|"e] A2 Fig. 7o Hole nie} o] 7749 =t
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2. Formal Algorithm Description
2.1 Iterative Filtering Parameter Determination
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Input: log set L
Output: list of log m templates t;, ... t,

1: L = Load log_data(logfile name)
2: while size(L)>0 do

3: R=Random_select(L)

4: Rr=Tokenize(R)

5 filter vect=[0,0, ... , 0] of size max_token count(Rr)
6: filter word=[null,...,null] of size max token count(Rr)
7: while filter vect has 0 do

8: St=do_log_filtering(Rr,filter vect,filter word)

9: o,p=determine_filter param(Srt)

10: if custom_pattern_detected then

11: substitute pattern(L)

12: goto line 2

13: end if

14: filter vect[p] = 1

15: if values(B) is uniformly distributed then
16: filter word[B] = %’

17: else

18: filter word[B] = a

19: end if

20:  end while

21: /* Generate log template in regular expression */
22:  for token in filter word do

23: token=escape regex_characters(token)

24: log_template=log_template+token

25:  end for

26: L=match _and remove(L,log template)
27:  log template_list.append(log_template)
28:end while

Algorithm 1. Pseudocode of lterative Filtering Algorithm
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2.2 Algorithm Pseudocode
Algorithm 18 Alekel= 719 228 Pseudo-code® L}
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3. Custom Pattern Detection
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V. Evaluation

1. Experimental Data
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Table 2. Log Size of Application Logs
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Cassandra 3.11.0 51318

Hadoop [16]2 map-reduce 2 t}]-& &3t 8] o]
A& 918k Zeql otk diold 3dE& n7lle] diojy A
o7 {#estil HDFSE AHEste] el & AMtA#E 72t =
oA Tl FRskE WA o FARITE Hadoop®] job 271
23 gla FEE Yarn [22]8 T3 A). waha] A
Hadoop®| 21+ HDFS, Yarn, Mapreduce, 18]al 71 9|9
BEEE P4 ©)F Yarn 27171 88%E o] ETh

OpenStack [17]2 IaaS (Infrastructure-as—a-Service)
WA Seke-E AH| A 93 VMIEE], B4, UL 55 Alest
ERE AZE ool AHS HOHH DevStacks A3t
A28+ OpenStack2 15 & 24711¢] AFZUEA A
¥ 2aE5S X3S o] T UEYA JHIskE "dbshe
open_vswitch 3 ﬂE9} UELA #E 913 Neutron 7
FEVES 250 63%5 AHA|gtt.

Cassandra [18]%& 9lo|= Zle A Hsh= &
NOSQL dlo]Eu o] 2~0]H decentralized TE2E5 /\}
9] scalabilityE 7HAL e AZEofo|t}.

Hlae] o 71Ee] 7IEQl SLCT, IPLoM,
LogSig, Draing AFHEsIith IPLoM, LogSig, Drain [19]
ol Ab&3F A= (https://github.com/logpai/logparser)
£ 28318l IPLoM¥} LogSige 9AAME9] Z=7F 3705
2] eFobA] [19]9] ArFEe] A5H7ME st &4 a3l
ok LKE &2 S1EE of7]¢l] 323k o] gix|gt 2 tjo]H 9] 4]

oX, _8, [‘lr

é}oq =

ofo m{o

"é?f



Accurate and Efficient Log Template Discovery Technique 19

2ol 391 o) A& B7lelA) Aslalick SLCTE C2 e
A TEE Mg

2. Accuracy

e o] 42 98] Hadoop, OpenStack, Cassandra &=
59 Al 2o HERES FAYeR WA Falglen 7
7} 3677, 5271, 132719 21 HEHER TAH ZoR i

I~

ot ol Al Age] ¥ =232 @E3S GT (Ground
Truth2 ®AIS}, Agwe] Ikl A EE= precision¥}
recall& AHE-3= F-measure©| A%t o] A@oA= GTY =
2 JEEEe] 47 A v daelaEe] Al *XHE}
=AE FAske WAl 2 23 gE3Ee] WA dhks s
TS stk 21 958 AAE 2ET vk }L
o= U =21 E“““j/]o]ﬁ} Aatal w3 Aozt 9s
o

Table 3. Log Template Count Comparison
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Fig. 8. Log Template Accuracy Comparison
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