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Abstract With the rapid development of big data and Internet technologies among IT technologies, it is being
changed into an environment where data stored in the cloud environment can be used wherever the Internet is
connected, without storing important data in an external storage device such as USB. However, protection of users'
privacy information is becoming increasingly important as the data being processed in the cloud environment is
changed into an environment that can be easily handled. In this paper, we propose a user-reserving management
model that can improve the user 's service quality without exposing the information used in the cloud environment
to a third party. In the proposed model, user group is grouped into virtual environment so that third party can not
handle user‘s privacy information among data processed in various cloud environments, and then identity property
and access control policy are processed by block chain.
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Fig. 1. Overview Process of Proposed Model
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