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ABSTRACT

The Cyber Kill Chain originally proposed by Lockheed Martin defines the standard procedure of general cyber attacks
and suggests tailored defensive actions per each step, eventually neutralizing the intent of the attackers. Defenders can
effectively deal with Advanced Persistent Threat(APT)s which are difficult to be handled by other defensive mechanisms
under the Cyber Kill Chain. Recently, however, social engineering techniques that exploits the vulnerabilities of humans who
manage the target systems are prevail rather than the technical attacks directly attacking the target systems themselves.
Under the circumstance, the Cyber Kill Chain model should evolve to encompass social engineering attacks for the improved
effectiveness. Therefore, this paper aims to establish a definite concept of Cyber Kill Chain for social engineering based
cyber attacks, called Social Engineering Cyber Kill Chain, helping future researchers in this literature.
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Fig. 1. The Course of Defensive Actions in Different Stages of Cyber Kill Chain(Lockheed Martin(2)).
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Fig. 2. The Procedure of Technical and Social Engineering Cyber Operations(8).
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Fig. 3. The Concept and Procedure of the Social Engineering Cyber Kill Chain Model
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Table 1. The Difference between Lockheed Martin and Proposed Cyber Kill Chain for the Scenario

Phase Attack Success? Phase Attack Success?
@ Reconnaissance YES @ Gathering System Information YES
@ Weaponization YES @ Selecting Attacking Techniques YES
@ Delivery (detectgjoby DS) @ Delivery to Target System <detect§10by DS)
@ Reconnaissance (optional) YES @ Gathering SE Information YES
@’ Weaponization (retry) (attached fﬁffbfuscation) (® Selecting SE Strategy YES
©" Delivery (retry) (click thez%tiched file) © Executing SE strategy (not click thljoattached file)
@ Exploitation YES S
- (@ Target System Infiltration NO
® Installation YES
® C&C YES -
- - Achieving Attack Goal NO
(@ Actions on Obj. YES
- - © Eliminating Attack Evidence NO
5 AAE] galsta, wde] 23Ee] 9le HYE staL gl7] wtel sl W& 4 olek =, &
Ay URLel disiA= #358] o] -5 &g g 29o] F|AE <lAabdEAzl 1ooju el A
5 Adshe s Adssiolol g & 2 ohyd o4l gle] AroAe 29
A Aze 4 odomz QAstbael B A
4.4 WIS AlE|Zst Alo|HEAQl & 24 BtuwsI ROAFFA(16) o5 F8 JAEH=
olledel AR EAE FrE s gEe
A F7pA] As R npe}l Zro] B3|k FHAl ®ek Hael WEgehH drkeA] weld 4 gl
A 2 Hob|EER vFwels At g7l Table 1.2 <A AwE 23jo] A Az
Wgel 16d Aol atael dd ol A 9ol dal S5z shelie] Aol P AUt Sl
o2 $4a ez WA 4 Ak oleld A4S o} Ak A3 AolnAAe A4sls
71&] B3z viRljike] Atelw A A<l Wl d S wo] ApolAE BojErh =, F3l= vhEte] A
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grell glof edubdel Aegstad Fefal exe HLE & 5 gl BAIRE B =Fo A Algtste AR
AHEEE A HekERAd s A gAEE 3t AbelH A Al mElS Agst= ¢ Al
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