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ABSTRACT

Android apps are made up of bytecode, so they are vulnerable to reverse engineering, and protection services are
emerging that robustly repackage the app to compensate. Unlike cryptographic algorithms, the robustness of these protection
services depends heavily on hiding the protection scheme. Therefore, there are few systematic discussions about the
protection method even if destruction techniques of the protection service are various. And it is implemented according to
the intuition of the developer. There is a need to discuss systematic protection schemes for robust security chains, rather
than simple deployment of techniques disrupting static or dynamic analysis. In this paper, we analyze bangcle, a typical
commercial Android app protection service, to examine the protection structure and vulnerable elements. We propose the
requirements for robust structure and principles of protection structure.
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Fig. 1. Applying packing on android app
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obfuscation obfuscation obfuscation

A A A

runtime runtime ¢ environment runtime
protection protection information protection
) : v secret key is derived
secret key is derived secret key is derived " from normal execution
from normal execution from normal execution

|:<>:| |:<>:| ’—'—‘ NI e
original bytecode original bytecode native code + modified bytecode ‘

Fig. 9. The proposed security dependancy of hardening service

S BAAE 7w e AAR B0t gk pRelrh 23 2 QRS S el
% dmelzveel o7 2 A% 94 5F Sol  Hu elzssl gol® 49 shy el

43 slelop AAA 4 wlge] F7hHh o] & Ak RE o] WAL WA BE BE)
FAGE A BHE a7she Zeo) 7hE o6l GEAS EQ WUy Ageldh A % e
g} A4 AT A T2 Sol WET)} E§ojof g

vl WA Akl Zeo] B34S Eol7] S% o} 71E ARl aEe gl
Aeleh, AspA oz e 8-S Axlsitizte o 5 A7t BE mES Ed HEsAnt Algkste TR
g e FRoE Aol EME HuA & 5 AAZE B3 mge] Akl Ae) Ak g3 v
ek, AdlR, WEs 33 dickee] BE An|~ 715 EFdhs WAjelr}. o]& Fall nEvh 2=
2 dBA<l 2= o o, Sy AgEe AgAow x3u= A A
= 3 2=o] ofnE A Febst 4 odsich = Al HE FxelA EntE nEy] 52 A4
R e B R =i L B o AR R P = 7t 2E BE AA] A B2 ovlsh) 7t s
sel7lele enjsl= AL vt wEbA ERtes o] oEAle] EntEA A= lekH, FAA
4 4 e 840} a7 © @ BEd &) Adsy alg wEe] 4

ol WA eAkeke dflaekA] gk AL Bl g 9 e oA Fekd EwlE wEs)E A X
Yio] x2H = A5-E5 91 Aotk 933} 7l g} Fig. 10> 712 B3 289 x| o Ao]n
A &H o g dbdsly] wid] BE FRi e 4 7t o] HAA s 4 4 olvk wk Fig. |
sich, whebd AR} AR vl Exeg dgr} &) 1.& 28 7l o&Ae 7 wdyls 2459
ets 2 xRt 2e kg gelr) o AY, A HFANER fEsle As & F sivk
Aoz #F  les & art Qv Fig. 11.9] + WA 7x& 55 34 At 5

A= A=, A WA 2] g Fxelh, Ad
VI, 2zt ¥ HSE Qs 1xe} /F 2, 54 tufe|zellA] gl Belt =]
A = vE1e oY e Feske At ol

H

B4 Ang w44 AH8E A% A
6.1 Mgkt & HS 71X

One-time inspection Periodic inspection
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Fig. 10. Example of general approach
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a = rt_check 1() // Results up to here
b = rt_check 2(a)
// Results up to here

d = rt_check 4(c)
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k'éy = rt_check _5(c.d)

Fig. 11. Example of making dependancy
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| decrease import info ‘
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‘ encrypt string |
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‘ increase code size |
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‘ increase code complexity |
I} compile

| apply anti-disassembly ‘
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| remove export info ‘

U

‘ remove section info |

Fig. 12. Process of applying static protection
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