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ABSTRACT

Recently, a variety of attacks on web services have been occurring through a multiple access environment such as PC,
tablet, and smartphone. These attacks are causing various subsequent damages such as online fraud transactions, takeovers
and theft of accounts, fraudulent logins, and information leakage through web service vulnerabilities. Creating a new fake
account for Fraud attacks, hijacking accounts, and bypassing IP while using other usernames or email addresses is a
relatively easy attack method, but it is not easy to detect and block these attacks. In this paper, we have studied a method
to detect online fraud transaction and obsession by identifying and managing devices accessing web service using web-based
device fingerprinting. In particular, it has been proposed to identify devices and to manage them by scoring process. In
order to secure the validity of the proposed scheme, we analyzed the application cases and proved that they can effectively
defend against various attacks because they actively cope with online fraud and obtain visibility of user accounts.
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T e s Xﬂ*ﬁw TH T, e, ‘ﬂﬁ

DOM= 9 #Ho|A& ~ayE
o] 5ol A4 = QA dAAATE JdE¢E d
geh(27).

o] 7%5 AHE3le] Sl HeEheA|d i Rz
A8l User-Agent, o}7]€lx, OS <lo], AJxH
A7, 5}”4 = 55 Aol w3k HTML5S
APIES &3t BebeA F8ael AXAHE, wiy

o) e, B3R ARl 5 AR Elufel 29
HRE FAT 5 oA Rek 919 Table 4t A}
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3.2.4 Flash Player
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g} 0] 8a} tiulo] oA SAIE A Fal= A Mo = TN e Rk 2Ap Z el gk o
el A FHss S FrkAY olE A T 2AEIAE VEeR 4 F5S T 253t
T3 71ES Al ohe FAZAES 39 & WD} EFFe] ol Aol np2ml 2= vujo]~
- defef & Zlofrh ldejA s 3|abe AEAIFE o] 9o o] 82} 37

oA, etolw Al AsE #H4sh stefob Ut & Az S FHA 7S AREta ol
tulo] A2 Edle] o]gal & tiulo|x A TS oH15). AR A 71ed HT ofe] 7hA] Hab
A3l 7 o]ele] Ao Al4w x| FEE rlu} olfE 3] BHehea| AsAle Fejmlelx] o9
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g9 79} 3 SAHE= ARE 3§14 (hash)3t < Alelste] zleksisich. Table 5+ 179 Az=
st} Ao 2] 7| BAQ Zefo|W Al Kol gk Alekel HAe] ot} o= A<l gro] ohdzt
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Table 5. A Proposal of collection information list for Device Fingerprinting

Fingerprinting Category Proposal Model Details Value
Browser customizations Plugin enumeration Installed Plug-Ins hash
Cookie Enable cookieEnabled value
DNT Enable doNotTrack value
?ggggﬁ;ﬁgils user Memory déviceMemory value
Timezone Time Zone value
Flash enabled Flash Player Enabled value
Browser family & User Agent "User-Agent” header hash
version HTTP Header Accept, Accept-Language hash
. Font hash System Fonts hash
gﬁgﬁactalginssystem & Platform Platform value
Touch Support Touch Support hash
Screen Resolution Screen Size, Color Depth hash
Canvas Fingerprinting Canvas Fingerprinting hash value
Hardware & Network WebGL Fingerprinting WebGL Fingerprinting hash value
IP Address® IP address
TCP/IP OS Fingerprinting* Passive, SYN

* If there are many changes of network value, it can be used in detection mode or differently
depending on the nature of website.
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User Clients Device Fingerprinting Device Scoring
Access\Web Start
with browseror Device
Mobile apps Fingerprinting
FRUD " e
Send | GetDevice Score
(g:&?ézslgr EETS — {—r Crepa&elgew = from database
Retreve clo Device Score
Store score
Create new to database
DFID
=
Fig. 2. Proposal model with two unique keys matching for Device Scoring
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Table 6. Sample of similarity result of global
device attribute data by amiunique project.

Attribute Sir;glteiroity Value

Useragent 0.25% nl\élgfvlg\?# 0(Wi
“text/htm],

Accept 0.81% application...
Contentencoding 29.88% "gzip, deflate”
Contentlanguage 0.1% "ko-KR”
Listofplugins 0.1% souginl ‘Flash
Platform 41.13% "Win32"
Cookiesenabled 79.83% "yes”
DoNotTrack 50.49% "NC”
Timezone 1.22% "-540"
Screenresolution 3.72% "1920x1200x24"
Useoflocalstorage 76.97% "yes”
Useofsessionstorage | 76.97% "yes”
Canvas
Fingerprinting 0.22%
WebGLVendor "Microsoft”
WebGLRenderer Iégggiﬁe -
Listoffonts 0.1% elision
Screenresolution 1.36% "1920x1200”
Language 0.1% "ko”
Platform 3.89% "Windows 10"
UseofAdBlock 49.10% "no”
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A AMr]zef A tule] 2o AHE FAIE] $1%
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184.2mssict. o= Fd] Akl 4 Hﬂlirﬂ]

FHE 5 9% AR Jet
B Fingerprinting X =R = a
= O |a w| = 4 QO

Fingerprinting

Fingerprinting Test

Your browser fingerprint: 6d5dd7d759918a172542ac122cf5efge

Time took to calculate the fingerprint: 15ims

Detailed information :

Installed Plug-ins = Shockwave Flash:Shockwave Flash 31.0 r0:appli hockwave-flash-swi

cookieEnabled = ture

doNotTrack = false

deviceMemory = &

Time Zone = SeoulKorea

Flash Player Enabled = true

‘User-Agent” header = Mozilla/5,0 (Windows NT 10.0; Win6d: x64) AppleWebi<it537. 36 (KHTML, like Gecko) Chrome/51.0.270
Safari/537.36 Edge/14.14393

Accept, Accept-Language = ko-KR

System Fonts = Arial Arial Black Asial Narrow, Arial Rounded MT Bold Asial Unicode MS, Book Antiqua Bookman Old Style
Platform = Win32

Touch Support = false

Secreen Size, Color Depth = 1920,1200,24

Canvas. Fingerprinting hash = canvas winding yes-canvas

fp:data image/png;base6d VBO! NSUREUgS \DICAYARA(
WebGL Fingerprinting hash =

datach 4,VBOI JhEL WC A QAAAARNQU1
ACxjur

Fig. 3. Test results made with a simple
implementation
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Table 7. Verification result of effective value
per browser

Attributes IE FFT e(;tHe dolge\;flﬁlti/ﬂ NA
Plugin enumerationf O | O[O | O | O | O | O
Cookie Enable O|O0|O0O|]O]O|O|O
DNT Enable 0O]|0|]O|O|O|O]O
Memory O|0OlO|O0O|]O0O]|]0O]|0O
Timezone O|0|O|]O]O|O|O
Flash enabled [CRNCRNORNONNONNONNG
User Agent [CRNCRNORNONNONNONNG
HTTP Header [CRNCRNORNONNONNONNG
Font hash O0]0O]J]O|O|O|O]O
Platform [CRNCRNORNONNONNONNG
Touch Support [CRNCRNORNONNONNONNG
Screen Resolution |O|O|O|[O]O|O|O
g?r?ge%%rinting 0101010101010
\Fyi%bggr%)rinting 010101010100
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Table 8. Entropy measurement result by proposed attribute

Fingerprinting . . bits of
Category Attribute Details identifying Value
?&Sg)iﬁ{zations Plugin enumeration Installed Plug-Ins 5.68 hash
Cookie Enable cookieEnabled 0.22 value
» » | DNT Enable doNotTrack 1.25 value
CBJ r?t‘ilv gsﬁglﬁgils user Memory dseviceMemory 2.5 value
Timezone Time Zone 7.21 value
Flash enabled Flash Player Enabled 0.9 value
Browser family & | User Agent "User-Agent” header 7.3 hash
version HTTP Header Accept, Accept-Language 13 hash
o ting Svet Font hash System Fonts 4.71 hash
perating System
& Applications Platform Platform 1.52 value
Touch Support Touch Support 0.59 hash
Screen Resolution Screen  Size, Color Depth 5.34 hash
Hardware & Canvas Fingerprinti C Fingerprinting hash | 18.88 1
Network anvas Fingerprinting anvas Fingerprinting has . value
WebGL Fingerprinting WebGL Fingerprinting hash | 8.89 value
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