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ABSTRACT

In order to cope with dramatically increasing malware variant, malware classification research is getting diversified. Recent
research tend to grasp individual limits of existing malware analysis technology (static/dynamic), and to change each method
into “hybrid analysis”, which is to mix different methods into one. Futhermore, it is applying machine learning to identify
malware variant more accurately, which are difficult to classify. However, accuracy and scalability of trade-off problems that
occur when using all kinds of methods are not yet to be solved, and it is still an important issue in the field of malware
research. Therefore, to supplement and to solve the problems of the original malware classification research, we are focusing
on developing a new malware classification system in this research.
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Fig. 1. System Overview

Table 1. Reliable Malware Dataset

Family # Family #
Virut 1,087 turkojan 62
IRCBot 620 zbot 62
Hupigon 571 mabezat 62
Agent 541 mamianune 53
Heur gen 92 elkern 43
upatre 78 domaiq 22

Total 3,293




1163

2] (2018. 10)
100

=1
R

=

3]

&+

HERT

S 273
o 7o © = m .
GO o i B © S
IreRIr R AR i 25 E B
° T A o L T poraewdruﬂﬁl,lo_e — 2 0
=7 L i ﬂdr.q_olﬁﬂﬂ_.%x g S T o2
5 3 = Juaanqm.ﬂou%%ﬂo :._%_,lmotufﬂio Mm7
s £ ? T ol o OB W G+ E = - olp
............ FEE @ N T monﬂroﬂ'zuﬂlE%uﬂLﬂieF =l s
......... NTE 8% c CH w2 g T W o 2 < 2
B g ig o %@Houwolﬁ:]ﬂmm@xj&%% X s=Ee”
: iR % ﬂ%aw%w@%%m%%ﬁ#%% D OapEx
z N P R E Fletarg vy X S O4F
g _‘mm m %ﬂ@.;fﬂ?ﬁ%%CW%%%WM& T — = T
5 iz & S = o =
5 o %%%ﬂ%%@ﬂaﬁﬂliﬂ%% M S T N e o
5 S a R E R w oh WH o ﬁo | =0 1%” ey Ea EL E N = Lm T oy m
4 = —_— ol = . — —_ RS f
i SEEETLARREIILNL: L IiEd
R NG ﬂzﬂ_b%_\wwm%]rﬂﬁﬂrﬁ Mo T m P S m
7 le & b o oo % e o A s S AR La n BB e
o S o . .a'ﬂ.b o ﬂolrﬁﬂ,wr.aﬂ.m7 Ho X o_m o 75 oy X iofl FURCHE
® S T _ T ® o g
2 0w M %%ﬂ%%ﬂ%zﬂWﬁﬂW_ﬁh?q P CEC
- o R gy X HONoE W oy P I /RN KR
18 e W% o G (T < < M2 2
o~ P i Nroioﬁuﬂﬂlu._#ava_alt‘*oﬁoﬂﬁa_aAT . - @63
. r — = Zo nl s o A | > y —
= 2 X A wa g%@i%ﬁ:zﬁ%a@i% = <
: : = = Lok ™ " e c.. Mo TR WM TD
> 3 S « 0 . JEI?.AO
@ . on - v
— N . KT PRMWT T D M 2 g
- W R oy EOE R o o o © pln
. PPy TREETESACEREIRIE
N L I Ry o ﬂ%ﬂé@ R ! A —
Py BT Mo . om R B gk el Tw Al W b
.Wa w‘uw_ﬂ 2 %o wo X o ‘UF,._twﬂ_ ] WL,HIML XAk i o E lﬂr HM_M_JEI‘uz_VIﬁo éuiﬂ%ﬂ%ﬂmﬁ 5
o - ,1r.._ o ) 0 = —_ T — ol A -
S o t.. o M T or oF % y oo X Gl WA X Py o = %
o waﬁzﬁwﬂ7 ﬁoavLao ﬂi Fo%o et Lo ME_OJ%ATF%
e S ) oY e M L T 5 aM e qrom < ey W@ G IR
<] .ailﬁmﬂ \oloTMﬂ]M_uE .o|ﬂ|,w3 IL méu o A N = .d.l_TwlL
- REY w5 A R Mgzafwﬁﬂmaa%aﬂm_@mfﬂ
A A P E P oAk MO S ~
o i R Doz R e RELS P Bk o TH
s o o = o TH ~° W X nWoor o X i T oM :.u wj 1
= Todeo® fes NG o RTE e HZ T g o mj/mimnuz i
e Afaﬂjﬁl%%ﬂ% Y g UL bem BT C R
AR mw R D B i T R/ R CERNT g
. N oy g 2 0 . X — =LKy ow41r 5| ° 0 A O
T E_uﬂ.LMu.dl,.luMmﬂLomoeﬂ_.ﬂ _H_h_ﬁ ﬂ_.WokuElo J.—Mvaf_mmﬂzﬂ@lﬂo]%ﬁuﬂq ,EﬂﬂAMﬂo_.aﬂ
%gwﬂﬂﬂﬂ}fga T qﬂfl}fv%wb;vw%%ﬂjf )
. —_ —_ L f WO 5
% pp I wx}o}Vﬂwﬁ.ﬁT. Wm = 3 us%ﬂ e Yl BT w
- % U o Eh et = TN g m® = Hn T o oF w®
W w Mo e BN o el Hﬁ_ ° W Wil A W o e o oo Gt e T
wﬂ Hl > %d'mmﬂnumﬂﬁ BE o o e Wﬂﬂ.ﬂ_ﬂ W o T wp &L oF = oo MM e ® Mmmmur
e < oF W % "o o= 7 Ne P B oo )
G SR AN S ;afomiﬁ NAETEELY TH
X - o oF E T Qo = o ™ n <ok S o Np M ook
o T <0 X & g ERGS | = oy = oF
P ar T 9w o} "2, o) T N 2 Mo
[e] o e,lru_dﬂm.l X L.,O‘WL o) N o
%%Edu 2w o U B R
i T WE AR B R D
o ™




1164 A Aol e ele

Abz) st AtolwZAQl MdAE AT

Table 2. Classification Algorithm Result

Table 3. Clustering Algorithm Result

Algorithm | Precision |Recall| F-Measure Algorithm | Precision| Recall | F-Measure
ExtraTrees 95.27 93.17 94.21 Birch 91.34 | 82.00 86.42
Random 94.48 |92.13| 93.29 Agglomerativel g, g9 | 79.06 | 85.46
Forest Clustering
KNN 92.02 90.02 91.01 K-Means 94.48 | 64.39 76.59
DecisionTree | 89.97 | 90.94 90.40
SVM 92.16 |85.82| 88.88 Agte 2Asre) AdS SAR At WA H42=
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Table 4. Malware Feature Information in Each Algorithm
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Fig. 3. Representative Malware Group Merge Measurement Result
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