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ABSTRACT

In an APT attack, the communication stage between infected hosts and C&C(Command and Control) server is the key
stage for intrusion into the attack target. Attackers can control multiple infected hosts by the C&C Server and direct
intrusion and exploitation. If the C&C Server is exposed at this stage, the attack will fail. Therefore, in recent years, the
Domain Generation Algorithm (DGA) has replaced DNS in C&C Server with a short time interval for making detection
difficult. In particular, it is very difficult to verify and detect all the newly registered DNS more than 5 million times a
day. To solve these problems, this paper proposes a model to judge DGA-DNS detection by the morphological similarity
analysis of normal DNS and DGA-DNS, and to determine the sign of APT attack through it, then we verify its validity.
Keywords: Advanced Persistent Threat, Intrusion Detection, Domain Generation Algorithm, N-gram, Data Analysis
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Table 1. Example of n-gram creation (n=5)

Sentence : Minpyo was beginning to
Minpy
inpyo
npyo
pyo w
yo wa
0 was
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Table 2. Comparison of normal DNS and DGA-DNS

Min Match Rate (%)
Exist Modify Differ

Normal DNS DGA-DNS

googlearlads. | 555 | 333 | 9
com

ahnlab.com | ahnlab.com.tr 100 75.0 -25.0

google .com

T 4 qlER Aus ol AU
hepule}
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Table 3. Example of n-gram dictionary (n=4)

(Site) : amazon.com
(Dictionary) @ amaz mazo azon Zzon. ON.C

n.co .com
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Table 4. DNS similarity analysis code

Similarity (P, Q)

{
index i, j;
count cnt = 0:
concordance result = 0:

for (i = 0 to IngramS(P)|)
for j = 0 to IngramsS(Q)|)
if (compare(P(i), Q()) =
cnt = cnt + 1:

= SIMILAR)

result = cnt / max(|kgramS(P)|, |kgramS(Q)|):

return result:

Iv. & &

41 48 %

o
()

Age 32 P, TRAdN A3
9% mde PEsL, @A 44 DNSst
DGA-DNS Aol f28 44 washed 2%

Table 5. Experimental environment

System Specification
CPU Intel Core i7 2.60GHz
RAM 8 GB
HDD NVMe. SSD 128 GB
) Visual Studio 2017 (C++)
Compiler
Pycharm (Python 3.6)
Data Amazon ALEXA Top 1M
(Authorized DNS List)
< AAslgler 3utAelA 147) Malware® Y€
%2 DGA-DNSE ¥ 2del Agst] &7 &
2 Flstgint. Ay 372 Table 59 Zrh
C++5 o83 n-gram <aSs TSR

Pythono2 &% Malware?] DGAES %3l
DGA-DNSE FZ3I3t}. Table 62 Addl A&
%l DGA-DNSY| #H€ls} 548 veplic),

Table 6. DNS patterns generated from DGA

DGA Pattern / Features

earnestnessbiophysicalohax.com

banjori —
random characters+existing DNS
3japih7hsvufc27f7ds25.ddns.net
corebot,
symmi random DNS generation of top-level
/ second-level domain (.ddns.net)
locky, ktcjirnbeuurxhvclr.org
necurs, random DNS generation using

proslikefan year/month/day

puocjiffoxu.info

nymalm | random DNS generation using

MDb5-based pseudo-random number

gkltecuiwcymao.net

pykspa random DNS generation with 5,000
pre-generated host sets and Unix
timestamp

Oawbkugqw642.org

qadars random DNS generation after
generating pseudo random number
with linear joint generator

qakbot, hznlhsxxqtcakxgmngn.biz

I'a:bius, random DNS generation using a
mba user-defined random number generator
lemonwuhal.com
vawtrak

random DNS generation of top-level
domain (com)
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Table 7. N-gram generation symbol strings

$18] Alexa Top 1M
4 7S E n-gram
% 7|34 (Dictionary)
, AdE ded A A
& 28tk nel whet

OUHH;GI: 2po] 7} 9lele

PRI

ol

N-gram r(I‘Slgg Number of Symbol Strings
2 13 14,063,010
3 12 13,063,010
4 11 12,063,010
5 12 11,063,010
6 12 10,063,069

(DGA-DNS) 7t vkt fAkkA] vehdle $3]e]
o aeng dAgel 2ut e ATl A4
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Table 8. Experimental group (DGA-DNS) concordance rate according to N

Concordance Rate (%) Fal “Reliabili
N-gram Max Min Average PO;tSifle e (%b) w
n=2 58.33 10.53 29.07 0 100%
n=23 54.55 5.56 22.12 0 100%
n=4 50.00 0.00 15.82 0 100%
n=>5 44 .44 0.00 8.65 0 100%
n==56 37.50 0.00 3.11 0 100%
* AEE(%) = (7rue Positive — False Positive) % 100

True Positive
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Table 9. Comparison of normal DNS and DGA-DNS according to N

N-gram Concordarl\l/}:ienRate (%) Noraml DNS Symbol Strings DGA-DNS Symbol Strings
n=2 10.53 apkhome.net epkhuhrvkruvttagb.su
’ apkhome.net epkhuhrvkruvttagb.su
apkhome.net epkhuhrvkruvttagh.su
n=3 5.56 dailypakistan.com.pk yjadvfsjgkiolvmkm.pw
myuhc.com uquhewamdrfditwwb.su

. Fig. 12 nol & dA& FHEEIAI0H
n=2, n=3% A2P-e] 27 10.53(%), 5.56(%)
d AL AT Al wE Ao, AEAoR

e dAES 4

]
sjekatct. 7 WA= chekgt DGA-DNSel oigh =
e

#afoFaiet. Fig. 1= nell ue}

el aefele), elEE Rl nossh n=6e] 7
T+ 4xE 0. OO(/)°ﬂ b2t 33670, 735702 ¥A|
S slsato] WAske Ao Slsh, 012 %9l nel
S71E hekgt el DGA-DNSol| thsh A8
=7} o3, WO AAL Eqo] HAFL 1
Huz o) o 2210e 1% o, 43S El n=4
o) o g mdel] Mg Ao] A1 ukaksiet,

4.3 (2870) 25 ng HEH DGA S A

CUMULATIVE FREQUENCY OF SYMBOL STRING

0 5 10 15 20 25 30 35 40 45 50 55 60
CONCORDANCE RATE(%)

Fig. 1. Concordance rate cumulative distribution
curve according to N

< 53 A4 DNS9 DGA7F AA
DNSE =5 E3Fsh= dlole wellq DGA-DNS
drpt A& Al 5 gleA Felstsin 539,

2$&(%)°] & DGA-DNS 485 $3 dA-E
AR A8 ZR deld Locky(DGA-DNS)&
100070014 10,0002 Z7F AFa, HFHo=

o m& i ri’L‘

15.90(%) olsle] dA&S Hole AL galslsl
t}. et DGA-DNS #HHe Ho-dx]go] a4
DGAS 83 4 gl AHe] sluz Hizh 2}

Ae & Yui7t gt dE2He2 AL Locky
DGAZ2] - ]% B7%= 737(6]'5’]'93‘4. Table
10L& 2= Ad

10500
10000
9500
9000

66.67%, 10000

8500
8000
7500
7000
6500
6000
5500
5000
4500
4000
3500
3000
2500
2000
1500
1000

CUMULATIVE FREQUENCY OF SYMBOL STRING

500

o 5 10 15 20 25 30 35 40 45 S0 S5 60 65 70

CONCORDANCE RATE(%)

Fig. 2. Concordance rate cumulative distribution
curve in case of n=4 and 10,000 data

Table 10. Experimental group (Locky DGA-DNS)
concordance rate (n=4)

Division Data

N-gram 4
Average 15.90
Concordaonce Rate Max 66.67
Min 0.00
Standard Deviation (o) 8.73
Time (min) 24.04
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Table 11. Results of applying 14 DGA algorithms
Malware | concordance Rate (%) | Standard True False | ‘g ( Concordance (%) | Time
DGA Deviation | Positive Positive (min)
Algorithm | Avr Max Min (0) (%) (%) Count Avr min
banjori 20.72 | 57.14 | 18.18 4.36 100 0.00 - - 25:25
corebot 16.87 | 40.00 6.90 8.81 100 0.00 - - 24:31
* locky 15.90 | 66.67 0.00 8.37 100 0.00 = = 24:04
necurs 13.47 | 57.14 0.00 7.86 100 0.00 - - 23:32
nymaim 31.30 | 85.71 8.33 10.10 99.9964 | 0.0036 36 77.38 25:10
proslikefan | 16.22 | 65.00 0.00 10.52 100 0.00 - - 21:09
pykspa 26.53 | 85.71 7.69 10.75 99.9994 | 0.0006 6 73.38 22:55
gadars 16.85 | 46.15 7.69 5.30 100 0.00 - 23:30
qakbot 17.37 | 55.56 3.85 7.82 100 0.00 - - 24:17
ranbyus 12.28 62.5 0.00 6.48 100 0.00 - - 24:45
simda shiz | 44.14 87.5 25.00 8.05 99.9965 | 0.0035 35 81.25 20:34
symmi 36.70 | 64.29 | 28.57 5.93 100 0.00 - - 25:06
tinba 19.93 | 81.82 0.00 7.09 99.9999 | 0.0001 1 81.82 23:20
vawtrak 39.85 87.5 16.67 10.26 99.9902 | 0.0098 98 77.17 24:46
Result .
(Average) 24.50 | 68.94 8.78 7.95 99.9965 0.0035 35.2 78.02 23:24
10,0007 DGA-DNS si&Ho) w2 A= 4 & o529 HiE dAE(Avr)S T7.17(%)°le}. o]}
L e}, 7o) YAME 27 DGA-DNSE ZHeks 5o &
Ak F 0 3l vldAFl= o] daskt & ARlE
4.4 (3EHH) DGA EtX| ZEIo| ulst M 3 A2 DNS7F epde] =™ Table 119
"0 ( dAE, o ddshe 7|sdEe] Hd dAE
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Fig. 3. Results of applying 14 DGA algorithms: concordance rate and number of symbol strings
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