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ABSTRACT

Most of the cyber attacks are caused by malicious codes. The damage caused by cyber attacks are gradually expanded to
IoT and CPS, which is not limited to cyberspace but a serious threat to real life. Accordingly, various malicious code
analysis techniques have been appeared. Dynamic analysis have been widely used to easily identify the resulting malicious
behavior, but are struggling with an increase in Anti-VM malware that is not working in VM environment detection. On the
other hand, static analysis has difficulties in analysis due to various packing techniques. In this paper, we proposed malware
classification techniques regardless of known packers or unknown packers through the proposed model. To do this, we
designed a model of supervised learning and unsupervised learning for the features that can be used in the PE structure, and
conducted the results verification through 98,000 samples. It is expected that accurate analysis will be possible through
customized analysis technology for each class.
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Table 1. Distribution of Section by Packing
Technique

file name packer section
name
text
backdoor.win32.bo2k . rdata
unpacking
.10 .data
.plugins
text
rdata
backdoor.win32.bo2k aspack .data
.10.packed.aspack.1 p .plugins
.aspack
.adata
backdoor.win32.bo2k nspack .Ezp(l)
.10.packed.nspack.1 P -nSp
.nsp2
backdoor.win32.bo2k.1 ccompact text
0.packed.pecompact.1 P P Tsre
backdoor.win32.bo2k etite .petite
.10.packed.petite.1 P (NULL)*
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Table 2. The number of experimental data

packer total malware normal
group
unpacking 3963 3004 959
msvisualc 8403 5740 2663
borland 979 705 274
upx 1551 1408 143
pecompact 555 545 10
aspack 159 154 5
nspack 47 47 0
asprotect 44 33 11
themida 7 7 0
the others 3790 2919 871
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Table 3. Distribution of packers by class

pe as

class upx comp as ns prote
act pack | pack ot
01 0.39 0 4.40 0 0
05 0 0 0.63 0 0

12 2.97 3.96 10.06 100 13.64
16 91.68 0 0 0 0
25 0 24.32 0 0 0
34 0.06 0 0 0 0
47 0.19 0 18.24 0 0
53 0 0 15.72 0 0
62 0.19 0 0 0 0
70 0 0 1.26 0 0

74 0.06 0 33.96 0 2.27
82 4.13 71.53 0 0 0
93 0 0 1.26 0 0
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Table 4. Accuracy of packers by class
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act pack | pack ot
01 100 0 100 0 0
05 0 0 100 0 0
12 100 100 100 100 50
16 96.98 0 0 0 0
25 0 99.26 0 0 0
34 100 0 0 0 0
47 100 0 96.55 0 0
53 0 0 96 0 0
62 100 0 0 0 0
70 0 0 100 0 0
74 100 0 100 0 100
82 100 93.70 0 0 0
93 0 0 100 0 0
10
0.8
0.6
-04
-0.2

' i -0.0

o 1]
i I
0 1 b 3 4 5 6 7 8 B

Fig. 4. Heatmap graph according to machine
learning accuracy
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Table 5. Accuracy of detection techniques by class

class number of ssdeep TLSH ssdeep TLSH machine learning

files coverage coverage accuracy accuracy accuracy

01 4792 39.52 42.49 99.84 99.95 97.45

05 184 29.35 31.52 96.30 96.55 90.76

12 917 28.79 26.28 100 100 98.36

16 1588 48.80 41.69 100 100 97.13

25 1746 31.90 34.42 100 100 94.67

34 275 22.18 5.82 100 100 98.91

47 1013 60.12 46.99 99.51 98.95 94.87

53 401 25.44 24.94 100 100 91.77

62 940 35.43 33.83 100 100 95.21

70 347 44.38 38.62 100 100 98.85

74 3294 37.19 34.03 99.92 99.91 94.54

82 687 27.07 26.20 99.46 99.44 98.40

93 178 25.28 28.09 100 100 98.88
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