1079
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.28, NO.5, Oct. 2018 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2018.28.5.1079

B B40] ebHE st=slo] o)W &get FA
= SL3 2
L)l wizt 2l 913 vl 7] vlE F5 3
AEdA" ZE77 s 2"
A IV AT
Key Bit-dependent Attack on Side-Channel Analysis-Resistant
Hardware Binary Scalar Multiplication Algorithm using a Single-Trace*

Bo-Yeon Sim,” Junki Kang,2 Dong-Guk Han'f
'Kookmin University, “The Affiliated Institute of ETRI

el 34 ks Azwle) Fa dabe] 2wl FA FLE(B)E FAE 246 Aokte] nusle] g S
Fueige] SaE ek 4vlHE A2 fE U EEe A4 AR Feshs A EAlel Acksieh, ol
; g B £5 27 48, 20 gkl e 54 54wk dely 2o 45 @

U QlFse] 9he B Y v) vl Bl WAl o
2 98 ol4l 22wk FA duelZel o Tl 5y
Q.

£ e = T35k g Az} 78S o] 43t 100% A3-EE vE 27 vES 25 5 3)
& Holrh A2 A AE 24 oS 7ol 8% Montgomery-Lopez-Dahab ladder 27Z=} 541 4
HF(13)& ez vl Awg A AAe]7t 2838k o &l gyt g e FAe] 7sdt kg 3A0s
718 W8 7S FEs A odok weba] olel i g 7S AAEA o] F A&k & Akt

ABSTRACT

Binary scalar multiplication which is the main operation of elliptic curve cryptography is vulnerable to the side-channel
analysis. Especially, it is vulnerable to the side-channel analysis which uses power consumption and electromagnetic emission
patterns. Thus, various countermeasures have been studied. However, they have focused on eliminating patterns of data
dependent branches, statistical characteristic according to intermediate values, or the interrelationships between data. No
countermeasure have been taken into account for the secure design of the key bit check phase, although the secret scalar bits
are directly loaded during that phase. Therefore, in this paper, we demonstrate that we can extract secret scalar bits with
100% success rate using a single power or a single electromagnetic trace by performing key bit-dependent attack on hardware
implementation of binary scalar multiplication algorithm. Experiments are focused on the Montgomery-Lopez-Dahab ladder
algorithm protected by scalar randomization. Our attack does not require sophisticated pre-processing and can defeat existing
countermeasures using a single-trace. As a result, we propose a countermeasure and suggest that it should be applied.
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Left to Right

Input : P=(2,y) a pomt on EC,
an n-bit key k = (kn— - ko)2
Output : Q = kP

13 RQHC)O’R] %P
2: for i=n—1down to 0 do
3 Ri_; «— Ry, + Ri_,
4: Ry, — 2Ry,
5: end for

6: Return R,

Right to Left

Input: P=(2,y) a pomt on EC,
an n-bit key k = (kn—1, -+ ,ko)2

Output : Q = kP

1: Rp «— o0, Ri — P, Ry — P

2: for i=0upton—1 do

3 Ri_p, — Ri_;, +R>

4: Rz — RU + Rl

5: end for

6: Return Ry

Fig. 1. Examples of regular algorithms for binary scalar multiplication
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ECC Scalar Multiplication (Initilized by random bit)

Input :

Output : Q = kP

Ro — o0, R1 «~— P
ki < random bit
for i = n— 1 down to 0 do
ki < regK|[i]
Ri_y, < Ry, + Ry,
Bki “— 2Rki
ki +— random bit
end for

regKn —1:0] <« {kn_1,kn_2, -+, ko}

P = (x,y) a point on E(F,), a n-bit scalar k = (kn—_1, kn—2, -+, ko)2

Fig. 7. Initialized by random bit
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