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ABSTRACT

Recently, with the development of IT technology, authentication methods of users using cloud services have been
diversified. However, research on providing authentication information of a user using a cloud service securely according to
authority has not been make until now. In this paper, we propose a key establishment protocol which can perform split
authentication using secret key and access control key according to the role authority of user in Intra cloud environment.
The proposed protocol generates the access control key and secret key of the user by using the attributes of the user and
the generated random number(;, t,), and classifies the roles according to the user’s authority after generating the key.
Unnecessary operation processes can be reduced. As a result of the performance evaluation, the proposed protocol guarantees
the security against various type of attacks that may occur in the cloud environment because the user is authenticated by
dividing the access control key and secret key. The size of the ciphertext used to establish the key could be reduced by
Y +1 more than the existing protocol.
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