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Abstract The MTD-based approach changes various operating parameters dynamically so that the vulnerability of the
system can be protected from the malicious attack. In this paper, random/serial scanning/jamming attack success
probabilities have been mathematically analyzed and verified through simulation to improve the security of the wireless
communication systems in which the MTD-SDR technologies are applied. As a result, for random scanning attacks,
attack success probability increases as the change period of transmission channel increases, while for random jamming
attacks there is no change. The attack success probability patterns for serial attacks are similar to those of random
attacks, but when the change period of transmission channel approaches to the total number of transmission channels,
the success probability of serial attack is getting greater than that of random attack, up to twice in jamming attacks and
up to 36% in scanning attacks.
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Table 1. Random scanning attack success probability
at each time slot
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