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Leakage Prevention System of Mobile Data
using Object Recognition and Beacon
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Abstract The rapid development of mobile technology has increased the use of mobile devices, and the possibility of
security incidents is also increasing. The leakage of information through photos is the most representative. Previous
methods for preventing this are disadvantageous in that they can not take pictures for other purposes. In this paper, we
design and implement a system to prevent information leakage through photos using object recognition and beacon. The
system inspects pictures through object recognition based on deep learning and verifies whether security policies are
violated. In addition, the location of the mobile device is identified through the beacon and the appropriate rules are
applied. Web applications for administrator allow you to set rules for taking photos by location. As soon as a user takes
a photo, they apply appropriate rules to the location to automatically detect photos that do not conform to security
policies.
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Android App. .
(Java 1.7) or higher
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(HTML5, CSS, Javascript) . .
Safari 10 or higher
Beacon reco beacon(iBeacon)
Javascript, Python
. Angular.js 1.6.7 X
Server Django Framework
bootstrap 3.3.7
TensorFlow 1.8.0
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