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The Shortest Authentication Path for Performance Improvement of MHT

Contents Authentication Method in Distributed Network Environment
DaeYoub Kim'

ABSTRACT

Various technologies have been developed to more efficiently share content such as P2P, CDN, and CCN. These technologies take a
common approach that content request packets is responded by distributed network nodes or hosts, not by a single content distributor.
Such approaches not only resolve network congestion around content distributors, but also make it possible to distribute content
regardless of the system and network status of content distributors. However, when receiving content from distributed nodes/hosts,
not from authenticated distributors, users cannot practically identify which node/host sent content to them. Due to this characteristic,
various hacking caused by the malicious modification of content is possible. Therefore, to make such approaches more secure, a
content authentication technique is required. In this paper, we propose a improved operation of MHT used in CCN for authenticating
distributed content. Then we evaluate the proposed method by comparing its performance with the existing technology.
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Fig. 1. MHT-based Content Authentication for CCN
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Fig. 2. MHT-based Content Authentication to Improve
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Fig. 3. MHT-based Content Authentication to Improve
Transmission Overheads
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Fig. 4. Proposed MHT-based Content Authentication

CalculationAuthenticationPathLevel:

Segment Number (sn),

In .
Binary Tree Depth (n)

Out Authentication Level (level)

SET mask = 1;
IF sn is 0, then OUPUT n ;
ELSE
FOR level :=0 to n—1 :
IF (i & mask) is not zero THEN
OUTPUT level ;
ELSE
mask ‘= mask << 1 ;
END_IF
END_FOR
OUTPUT level;

Fig. 5 Authentication Level Calculation
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PackagingData:

Segment Number (sn),
sn—th segment (S[sn]),

1

" Witness Set for S[sn] (witness[]),
sign

Out datalsn)

datal sn].segment :=S[sn] ;
level = CaclulationAuthenticationPahtLevel(sn) ;  // 1
IF sn is an even number, THEN /)2
FOR k=0 to level-1
datal sn]witness(kJ=witness( k]

END_FOR
END_IF
IF sn is equal to 0, THEN

datal snj.sign = sign /)3
END_IF

Fig. 6. Data Generation Pseudo Code
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AuthenticationSegment:

s,
In datal sn],

witnessCachel J=( C,,,|))

Authentication Result,

Out
u witnessCachel ]

level ‘= CaclulationAuthenticationPahtLevel(sn) ; // 1

COMPUTE h=H( datalsn].segment ) ; /2
IF level is lager than 0
FOR k = 0 to level-1- // 3
COMPUTE h=H( datal sn]witness(k], h ) ;
END_FOR
END_IF
IF sn is 0 THEN
VERIFY datalsn].sign WITH h; /4
ELSE
COMPARE Cly[jpyey) WITH b Va:
END_IF
IF not verified, OUTPUT the result /)6

IF it is verified and sn is an even number THEN
FOR k:=0 to level-1 :
Cylp) <= datalsn]witness(k] ; "7
END_FOR
END_IF
OUTPUT the result of this verification/comparison;

Fig. 7. Segments Authentication Pseudo Code
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Table 1. An Example of Segment Authentication

Writing Witness Cache
sn level AN
wl0] wil] wi2] wl3]
0 4 1 17 9 5 3
1 0 17 a7 9) (5) (3)
2 1 9 19 9) () (3)
3 0 19 (19) ) ®) 3)
4 2 5 21 11 (5) 3)
5 0 21 (21) an (5) 3)
6 1 11 23 (11) (5) 3)
7 0 23 (23) 1y ) 3)
8 3 3 25 13 7 3)
9 0 25 (25) 13) (7) 3)
10 1 13 27 (13) (7) 3)
1 0 27 (27) (13) (7) (3)
12 2 7 29 15 (7) (3)
13 0 29 (29) 15 (7 3)
14 1 15 31 (15) (7) (3)
15 0 31 (31) 15 (7 3)
eSS Adtslor "ok <AN>S G4EE AT A2 HGY
wEE U@ % sn=0, 1, 29 A% 7H7e] A% AmolA
M1, N17], N97AA 9] = 3hs 242 AlRtsof gk o
wo]t}, <Writing Witness Cache>+ &3 A|1HE <135
F, AA AFE wE gES on it 53], e SR
7159 Are g AaUE A5 F AEA d™EE &2
onjstu, B3R FAY ARE o)d AIHES Ar7} A

& §A9E ofvlge,

ATRES) 58 N=21ea Abgek A4 AR, Q%
AR AEE 2Ea AN A &S 7INe R Computation
Overheads, Transmission Overhead, —2#] 3 Storage Overheads
Ez 749 doHE

4 A, 7HH e 94/77}x] Zy}@
A% agd AN ARE 3], (1419 ¥
50%%F 33%9] As X g3 AL & Q)

EE, ASHE A3 Juel & wFd A gk Ae] I
23}tk SHA-512 7|Zo2 Z7ke] AladEe] 278 4K

14
)11 i}
A

&
=%

[

[}

0,

Lo,



=4 HERIZ StE0IMel MHT 2= 218 Vs ds e RIS 24 215 Z20f 245t 477 241

Table 2. Performance Evaluation
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