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A Design of Client BBS System for Secure HVA

Jae-Kyung Park®, Young-Ja Kim**

Abstract

In this paper, we propose a new type of client server environment to improve the architecture

vulnerable to hacking in an existing client server environment. On the server side, move the existing

Web server to the client side and This is a way for clients to communicate only the data they need and

suggests a structure that completely blocks the web attack itself to the server. This can completely

prevent a server from being hacked, spreading malicious code and hacking data on a server. It also

presents a new paradigm that will not affect servers even if malware is infected with client PCs. This

paper validates the proposed environment through BBS (Big Bad Stick) hardware in the form of USB on

the client side. This study proof that secure services are provided through encryption communication

with server-side security equipment, indicating that this study is a system with new security.
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1. Client Side

1.1 BBS(Big Bad Stick)
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Encapsulation Data
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Decrypt start =

accept >> superroot,super
1d: superroot
pw: superrootil
not DB 3 | babisss
AES256Encrypt start
Decrypt start —-e-
accept >> superroot,super 4
1d: superroot
pw: superrooti! mysql> mysql> select * from dept;
not DB ERROR 2006 (HY0B0): MySQL server has gone away
AES256Encrypt start No connection. Trylng to reconnect.
Decrypt start Connection id:
accept >> superroot,super|Current databa
1d: superroot

B pw: superpassi

80581

root@DB_SERVER: ~/anubis_progect

2 | gomanager | gomanageri!
| fnfndico

| superroot | superpassi
| gomanager | gomanageri!
| babisss | Fnfndioe

4 | super

S6Encrypt start
ddb243e505c4037F461dc

Fig. 17. Policy Server & DB Contents
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Fig. 18. Attack Test with Dynamic Code
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Fig. 19. Dropped Log Data
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