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Military Application of Two—factor Authentication to Data Leakage and
Access Prevention

Jung Ui Seob*, Kim Jee Won™*, Kim Jae Hyun**, Jeong Chan ki***

ABSTRACT

Most of the Internet users in Korea are issued certificates and use them for various tasks. For this reason, it is
recommended that accredited certification authorities and security related companies and use public certificates on USB
memory and portable storage devices rather than on the user’'s desktop. Despite these efforts, the hacking of the
certificate has been continuously occurring and the financial damage has been continuing. Also, for security reasons, our
military has disabled USB to general military users. Therefore, this study proposes a two—factor method using the unique
information of the USB memory and the PC which is owned by the user, and suggests a method of managing the private
key file secure to the general user. Furthermore, it will be applied to national defense to contribute to the prevention of
important data and prevention of access by unauthorized persons.
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