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A Macro Attacks Detection Model Based on Trace Back Information

Baek Yong Jin*, Hong Suk Won™*, Park Jae Heung™**, Kang Gyeong Won™** Kim Sang Bok™****

ABSTRACT

Today, the development of information and communication technology is rapidly increasing the number of users of
network-based service, and enables real-time information sharing among users on the Internet. There are various
methods in the information sharing process, and information sharing based on portal service is generally used.
However, the process of information sharing serves as a cause of illegal activities in order to amplify the social
interest of the relevant stakeholders. Public opinion attack using macro function can distort normal public opinion, so
security measures are urgent. Therefore, security measures are urgently needed. Macro attacks are generally defined
as attacks in which illegal users acquire multiple IP or ID to manipulate public opinion on the content of a particular
web page. In this paper, we analyze network path information based on traceback for macro attack of a specific user,
and then detect multiple access of the user. This is a macro attack when the access path information for a specific
web page and the user information are matched more than once. In addition, when multiple ID is accessed for a
specific web page in the same region, it is not possible to distort the overall public opinion on a specific web page
by analyzing the threshold count value.
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