Hhd] Ao)A|AEle] §3tH ol gk
o] tj A

A Study on Convergence Security of Power Generation Control System

Daesung Lee
ABSTRACT

Korea Hydro & Nuclear Power Co., Ltd., Korea Electric Power Corporation, and Korea South-East Power Corporat
ion are major infrastructure facilities of power supplying countries. If a malicious hacking attack occurs, the damage
is beyond the imagination. In fact, Korea Hydro & Nuclear Power has been subjected to a hacking attack,
causing internal information to leak and causing social big problems. In this paper, we propose a strateg
y and countermeasures for stabilization of various power generation control systems by analyzing the en
vironment and the current status of power generation control system for convergence security research,
which is becoming a hot issue. We propose a method to normalize and integrate data types from various
physical security systems (facilities), IT security systems, access control systems, to control the whole s
ystem through convergence authentication, and to detect risks through fusion control.

Key words : Convergence Security, Convergence Authentication, Data Normalization, Integrated Control
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