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A Feature Set Selection Approach Based on Pearson Correlation Coefficient for
Real Time Attack Detection

Kang Seung-Ho®*, Jeong In-Seon™*, Lim Hyeong-Seok**

ABSTRACT

The performance of a network intrusion detection system using the machine learning method depends heavily on
the composition and the size of the feature set. The detection accuracy, such as the detection rate or the false positi
ve rate, of the system relies on the feature composition. And the time it takes to train and detect depends on the siz
e of the feature set. Therefore, in order to enable the system to detect intrusions in real-time, the feature set to be
used should have a small size as well as an appropriate composition. In this paper, we show that the size of the feat
ure set can be further reduced without decreasing the detection rate through using Pearson correlation coefficient bet
ween features along with the multi-objective genetic algorithm which was used to shorten the size of the feature set
in previous work. For the evaluation of the proposed method, the experiments to classify 10 kinds of attacks and be
nign traffic are performed against NSL_KDD data set.

Key words : Intrusion Detection System, Artificial Neural Network, Multi-objective Genetic Algorithm, Feature
selection, Pearson Correlation Coefficient, NSL_KDD data set
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