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A Study on the Application of Block Chain to Ensure Data Integrity in
MANET Environment

Hwanseok Yang » Daesoo Choi

ABSTRACT

MANET transmits data by hop-by-hop method because it is composed of mobile nodes without support of any i
nfrastructure. Its structure is very similar to a block chain. However, it is exposed to various threats such as data
tampering or destruction by malicious nodes because of transmission method. So, ensuring the integrity of transmitt
ed data is an important complement to MANET. In this paper, we propose a method to apply the block chain techni
que in order to protect the reliability value of the nodes consisting the network from malicious nodes. For this, hiera
rchical structure of a cluster type is used. Only cluster head stores the reliability information of the nodes in a bloc
k and then, this can be spread. In addition, we applied block generation difficulty automatic setting technique using
the number of nodes selecting cluster head and the reliability of cluster head to prevent the spread of wrong blocks.
This can prevent block generation and spread by malicious nodes. The superior performance of the proposed techniq
ue can be verified by comparing experiments with the SAODV technique.

Key words : Geographic Information, Multicast Routing, Virtual Group, Mobile Ad-hoc Network
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class Block:

def __init__(self, overload, index, data, time.hash_. nonce,bits,
trust, merkleroot='2"):

self.index = index

self.data = data

self.time = time

self.be_hash = hash_

self.nonce = nonce

self.bits = bits

self.trust = trust # Node A2 A B

self.merkleroot = merkleroot

self.wal_pas="dkd| "+str(index)

self.money=100 * (self.index+1)

sha = hashlib.sha?56((str(self.wal_pas)).encode( utf-8"))

self.wal_pas=sha.hexdigest()

sha = hashlib.sha256()

sha.update(str(self.index).encode( utf-8') +
str(self.time).encode( utf-8") +
str(self.data).encode( utf-8') +
str(self.be_hash).encode( utf-8"))

self.my_hash = sha.hexdigest()

sha = hashlib.sha256((str(self.wal_pas)+"3") .encode( utf-8"))

self.wal_addr = sha.hexdigest()
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Step 1 Select nodes in the cluster heads to generate the
i 36 Genesis Block after broadcasting their own link values
G Generated and distributed Genesis Block

Measure the reliability values of the cluster nodes and
store them in a block
Step 4 Use the reliability value of the block received as the
ep weight when setting the path
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- Automatically adjust the level of block generation
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Parameter Values
Number of Nodes 5074
MAC Protocol IEEE 802.11 DCF
Traffic CBR
Transmission range 200m
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