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Abstract As smart devices become popular, users can use authentication services in various methods. Authentication
services include authentication using an ID and a password, authentication using a sms, and authentication using an
OTP(One Time Password). This paper proposed an authentication system that solves the security problem of
knowledge-based authentication using optical character recognition and can easily and quickly authenticate users. The
proposed authentication system extracts a character from an uploaded image by a user and authenticates the user
using the extracted character information. The proposed authentication system has the advantage of not using a
password or an OTP that are easily exposed or lost, and can not be authenticated without using accurate photographs.
The proposed authentication system is platform independent and can be used for user authentication, file encryption
and decryption.
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Table 1. Google Cloud Vision API Feature

Feature Description

Label Detect broad sets of categories within an image,
Detection ranging from modes of transportation to animals

Explicit - ' .
Content Detect explicit content 'Ilk'e adul; content or violent
Detection content within an image

Logq Detect popular product logos within an image
Detection
Landmark Detect popular natural and man-made structures
Detection within an image

Optical Detect and extract text within an image, with
Character support for a broad range of languages, along
Recognition  |with support for automatic language identification

E Detect multiple faces within an image, along with

ace ) ) . A ,
” the associated key facial attributes like emotional
Detection ,
state or wearing headwear

Image Detect general attributes of the image, such as
Attributes dominant colors and appropriate crop hints

Web -
Detection Search the Internet for similar images
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Table 2. USERS Table Scheme

Field Type Etc
PRIMARY KEY
id INTEGER AUTO INCREMENT
NOT NULL
email VARCHAR(100) NOT NULL
passwd VARCHAR(255) NOT NULL
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Table 3. RANDS Table Scheme

Field Type Etc
PRIMARY KEY
id INTEGER AUTO INCREMENT
NOT NULL
rand VARCHAR(100) NOT NULL
, FOREIGN KEY(USERS.id)
user_id INTEGER NOT NULL
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