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Analysis of Security Weakness on Secure Deduplication
Schemes in Cloud Storage

Ji Sun Park*, Sang Uk Shin"

ABSTRACT

Cloud storage services have many advantages. As a result, the amount of data stored in the storage
of the cloud service provider is increasing rapidly. This increase in demand forces cloud storage providers
to apply deduplication technology for efficient use of storages. However, deduplication technology has
inherent security and privacy concerns. Several schemes have been proposed to solve these problems,
but there are still some vulnerabilities to well-known attacks on deduplication techniques. In this paper,

we examine some of the existing schemes and analyze their security weaknesses.
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Fig. 1. Yan—-Ding—Zhu's scheme.
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Fig. 3. Yan—Ding—Yu—Zhu—Deng’s scheme.
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