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ABSTRACT

As security problems of the paper ballot have been emerged on and on, electronic voting with enhanced security and
convenience has been introduced in several countries. However, it has not been adopted most of countries because of the
problems that come from interdependence and security flaws. Meanwhile, the blockchain technology has high reliability due
to the mechanism of mining that miners verify and preserve blocks independently by using P2P formation which does not
have a central authority. Furthermore, because each block refers to the hash of the previous block. if any one block is
changed, it is very difficult to forge and modify the blockchain because all blocks must be changed. If this technology is
applied to the E-voting, integrity, and transparency about the result of the ballot is guaranteed. In this paper, we propose
and implement an electronic voting system based on blockchain that improves interdependence, the reliability of excessive
TTP and single point of failure come from original electronic voting. Also, we analyze the security and advantage of the
proposal system compared with the existing bitcoin-based electronic voting system.
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Table 1. Requirements for implemented system
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We need a function to verify
that the voting process is
operating and counted correctly.
This function can increase
credibility about the whole
system since voter does not
have to trust the organizer of
an election.

Verifiability

1% 3ellA] e LA

A sk 7] v EFS] 7Rk A
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A management of whole voting
system must not be influenced
by an error which occurred by
the organizer or some system.

Robustness

There should be no obstruction
of the coercion by dishonest
voters. In the final count, an
illegal vote should be disclosed
so that the election must not be
affected.

Soundness

Privacy

There must not be any
connections between voter and
vote. Privacy must be provided
so that voter can vote freely
without coercion

Accuracy

Every voting value must be
reflected accurately in the result
of a vote. Only valid voting
value can be included.

Fairness

E-voting should be fair so that
there are not some candidates
or some voters who have
unlawful effects at the voting
stage. It may affect a judgment
of voters if some results are
published before the end of the
election

Eligibility

Only voters who are entitled to
vote can vote. To do this, the
list of voters should be
published in advance and
managed on the database

Prevention
of double
voting

There must not be any cases in
which one person who vote more
than twice.

Receipt
Freeness

A voter cannot verify one's
choice to the third party. If a
voter can prove his or her vote
to the third party, there may be
a vote with coercion or for
money.

3.2 Mo AJAH! HOF @A

AN 2 s Aegel A
AL Ageie] we
4elge
1) FRAS oulske m2e] 2ol U A4,
o) AR Tl A%E 5 ojef Bk,
2) & Az AR 2 BelAe] e e
ko] Agofo} e,

o|eiel g 7]
a7AE et o

ot

V. 78 AlAH

information "
otp request C")
otp response oojooo joo
—_— oojooo joo
00 o0
00 ' 00
hone school
P database

Fig 1. Authentication process



FE A A AFAA AP  a
2. FHES A A% T oAz, Q%]
2 Mol AEH dlolelol AT 8
Folm PSS Shist uaEe] dAgke A%
Zolwl Al WAZ, FohEeI Seed2iH HAH
22H91e] F43 A AUT1E AHgA 5
$% 9 A4E 4+ s wedd e
QAzARA Fig 1'sh 2o] f472) 418 A%

(o)

2 913 S Q131 9E Fa AF7e] A
A% doleldlol ol A4 Y AnE ol gl

OTP A%44E False] o)t thes} 2.

Holl 2kale] shil 2 v e S iHeh s R Fig. 2. The mobile app interface for user
7} A =] Iy glEr|Fe 7 AHEE) authentication
2) A4 Adgust sl DB A4E el 0%?'451 AoTE AHgstel 2ot ﬂzwig T8
NE E 1= E= 3z
A4 AxR7E dxgeld QAZ7|del|A] s A gon oltjz]e HAE UEYFH AEWNEES wjx
o) S [e] S - E 3¢

FuAz OTP %S 233}, b, w3 HAE JESZ M FE =
k!

A

E

A AEE g 7t 2 ot 7 AAA
3 & faucet AR|~E o]43le] FHF3stgloed 7+ A3}
= oA g Ay A 2AE AR ARk
° Modifiere} <] Hel& 9% Requires AH-314
Al o kgt FEAAES FEseh, it

g Al 2~Hlo M= ERC20 E29] 55 AH-gict

(

4) FH AF718e) 9% AT SHE woke
z]_g_ z-]‘:}_‘i"oﬂ/ﬂ 0}?( -]_ HQ]-/}“!——OE 7‘]%8]—1331 o]:[s; Eu %%Z"“cd E_E‘HZ_]IJ/S_‘;] %7]1/%]—% 57_343]'0:] A}%‘Z}q]
= v RS BA 4 “ T
r 3 R = lal ] = Z
e Seed® A4S olzyE s W gy 1T TEAS BEA T wAAE w29 3
s olelelg HRARle] Fhladdress)§ Qispel o G A TaAs Tleds wae el
o] AEA o7 Arkno] olZ Ay T AnlE ZE TNE] FNE EEAQ] AR 4T 5 ¢l
T =7 REARTA R4 — — Al=
Aeo] Szan %% Qo) my ] FEAEE AR 228 A
R H3jel RS AYPr) e 2ol AEYE 4
4.2 He FHE Fo /1% 2 A nek A )
A A5},
TAshs AlaEe] A mad $8 IR0
Yool Ma e Fig.2'sh 2k o A% A D 2% % F2%4 55 = 238 A=
Fig.2'sh & Sle] viehia shye] e Al % 715 44 onlyOwners 53l #el4)
590 st FEAt Y Aagest Qs N AT 7P 5 el dis A el
wale] Algle] QlZE|n o]F OTP QZAAE ne Hz AEYE wzzll FA 1A 55E 5
AW FhE) AYH Seedzel spye w54 T T A
Q9] Fav} 2k AEY L] T2, setTime 5= sRlafl2g Fu A% Azke
2 AAse] AR Register= FEHS orlshe=
4.3 sch= EEZS AN EES Fx A &tk E
25 Adshe @l transfers o] 8314
of

RAAER A 2Ee] Fohioa] o|tie]e 7|uke registerVoterellA S35 FaelAl FxHE



AHR 533 =wA] (2018. 8) 783

ok
4

et

=3} check ﬂ’“% &3

fa,

reglsterVote e fUAE ARE $ gl
o 2|2} o] e AFste] check 4 5 2
7128 7AZS A OTPE <ZH a7 52

1=

registerCandidate 3+ +84F 523 F4
gt wAlo g FRAE A FHEAY Fulal
AEE JHg FHA 552 o2& ubsksic)

getNumberOfVoter 5+ 533 Fdx
5 W3kl getCandidatelnfo &+ HEH
Eof| AAE FrALY FAF ubsksle deEy &
3 713 WEE qlEsid AEYELE FaEL

-

= %—EH ‘g'ﬂ%

& o S £
PR el WA 5
RERKIESE
)& wae]
WA o2 A},

10 30
o
b
pacs
_o2 o
ol H
5 i
b g
3 o
2 o— Mo =
! ‘:M il ﬂ?‘.’z
FEEES
it
pat
i) i

o,
I
i3
2

m

L,

FU

O_L
B
52,
T

am
@D
o
a
=
=
Q.
ko]
Qo
=
o
ol
ll‘ i
N _‘>
SN
o
Pﬁ =]
& o
&
M
11 -

] getCount ¥ ],
o] FHEHorE getResult s B9 2
AE ubgksle] FAAzE et

<

oFRAM HM

o =
5.1 TAIR0 M2 XY B4

3gellA Ag= At
Akl s
.

1) Zzlo]¥) A (Privacy)
Az A7 EE3AQlY Fas o] &

AdA ghon) QA% 8 FEA Hof AAoln %]
e B Seed2HH TAH FEAL] BEAY
Fash 40A9) A9 AR 5 gleh Webd &
W] R A FAY 5 glol 4079 mejo)

HAZ} BEsc)

2) A& (Accuracy)

E% AEHNE start ¢ FE 77kl
P&k 5 glow Fx77F Ul =13 AR EEA
ol A Xu‘ﬁllﬂq w3 EEE /A A $ow
o Fodd 5 glow EZ HHE 93
transfer <& 2719 require 4% oL &
29 A AFE WA st Fxe AFAYSE vA

o

[ (Y A 2

>
O]
s

3

3) ¥4 (Fairness)

setTime 5 s AHH Alzte] A|vjelut
Fx A3E 23T F 9len F8 A7 o]
getCount, getResult #+E APt A5
require 57F Aol ZAEESL FrFlct o]
£ 53 Hile A iR S AR =S WA

4) A<14 (Eligibility)
AsdEd AgEA o} B2 AT QA &
B A Pt el Feld 4 gk

Ot
N
my

A5 (Verlﬁablhty)
5 EFAqlel o]y

j‘i
mlo
ol
_-<|>l—_l’,
o
fud
i«
(m
e aju

—‘é—%z‘lﬂ% Tl dllg Azl oldeE
AZApge]l HRA LR E5& 55 *iﬂoﬂ E
el 2vte AEdER P FR A2He Ag
wEARle] SAeR <ls) ¢ix =] o =3
TR ek s R 7|Ake v 3Rk A
+ oler b AYEE Bl TR 71 AS
= 58l Hexks wx AN 23] 2 WA
FIEAzE e 7 e We F 4ol
.

T ARAA, FEER 7 wEe] dig ok
W4 doubleVoted &8l o]v] F3ol 3t
o] FEE sy b AFZE & & Qe
update <7} AdEC, o= 2% FHAMAA
FR7b Brbssle AERA 7)E FRAb A Alet

ik

f



784 54 7|MF 3] AAFEE A 2w

v ARA7I AEA A9 Fuxe] Sx5E 2 el ofgh AHEAolof mutel fox] B

Z7HA 71k, ol ue} Zhtel oJs mjEE slriEte Azl B4 9l Fa45 ARAbA 0] 2o

AFHZ Aute] HE whedde} w3 AFE AL FRAANME BEES FE|AtelAl 3]5shs wAle

= BEA Q] 71EE g s B Al 5 2 A8ste R fEAQl SRl gt Az 53

lct AR 3NE EEAS Fal 2Helstr] o3} ol

A AA AL FAAS] EEAQ] F4 7w o

8) ¥3% FA(Receipt Freeness)ell thal ebd AAe] s Y BEAdS TR AAZL
EEAQ F2E P IIE FF 2 s Fx ANE F]ls] ofeg-mE WE sEAed o

3 5 RS Pt E EEAQ Faeh 54 g aErh g8 o

-z Arute 2= A} s SRl gk Aol A9 71E E-Voting A2HE Z713)

o

o) el

5.2 7|& A|ARTLO| HIm

B AelHE Ak A

-
R
T flol Fxd 74 LAl

A 7|5
E-Voting ¥ v|EZ4l 7]uke] AAPFE A 2~HE o]
L EAste] ohE3t o] Al gt
Fob wedsto], stxmate 2 7EAe] A5 7
£ E-Voting Alz®l2 dAA 9+ hsry 2
chekd AW7IE S8 frdAke Rl did 5
2 71UAE mAse Bl EZQl )k AAFERS T
G+ QA TS FHAEEY S e E
Aol M gate] 7S B
upebs] 7]E A" w2 hEshA Bxbee] v
3 Aoz Ak Alxdelx = ds] EEA A
Ecdsa®l A% #53} A gpnts AR8afe] o
BAe s fxgc w3 B2 ke {2k 39
Table 2. Comparison with existing model
- Bitcoin Propos
Voting ;2?3‘;1 al
(5-9] (10-15) model
Crcyoitlﬁ;ii};w High | Middle | Low
Contaen | | i [ Dory
Extendability Low Middle High
Anonymity High High High
Integrity Middle High High
Functionality High Middle High
Acess control High Middle High
Flii(;ils;s Low Low Middle

Algrse), Q) 7N AzRe) A% EE wEw
ALt w8514 Qe g8 714 Agow

oz el B Aol sl
Al

2 ‘

3 26l|A4] A|A7E uie} 2Ee] 7]E E-Voting®| 74
G A oA Som <laf AlzEe] FAAe] dE
2 5 glot BEEAQ] 7k A" s BEA
g A gt SACR Qlsf AxEe] FEAS

oy o
N
N
o
o
fru
XL
To
>
[
o
=
>

e rr
ol

> o =
Nl

o
o
)
>
o,
s
i)

oA olHe e BEA Avhe A=
4 B2e A olelely Al s A4

& AASE FRsgoH ol 3 A
2dle] QA L 71E Azt wla e 24
sfoleh, 7128 AAFE Azde] 2t
s} TTPe) shegt A5 A 9 Ao
& d2a] 98l eltlele $5AS Abgal

p
o,

o
}Oll
oL o

2

-
i
lo #a iy

b4t

S

AR Azl )& wET Axdd) w6
Al o) 715 7ol golahelon 7 o

2

g vljpel sz Aol sl AR Tes TRk 3
& EAIE st Ak mds R 548



AR R 58382 (2018, 8) 785

3} B2 AR o] o]tk 57 ol
1A Beke o) B4 ol AARE A

=0

=

F

ook,
oL ol

=
=
|

>

o

| 7Fe& Zlo2 ek}

References

F. Ciazzo and M. Chow, "A
chain implemented voting
Dec. 2016.
Government

block-
system,”

Office,
‘Federal efforts to improve security

Accountability
and reliability of electronic voting
but key
activities need to be completed,” Sep.
2005.

V. Buterin, "A next-generation smart

systems are under way,

contract and decentralized application

platform,” Ethereum White Paper,
2014.

7. Zhao and T-H. Hubert Chan, "How
to vote privately wusing bitcoin,’
International Conference on Informa-
tion and Communications Security,
pp. 82-96, Dec, 2015.

D. Springall, T. Finkenauer, and Z.
Durumeric, “Security analysis of the
Estonian internet voting system.”
Proceeding of the 2014 ACM SIGSAC
Conference on Computer and Commu-
nications Security, pp. 703-715, Nov,
2014.

Y. Liu and Q. Wang, “An e-voting
protocol based on blockchain,” TACR
Cryptology ePrint Archive 2017: 1043.
R. Krimmer, “Electronic voting 2006."
GI Lecture Notes in
P-86, Bonn, 2006.

N.J. Goodman, ‘Internet voting in a

Informatics,

local election in Canada,” The Inte-
rnet and Democracy in Global Perspe-
ctive. Springer, Cham, 2014. 7-24.

(9]

I. Brightwell, J. Cucurull, D. Galindo
and S. Guashch, "An overview of the
ivote 2015 voting system.” available
through https://www. elections. nsw.
gov. au, 2015.

I. Kubjas, “Using blockchain for ena-
bling internet voting,” Jan. 2017.

C.R. Jeong, J.H. Lee, Y.W. Kim, E.A.
Cho, K.J. Sung, H.Y. Kim, and K.H.
Rhee,
construction of electronic  voting
system based on blockchain,” CISC-W
17, pp. 31-34, Dec. 2017.

Y. Takabatake, D. Kotani, and Y.
Okabe, “An anonymous distributed ele-

“Analysis of requirements for

ctronic voting system using zerocoin,”
Institute of Electronics, Information
and Communication Engineers(IEICE),
Technical Report ITA2016-54, pp.
127-131, Nov. 2016.

S. Nakamoto, “Bitcoin: A peer-to-peer
electronic cash system.” 2008.

S. Bistarelli, M. Mantilacci, P.
and F.
end-to-end voting system based on
bitcoin,” Proceedings of the Sympo-
sium on Applied Computing. ACM,
pp. 1836-1841, 2017.

S.S. Kim, J.S. Lee, and S.K. Lee, "A
proposal for the practical and secure
electronic voting protocol,” Journal of
the Korea Institute of Information
10(4), pp.

Santancini, Santini, “An

Security and Cryptology,
21-32, 2000.

B.C. Lee, “Analysis of issues for a
e-voting introduction,” Journal of the
Korea Institute of Information Security
and Cryptology, 12(4)., pp. 33-45,
2005.



786

(M X274

4 71 A (Ki-jeong Sung) A3
20159 39 ~&A: FAdstn 1T¢3-s833 At
(HABop) ARRT ras BEiql

A A 2 (Chae-rin Jeong) 343
20144 39 ~&A): ANt IT§3-&8-333) At
(FAFopy Hok WES = [T

% £ o} (Eun-a Cho) A3
20149 34 ~&A): FANTgL ITEE-833 st
(FA o}y ARHS AR [T

o] & 3 (Jong-ho Lee) 3434
20129 3¥~&A): FANTgL ITEE-833 st
(el ARwE BEAQ ITEE, [oT

71 3] 9§ (Hee-young Kim) 343
2013 34 ~&A: —rﬂ‘H@rL ITE3-s82 A
(AABoly ARKWS ZFgev



AR R 5] =EA] (2018, 8) 787
71 94 $ (Young-woo Kim) A3
0134 34 ~3A): AN IT§L-833 st
(Al ARES UELZHE Wtz
o] 4 (Kyung-hyune Rhee) £4134
1982“‘ 29 AEHgn Fgus 29
19854 24 g=aEly|ed 8583 At
19924 84 gh=aely|ed &k whal
19859 29~19934 29 =HAEAlAT °d:[L%i, Aqdadr4d
19934 39 ~&A: #AN [TH3He427 o
(PAJFop) HHRT 5ol 43 ZTREZF 5*110& E5A 7 s 2 S8



