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Abstract

Attacking computer systems using ransomware is very common all over the world. Since antivirus and
detection methods are constantly improved in order to detect and mitigate ransomware, the ransomware
itself becomes equally better to avoid detection. Several new methods are implemented and tested in order
to optimize the protection against ransomware. In our work, 582 of ransomware and 942 of normalware
sample data along with 30,967 dynamic action sequence variables are used to detect ransomware efficiently.
Several variable selection techniques combined with various machine learning based classification techniques
are tried to protect systems from ransomwares. Among various combinations, chi-square variable selection
and random forest gives the best detection rates and accuracy.
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1. ME

20119 o]F FHHAA HE ARFH, vi= € AUtE w2A JA4U77] Al @490l (0°Go-
rman¥} McDonald, 2012), @A AAA PC AR Al F29] tlido] H At ARAE 7 4%

et W Al2EY RS o] 8BS o] =23 w3 Ao A3t 917) wiEety. H2
% A4191) o) 26| (RanCERT) ) SHizo] b A1 20174 & 3 5 487 2a% bz
o) of 0%} AAsIolE BRI GlTk. ol sl B el B ol She e WE A4
Aofsol m2A ket e onlsta itk A= HAEY Al2YUA T =23 WA
5 AHE o]Lsl AR BAL kYT Tl Bl E35] AL AT B ES )5 2 sA oz A5}
3t e WAEAAE EA W7ol SHAZE ATt whekA NZﬂ Y5 B3t WA AARE FAdst

B Z2aRe) AFE AN $H BHOE 8F A7 A& FAoln B ATl NE 7T A
S MBS o188 54 A 23 £AE 1Y ARl ofe WA PS A8kl B9
of Rl fol8 WAE Tl AU WEE o g8 AANE BRS APl B7 Aol R
oY W% A Bye] 232 Flsadt dek
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2. Ao

2.1. AMI0f2| Ho| Y S

%ﬁ%]oi(ransomware)% B gk (ransom) I} A& (ware)o] F4A2ZH, FAH HAFEHY 7le<= Asst
A AFE W9 58 3tdE dE3iste] o] 8F ¢ QEFE vE Fo| 553 7t F 7
3= Zlo] £ ot 22 dFo|th(Kim F, 2017a). PAFO|E H&o) WIS F3+ HEs}
A AF, B3 v 29 5 ohFe A2 AnE = 2ol Aotk 2017d S o Fs oS
E(RanCERT)2] ZA} 23} 20153 HE 2016 A7FA] U] 33 AR &F 70% 71 YAolE B3 E F
g JFo) o Aoz wE T

2.2. PHM9l0] 24 Y
WA E v RS I L2 T3 (malware) B4 WP o2 = IA FA FA(static analysis)F} 52
£ (dynamic analysis) Wgo] Stk A4 242 A8 do] e £244 s 4 E 59 AlZYA
£ 7INte g o =R RS sk e, NFEE AP AW Fuk #A0] 7He
3to] QbAg WiHel AdYE s BE Z2AMAE AW D/Be} vlas]oF &to] Alagle)] Aet HakE
Woks BA7F glew 58] =53], A3 T 7S A4 I Aol oy MER 3
o AT =E s s Ad A7F Utk (Moser 5 2007; Kim 5, 2017b). 52 242 My
WA 5O 7 B A st A AYAIA HAXET, FAAAE, 2NN VELT SF 58
i}é A Sgol W AlAE W3] %’“4 o] Zhsstthe ol YA wL,

st BAsks otk
AA FAE AT 7F A" YollA E58te S 58l of ditke BEE 7ML vk
(Zhang 5, 2019). °] &Joll= ¥t FYF == the WA EALS o8 FA PR vy
718k B4 7] (decoy based detection)o] It} o] @A ¢ole] F Elglo] He &
54 FAE M 9tde W7 R Fol o] e R Sk v AGA FEe Felsto] | 3
sh= Wolth. 2y o] e "Rl i A4e THAAl Hof fAddlel AR 93T 5 e oA
7F Qtt. 919} Zo] Z]Eo] EA SR RSt e WA A e A7 AR 9 2
A7) wiEoll, 24 24 71N e hefslal Heslarat sk Moser & s
Ze A7 sl IPH AL et

iL

d|

J r-lu:

&
e}

2.3. eHH9o] A

Aol FAols AAEAE T8 EA ol 7 wol &8 itk Al2UA 7k 2] side
AZsto] AFE8shs Lee 5 (2017) A7k glon, 2ol o] 22139 OpcodeZHEH F
2% 5AA < N-gram sequences 7|A|g5 23 SHYHUSZE 831 Zhang 5 (2019)9 A7}
Ak 2y AAEA TS 283 Ao EAe 2rae] Wd ARV 54 sjdel] A==
z2Ivs Aol ds] wjZo] Mz ol the A7t v]Ed o vk = 2 A9}
Zol ’Addlo] EAlol ZIAIE S B¥S E8dte A7 £ X éﬁﬂj O]E]' HEHer FA EA% 5
24 t‘/ﬁ S -5l7]] o]_Q_—g]._ a—].o] 3]

(2017a)9] A7} QUck. AA S
ZEA 9k, g gllo] B4l OPCOd CER e
T2 APl 53 AREUE SHAFTE o g3irke &
o|7} dtt. Sgandurra 5 (2016)¢] dAFolA FHEAS g
B A9 ARE £ J1A s RO dARlolE BAE AEH Aaue Adsgion, &

[)El.



A study on variable selection and classification in dynamic analysis data for ransomware detection 499

120
|

107

100
I

97

920

64

59

60
I

50

46

40
I

34

25

20

!L\

Critroni CryptLocker ~ Cryptowall Kollah Kovter Locker Matsnu Pgpcoder Reveton TeslaCrypt  Trojan-Ransom

o J

Figure 3.1. Ransomware Family

Aol 9 ATl £HE FARA ARE AHow ATE FARAT. B ATNNE 9 AT

o g B T Uolrl A Al thke Mg AEEe Agetde W 2y A% P4 HA3)

17} Gtk £ Aragorn 5 (2016)9] AT} 2ol B BA) 247 03 It PeYe BEF A
o

ol &7 A7) A% 2 Yok,

3. 24 Xig &Y

I =
3.1. X 24 112

BEAo| &8 4 BA A8E Sgandurra 5 (2016)9] AroA £HH Aoz 11Z(Critroni,
CryptLocker, CryptoWall, Kollah, Kovter, Locker, Matsnu, Pgpcoder, Reveton, TeslaCrypt,
Trojan-Ransom)2] Ao} =273 58272F H =233 9427)15 FF M=rE2(cuckoo sand-
box) 7FdEH Aol A AdAZ F AAE = thgst ARE FE52, AAE F4 S T 53
PE = 24 5= ARE o|F HsE 7| =3 235 o]t} (http:/ /rissgroup.org/ransomware-dataset )
Figure 3.10] 52 240] AL3E 1152] daslolel BAz AT Ago] Z21e) B +2 L}
ek

d

ARE 2203 2% D, BAsIe] oS el olgis, WAslel FHE Yehie WFI
=, 283 T7HA] 3% HF(API stats, Registry Keys Operations, Files Operations, Strings, File
Extensions, Directory Operations, Dropped Files Extensions)ol] 3= 30,967712] o|gbA-=Z 14
H n = 1524,p = 309709 123 2}Zojv, Table 3.10] ZF WF9] Ao} 23 W9 =5 vehy
Atk

B Ao e W
Fgsigom]

B A A g 28 = 52 Python?] scikit-learn @ XGBoost &<
, AR 1,524709) AR E 80% = THR AR, 20%= AlFE AR Yro] BAo &g
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Table 3.1. Features

HE 72 W] A
API stats EQG API & & o F 232
Registry Keys Operations 54 "A2ET 7] &Y A7 6,622
Files Operations 54 34 F o4 F 4,141
Strings 54 dYE 2E 23 A7 16,267
File Extensions 3t ZQdel #HEE 54 A s =& o F 935
Directory Operations 54 34 gdEHg JgY o7 2,424
Dropped Files Extensions =4 otd A} aHA] of § 346

Total 30,967

5 BE Fo] FAG AR o Rofgon, A
3 9Ao) 4L 1008 Wt} 7 W

TAN ARE o1§T W BAY £ At FARS AT Aol BAo) felF WSS B
A W AEe AIgon, BE WSS ol§3t BYS RPOE Fol W Ade] EHE W)
EEP e

4.1. Y5 HEY

4.1.1. FOMSEE A ARz FEUFe SHAFT 2F
7oAl A W AEHES AEsidrt. £dudA 7Y =
HHeos 7‘7‘-4 ol EH?'& Hl&o] BE 2R el thsto]

| < FY5HA Aok O/l HFE 7 ws) 19 HFE 7HR Mg oA

S % UAE oL Wl w0 G5l A D] AN O8] B8 EAE Ny, A LAE
Ei;j 2k 3hd, 7hol Al A o3 2k

ZZ (Nu - zy)

=1 j—1
AF7Hde] Zolghd, A FAFS AFE7 (C - 1)1 — 1)) ZAFE2E way, A% SAH
Hol F45F ol 54 WF &3 Blgo] B AL uis At dngoz 4Lt 5
W] oA F A A p-ghol A2-E sl P A =20 ANl E F BES S
i WEUE S, 2 Pl U Ak Tle S p el 9GS2 005,001 0.001 4
He Agste] QARET F2 p-ghe 7= HETE 23 A3 o] &3t

(

4.1.2. A$ MY HAZ Sgandurra 5 (2016)2] A3 AFAN A AL A% A H (mutual infor-

=
=
mation) 91§ o8 WEAHAYS A8t 4T ARE o)W W5 7] 4B BANL Bl

S e, X Y7 A9 2E A% I plz,y) o T8 FE Y S p(), p(y)E e F 7
olxk g WeEtal JPEElE Wl T AE I(X;Y)e vt 2ol F Rz v A% #x29
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Table 4.1. Average percentage of the relevant variables for each class

. Chi-square test Mutual information
Variable class Lasso
p < 0.05 p < 0.01 p < 0.001 Top 400
API Stats 9.24% 15.94% 21.58% 12.51% 33.39%
Drop File Extensions 1.97% 2.77% 2.11% 1.79% 1.04%
Registry Keys Operations 55.32% 49.06% 49.69% 29.68% 23.11%
Files Operations 6.34% 6.98% 6.08% 10.54% 2.33%
File Extensions 6.70% 8.96% 8.18% 6.02% 3.74%
Directory Operations 9.36% 6.25% 3.58% 6.66% 2.64%
Strings 11.08% 10.04% 8.78% 32.81% 33.75%

At ez g Fold 4 At} (Cover?} Thomas, 2006; Huh} Choi, 2009).
Z Z z,y)log 22 Y) ( 'Y)
s e p(@)p(y)

4% AR gho] B2 WAASE Ao FHASY B4 B UEYL guEh B AT
A ARATONN A A5 Aol A5 AR 9] 49 400742 Aestert.

4.1.3. Lasso
N - p
) T\ _ Bo+B" z; _ .
%}aé({g |:yz (50—!—/3 xz) log(l—!—e )] )\;MM}.
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5.1. JPgs 2 A

574 24 Azol W4 HENE A8d F A4 2zad Aelo) 29U ZRIRS BRI 9
3 AR VA R¥orE 53 ZA|2E 39 EY(ridge regression; Ridge), WE ZEF
E(random forest; RF), JA2ER JYAE HAE(extreme gradient boosting; XGBoost), AJZ

E wlg] )l (support vector machine; SVM)olth. z+ R¥o] AFRHE= B4E 2 x 107°,2 x 10Y]
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Table 5.1. Classification performances

Variable Avg. # of

i X Model Accuracy FPR Detection rate
selection variables
Ridge 0.9727 £0.0093  0.0185 4+ 0.0099  0.9584 + 0.0210
SVM 0.9720 £ 0.0090 0.0172 4+ 0.0097  0.9545 + 0.0205
1,550(p < 0.05)
RF 0.9804 +£0.0074  0.0164 +0.0092  0.9753 £ 0.0142
XGBoost 0.9794 + 0.0075  0.0143 +£0.0078  0.9693 £+ 0.0172
Ridge 0.9716 +0.0084  0.0205 4+ 0.0093  0.9588 + 0.0194
Chi-square 770(p < 0.01) SVM 0.9716 £0.0078  0.0193 +0.0099  0.9569 + 0.0175
test P ' RF 0.9811 +0.0069  0.0151 +0.0085  0.9749 + 0.0140
XGBoost 0.9787 £ 0.0077  0.0150 + 0.0078  0.9686 + 0.0174
Ridge 0.9717 £0.0091  0.0204 +0.0103  0.9591 + 0.0195
SVM 0.9716 +0.0091  0.0205 + 0.0106  0.9589 + 0.0187
480(p < 0.001)
RF 0.9797 £0.0072  0.0154 +0.0087  0.9717 £ 0.0142
XGBoost 0.9782 +£0.0078  0.0156 +0.0083  0.9681 + 0.0175
Ridge 0.9370 £0.0160  0.0443 +0.0194  0.9066 + 0.0300
Mutual 400 SVM 0.9476 +0.0140  0.0285 +0.0152  0.9089 + 0.0325
information RF 0.9547 £ 0.0155  0.0288 +0.0134  0.9279 + 0.0325
XGBoost 0.9505 +£0.0135  0.0305 + 0.0150  0.9197 + 0.0286
Lasso 116 Logistic Reg.  0.9772 4+ 0.0089  0.0174 £0.0110  0.9684 £+ 0.0162
Ridge 0.9757 £0.0083  0.0196 +0.0108  0.9680 + 0.0170
SVM 0.9743 +0.0087  0.0150 +0.0093  0.9570 + 0.0194
None 30,967

RF 0.9645 4+ 0.0108
XGBoost 0.9761 £+ 0.0071

0.0362 £+ 0.0146
0.0205 £ 0.0081

0.9658 £ 0.0168
0.9705 £+ 0.0161

FPR = false positive rate; Ridge =ridge regression; SVM = support vector machine; RF =random forest;

XGBoost = extreme gradient boosting.
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Table 5.2. Classification Performances in preceding research (Sgandurra et al., 2016)

Variable Avg. # of

. . Model Accuracy FPR Detection rate
selection variables
Mutual Logistic Reg. 0.9762 £ 0.0090 0.0161 £ 0.0088 0.9634 £+ 0.0215
utua
. . 400 SVM 0.9579 4+ 0.0108 0.0199 £+ 0.0107 0.9219 £+ 0.0244
information

Naive Bayes 0.9200 4+ 0.0118 0.0958 4+ 0.0162 0.9453 4+ 0.0212
FPR = false positive rate; SVM = support vector machine.

92 saste] Kok o B JHE S BEd Aoz Fs gk

=
gusoz T TAN ARE o8 BRehe 558 490l AlABEAS o8 W A
Gye] SEuse B0l R SYASE AATLEA AR BY) 4% P 252 F 4 Y
A€ FAsgrh PCol Mz zZzado] AXPel el 54 BAL B W5 27 Aol
F7h MR WA Z2 Y] £ AT A W AEy 2L mao] ]88 A%, 94 A% 9
oA B o] 912 Aow Athah
g 2 AT o83 FARA AR 57} 152442 B 27k ok WULolS] BRE 115

s O
4 o
o} B 9} R BRY BES 088 A7/t Berkm 44w, z2
N 5 T AuE B8] W AuT AP E AT 5 g W

neural network; DNN)Z& A-&3lo] B2 o5& &g 47, A5 A8yl wet H4 93%A
97%°] FEFES KIS

A3pehs WA W3l FEH R AT 5 Sl AAA &4 ol tigt A5 F7tE JYst
1 gt

=2
A o] & BN 2150 AL-S &3] 525|324l Daniele, Luis, Rahib, Emilell 4] ZFA}= Ut}

References

Aragorn, T., YunChun, C., YiHsiang, K., and Tsungnan, L. (2016). Deep Learning for Ransomware De-
tection, IEICE Technical Report, 116, 87-92.

Cover, T. M. and Thomas, J. A. (2006). Elements of Information Theory, John Wiley & Sons, New York.

Huh, M. Y. and Choi, B. S. (2009). Variable selection based on mutual information, Communications of
the Korean Statistical Society, 16, 143-155.

Moser, A., Kruegel, C., and Kirda, E. (2007). Limits of Static Analysis for Malware Detection, 25rd Annual
Computer Security Applications Conference.

Kim, J., Ji, S., and Kim, S. (2017a). A machine learning based ransomware detection model using a hybrid
analysis, Journal of Security Engineering, 14, 263—280.

Kim, J. H., Park, K. S., and Park, Y. H. (2017b). A study of vulnerability analysis of ransomware de-
tection techniques, The Korean Institute of Communications and Information Sciences 2017 Summer
Conference, 590-591.

Lee, H., Seong, J., Kim, Y., Kim, J., and Gim, G. (2017). The automation model of ransomware analysis

and detection pattern, Journal of the Korea Institute of Information and Communication Engineering,
21, 1581-1588.



504 Seunghwan Lee, Jinsoo Hwang

O’Gorman, G. and McDonald, G. (2012). Ransomware: a growing menace, Symantec Security Response.

Sgandurra, D., Munoz-Gonzalez, L., Mohsen, R., and Lupu, E. C. (2016). Automated Dynamic Analysis
of Ransomware: Benefits, Limitations and use for Detection. arXiv preprint arXiv:1609.03020.

Zhang, H., Xiao, X., Mercaldo, F., Ni, S., Martinelli, F., Sangaiah, A., K.(2019). Classification of ran-
somware families with machine learning based on N-gram of opcodes, Future Generation Computer
Systems, 90, 211-221.



A study on variable selection and classification in dynamic analysis data for ransomware detection 505

M0 SRS 9IS SH LA KHR0IMO| B
MEY 91 D20) 2HEH 01D

(20184 52 31 T4+, 20184 78l 52U 7, 20184 72 25 A EH)

o}
A2 Al Qi PC AGA s AiHoE £F SO Hot AAE RFET Ak 719D 3R 7@ 29
Stol 4 SIS Yl 5 /1% Bk AA e Rob AFE B Helw drk. ol AW AN Wl
S AARlolE A3 15 AaRole] B4 shelsie 3A BAw 54 24D BAR A7 B o] %o
A3 gk ¥ Aol 55270) Aaelol BET 042700) A4} AE mEIBS T ASA TR oA
AYAZ F, PCAA olFolAE 30,0677H1] HE 58 7158 54 24 4RE BEHe] AAso] LR
g% W52 BB A% olg W e el 483 A £RE AD NS RYES FEILA 39
th W4 Aoz LASSOS) ol g4 o olfeidl 1A Anehs 54 BEIH] 9% AolAFAAS
o83 Wg AE, A ATl A o] g W ATARE o] 87 WS MWL AgoH JA g BYom
t 59 2429 9090, AZE WE WA, A EAAE, XCBoost 7t FEH T AT A3, B4 m2adH 7
st AP ZEadue) 5449 A5 HAY + dglow oy U AEH ANE ¥R mYEY =
¥ %, 7ol AuolA AABAAE o188 W AU AY T A= BYY 2Fo) MY ¥ BAETH 3
EHE2 Holx 22 g

ZRE0l: Sdol, 25, B, ISt

2 ol

T= FZA7TAG XYL ol AP QS (NRF-2017R1E1A1A03070865).
o1&t & 100, A5l sty A &}, E-mail: jshwang@inha.ac.kr
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