KIPS Trans. Comp. and Comm. Sys. SIK71EE MEIA0IM =288 ZMTE AR BEESE 2ot SaEl J2(e 7l AN S22 718 195
Vol.7, No.8 pp.195~202 pISSN: 2287-5891 https://doi.org/10.3745/KTCCS.2018.7.8.195

Enhanced Grid—-Based Trajectory Cloaking Method for Efficiency Search
and User Information Protection in Location-Based Services

Ji-Hye Youn' - Doo-Hee Song™ - Tian-Yuan Cai" - Kwang-Jin Park™

ABSTRACT

With the development of location-based applications such as smart phones and GPS navigation, active research is being conducted
to protect location and trajectory privacy. To receive location-related services, users must disclose their exact location to the server.
However, disclosure of users’ location exposes not only their locations but also their trajectory to the server, which can lead to
concerns of privacy violation. Furthermore, users request from the server not only location information but also multimedia information
(photographs, reviews, etc. of the location), and this increases the processing cost of the server and the information to be received by
the user. To solve these problems, this study proposes the EGTC (Enhanced Grid-based Trajectory Cloaking) technique. As with the
existing GTC (Grid-based Trajectory Cloaking) technique, EGTC method divides the user trajectory into grids at the user privacy
level (UPL) and creates a cloaking region in which a random query sequence is determined. In the next step, the necessary
information is received as index by considering the sub-grid cell corresponding to the path through which the user wishes to move as

(x,y). The proposed method ensures the trajectory privacy as with the existing GTC method while reducing the amount of
information the user must listen to. The excellence of the proposed method has been proven through experimental results.
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Algorithm 1.
method

Enhanced Grid-based Trajectory Cloaking

Input : n, L, (Desired privacy level value), ti-tnax (Query time)
Output : ¢
01: Check map information received from LBS server;
02: Set the shortest predicted path to the destination;
03: gridn)=2" = 2" ; /2" = 2" Split into grids

04: Privacy Level=(Li < L, < L, ) s

05: UPL = L, ; //Set your desired privacy level

06: for( k=1 ; k < tmax 5 k++)

07: CR=2"+2";

y (The corresponding cell of the m-th query time)

08 CRc =1t

09: end for

10: for( k=15 k < tpax 5 kt+ )
11ty = rand(%tmat1 5

120 it~ == o)

13 tpar s

14: end if

15 end for

16: for( X=0 5 X < Xpax 5 X++ )
170 forl y=0 5 ¥ < Vimax 5 y++ )
18 sub—grid cell = Cyy)
190 gy = 22 22,

20: end for

21: end for

22: retumn Cyy)

4.4 %

41 WY w5

2 golAE J1E GIC 7'Mt Adsts 7Hel 452
wastgleh 1Es @ el A71E 10m'e A E 49

378 Intel CPU G550 2.6GHz memory 4GBe]i, visual
Crr 602 o] §3te] AP,

[e]
A

Table 1. Summary of Notations Table 2. Experimental Dataset Values
Notation Definition Parameter Dataset values
n grid division value grid 1024 * 1024 (n=10)
i number of distributed grids CR 44 1Ly
La CR selection level sub-grid cell L
- - number of index(m) 10
Ls sub-grid cell selection level
size of one object 8 bytes
tiy~t cell first arrival time ~ - -
(i) ~te(ap cell last arrival time size of c.ell C(.)ordmate 2 bytes
arrival time
010y object coordinate information query section(t) 500, 1000, 1500, 2000
Clxy) sub—grid cell number of object 10000, 15000, 20000, 25000
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