HE H 5 8 3 K
H28 H xM4s. 2018. 8

ISO/IEC JTC 1/SC 27 WG2 H#7] 437]& 24
233t 5%

(]

i

A 7] A3 r|ee

EEHE 2 AL LR AN IT AR, 24 RS 0] st 2 Ego] Hel 2 ol FAE

sy

4353, 3

ok
2

Tt S, Ak, Fgrel dAAel Qaeleh el ool i@ MlaIS B4 A

=371

A7) 5E349 98] 57149193 1/9F2F 27 24 2F 2(ISO/MEC JTC 1/SC 27 WG2)ell4 A aiE 7 glE thA 7]

FE7\%e) EE TS vl

.M &2

2014\l REg 43} «olullo]d  AlSY(The
Imitation Game)”-= #l| 23} A|AINF | FdTo] A}
83} “ofu ] olE AN S | olEalE EALSS
st AA 3kt Bdl 7ol 7]efste] A= o
o] sElgvhe £718]9 d3t dstellA HUdT
L olF o] ar}E 0|83} 3 Kmrt Weolzl A

¢

p

O:

AN S W S A w2 49 A
S sefshs Ae AAS SER olm b A
84 5 shol7] wiell, A2 S41e] hEA] ol
Hamks 53t 2Aste] qhashel AHE 553}
sl S Sl olTh Al 23 AA AL 1FA

Aol FElE Eol WAnh, 1 o] FE vl o
3} FoAL S Fopnh tarled TARAET
ofe} AksiAeol A-g-=o] $-2]2] Ut el §loA=
Sk = 247t itk A derlee s8] FHY A
o] BEIT 717]el A4H oL glom, Ak EiBL(IoT
Internet of Things)] A 847} 52, 7]UA 3} F

Aol gt mE AHRE A $54 3t 9\14.
d37)Ee] oAdte] FrKE b, ARIAYG Fg Aol A
AAZ AFsta AR 5 Sl dr)ee] 55
H2 277k Z7hebA slslon, ol net o2l Yele)
P57l AT EEBE AR A w25

TEAAZ| EEEe1LE Ferleddd] vdTaE

27 2+ 15 2(ISO/IEC JTC 1/SC 27 WG2, ]38} 2+4]
a5 2)ellA+= ol9} 2 b3 7]|%(cryptography and
security mechanisms)dl] 3t F535 35t ¢l
2 mrelM e HE g Az A as 2(WG2)elA A
35 A7 stsrlsel A3t =A BE3) TS Al
ir/} E3], Zharoll 4] olal|FAl | we} Al=te] tEle
E}S}JA o] otsr)ee 2535 AR g

A1 2004 v EE BES (X 1]?Jr Zhl.,
o] Fol wA7] <tEr|&S 18033 <tE dwFE
(Encryption algorithm)ell part3] 18033-3(%% Ji)
18033-4(2EHL®),  291922(7R%F  EZ3),
29192-3(A % ~E-H )7} vk 282 & 258
wo] ubrbEl Ex1E5(1,2,3,4]] EdEo] 9l 45 &
FEE (& 2]9 2k B g oﬂxih 3 T4l
F7h FREA = ol 5 dare]Fel st
o] wid 234 713 == ISO/IEC JTC SC27 3]9)& 7]
FOR A7 Aol 2] AEdit) e R Aed
§-2] olall 5 7] S8l 3 dagFe] FotEE AS
A8 7t A S ARt 7)2e] EAld A2
3 daEEs e 45 $49EAMD) vAE
W7k AY 7128 F41E SHAE| FAg AR

* gopriea 431



30 ISO/IEC JTC 1/SC 27 WG2 WA7] srls A 253} 5%

1. New ITEM Proposal(A] 2& +3 &7]
2. SP(Study Period, &1 7]7})
3. WD(Working draft, A7} ZHE )
4. PDAM(Proposed draft amendment, $]13] %))
5. DAM(Draft amendment, %91 HA))

=)\

Alh

Simon/Specke|t} oz 4 o2 ¢tE dwE]
Z58 SAEAMD)S 3] Wke zlssta glon
2, 919 ol DA 3] Wgo] ke AY, F3t
Aol 4] &E51A Elt)l 1. New ITEM Proposal-> Al

(E 1) &Y 3§ 20M CfRE B2E S5
T No. E AE
18033 | Encryption algorithms
10116 | Mode of operation
Encryption 29192 | Lightweight cryptography

19772 | Authenticated encryption

29150 | Signcryption

Key management 11770 | Key management

and

hash functions 10118 | Hash functions

9798 Entity authentication

Entity -
authentication 20009 Anonyr'nou.s entity
authentication
Message Authentication
Message 9797

Codes (MACs)

authentication
7064 Check character system

Non-repudiation 13888 | Non-repudiation

and 18014 Time stamping services
time-stamping and protocol

Digital signature schemes

9796 .
giving message recovery
14888 D¥g1tal s1gnafures
Digital signature with appendix
20008 Anonymous digital

signatures

18370 | Blind digital signatures

18031 | Random bit generation

Mathematics and 18032 | Prime number generation

cryptographic
primitives

Cryptographic techniques

15946 based on elliptic curves

19592 | Secret sharing

(Z 2) &Y OF 20iM ZZSIE thE7| ot Le2|E
- No g3 duEH
» TDEA GlED)
* MISTY1 (48
« CASTI128 @b
18033-3 | = HIGHT =)
ugoly - AES 1=
* Camellia (4%
* SEED (3=
291922 | = PRESENT =)
(3% * CLEFIA (4
* MUGI (28
* SNOW2.0 & L))
18033-4 | = Rabbit (dvt=)
2EHq} * Decim* =)
5 * KCipher-2(K2) (2+)
. _ ol X
29192-3 Enocoro-128v2 (OE];‘)
(3% * Enocoro-80 (€%)
e * Trivium 7]l

fu

+ % G ES Ak WAoo Ak ¥
%2 online voting= 53 A3 L= ke o]Afo]
slar, AT = F A st
S| Ao 24 5/Fe] EjhE o] glow i) 2.
SP ©l+= New ITEM Proposal &l #l|gkel <
g Zof diste] AAAHLZ AF, =23k )7 elch
717t Foll AFA AlQtE]= 5 dare|Ee] g
= 870 tsfe] o=} i xA R dT ks
2]Z2] oA (security), A% E(maturity) 5
oA Hrista shdgic) SP Al A A2 o
o] Algke 7% g} 3. WD ®HAl= 3] 15| o4 3]

N

dob e W
o o

K

o
=

e

o -
U
—?L

N AR

d

T ot daeg el A3 25 2 AR, 14
3= FA oot BT FohE IS5 ol A=A, 3
9] T+ online votings 53l #2943 HEgte =
AT} 4. PDAM WHAlE B3 298 2391430
sl 3]8lard HHEI FAEY, 39 z=
online votings 53 A=A} j1]7] T= A7)
5. DAM ©HAE FE 44l A=A, &

ku
moEN
=

5]

o
uL o m
ENT =
o Hy

Ea $39079) 23 ol4e] AL, FED
o] 14 ol o] Wirhal] sk A5l Aeisof
o o2 AT ¢F dwE]EE(Simon/Speck,
LEA, Kuznyechik, SM4, SKINNY, Deoxys-BC,
Grain-128A, ZUC, FEA)2 o]} 2b2 3443 S &
3t ©AZE A=A gl



Aun sk (2018, 8) 31

2.1. ISO/IEC JTC SC27 49%} HA|3 3]9|(20141H
10€)

W= NSA(National Security Agency)ell4] 7l&3F
Simon/Speck< 7 EE¢E7|E TFETA A F715}
7] $13}¢] SP “Amendment to ISO/IEC 29192-27% A
z}s}al, Simon/SpeckS FH. 2 A|gkstgich.

2.2. ISO/IEC JTC SC27 504t LI0AloF 2]2](2015
H 53)

Simon/Speck> 7 HUI7| &= AgtE o, 5
Z0]/7) Zo] #o] 32/64, 48/72¢8] 7% AhA o7 &
of eskxiAe] A7} HER S Fetv|eE AR
Simon/Speck 32/64, 48/72%% Ak HA oA A=
t}. 28] 3 Simon/Speck-2 7]& 18033-1[5]Y] M=%
5 due|E 54 Ha QAR ukEeha glont
=3} W7ol Zol|A Simon/Speck] kT3S A3}
7] Aell 711l A S-S 918t SP 717kE 671
o AR A& Aljtstdel. 53] W]el SellA] )
4 2R A W S A
E Fol7] e, s AaE S8t 6714 ¥ 319
A ohA] =) skAtar AlQkalgich. 1E] AL Agte] Hbo}
E994 SP 7]7te] 670 AAFE Sl

2.3. ISO/IEC JTC SC27 51%t QIE 3/9|(20154 10
)

At 3]ellA Fd3} W7ol 29| 272 Spr} o
A=) gl o), g% Simon/Speckell #3te] F7FH<l ok
AR B4 AIE fsz] witell, el 23k
Simon/Speck®| #3HE ZA3}T SP “Amendment
to ISO/IEC 29192-27% Zz3lch #53} A= 44
o] w2} Simon/Speckel] Fal ISO/IEC 29192-2\AMD1
1" WDE ZehiA7t 23 =] gich.

2.4. ISO/IEC JTC SC27 52& O|= 5[2|(20161 4)

543} 7)o ZofA Simon/Speck®] &3 7} NSA
o]7] wlitell, Simon/Speck?] HHA-E A2 & 4= it
1 Fapshsieh. ool ole) VI3t el Aot Sl ok

dae|Fe] 225 TAldE A2 v dAeln, w)7]

2
o

A9l 270 2f3te] tfE 3 daEEE AlSlEe
AN A 2 Aol $oE xYc) 39 AAFR
E 53 34 16, 71 8 W o® WD WAE A
2 ARk (F27F NSASl A% A7} 5 ol
=, NSAZ} %53HE W2¢4)7] Dual_EC_DRBG®]
ol s Alglth= Aol A NSA Zl<d<el Edward
Snowdenel| 9|8 7]1A}8}=$17] wlto]tt.)

2] AJo}ell 4] ISO/IEC 18033-3¢] Ap=+2] B-24}35 9l
Kuznyechiks 53}317] 918 Akl a, ofel wp=}
SP “Inclusion of the block cipher Kuznyechik in
ISO/IEC 18033-370] A]zt=|gjch.

2.5. ISO/IEC JTC SC27 53X UAE $]29|(2016H 10

g)

Simon/Speck-> PDAM A2 218 =| 3]},

2] A|o}9] Kuznyechik= ¥ Wl ¢lo] SPE £ 83}
32 ISO/IEC 18033-3/AMD1 WD A2 #18)=g]ch
oA Aok EE9kE LEAE, T4 E345
SM4E Agtste] SP7} Al2k=E|9lth. LEAS] H5%<l
T3} A& Sl g=re] A3 w7k

SP2] Rapporteurs 23kt

B

2.6. ISO/IEC JTC SC27 54&t FEHE 3[2|(20174
48)

Simon/Speck-> 1280]E  ©luke]
Simon/SpeckS 25 A 9|3} PDAM wHAlol] #1413
o}, o -3] o] NSAel gk EAale] A= it
o]~z}ell, W7o Zol|4] NSAZ} Simon/Speck?] A}
WG ARG AL olA] ek, ekl &
Aol gt oAl sk EF3} Al 3] ubds)
3 F3}) FAE a7slelvh E]ar o]l x]Fe] A
%52} NSAo A= olel& o g AAAME 415 24
glod 71 wA el F7keke HEE A7 A A
E3ksich. olo Wizt AEE 918 PDAM 2HAE A%
3712 Aok

Kuznyechik-> HFtgle] PDAM sHAZ z1 8= ic),

SM42] 73-9- 200613 €] F=oll Al ARE-E AL 9lAHE,
+ME FE T4 9la, AES Hiv] A A 73
vl Fell thgh A He] glglon, o]e] thale] FatollA] =

55 0 Y FREAN A5 S9AAE A

EX MBS

il

i

r_{



32 ISO/IEC JTC 1/SC 27 WG2 WA7] srls A 253} 5%

RS RESE EIEE ISV RSN DER R

AES HH]  60%9] Ryl A %de F
(CRYPTO++ 2lo]E2{E], PC), AES tiv] A5 A
o] Astdhs AL AAF o}, d4) LEA %53} 2
ol glo] F=Fo g HE Hh o2 o] B S g

ou 3o T FAE wolso|a A

= Z2 2 RS WA AAH g F=o] SM4
£ SPE #£#3}w, ISO/IEC 18033-3/AMD2 WD &H|
= AEE

LEAE HH7} $le] ISO/IEC 29192-2/AMD2Z

WD AR A=E i) gh=e] 2153 Eﬂ?(%“m%ﬂ
)7} ISO/IEC 29192-2/AMD29] editor& Sttt
AR R vl=-g AA sk} 2l Ao}, T, e EF
3} k3 e gk witod o] AshA] sl

A A7) d57]se] AR ) o HEe I
gt 2]74-& Wkl SP “State-of-the-art of symmetric

key primitives and related modes of operation”7} 4|

A g)et.

2.7. ISO/IEC JTC SC27 554t =2 3|2|(2017H 108])

Simon/Speckel] gt A4 MNeldFAleE FACR
8 7R AEH R v fAlE o
PDAM ®HAIE 7439t

Kuznyechik-> DAM A5 A]=Fssic)

SM4¢} LEA: 1 Hidigle] PDAM A5 A]#H3}
stk

ISO/IEC JTC SC27 547 frA@= 3]ofelx] SP
“State-of-the-art of symmetric key primitives and
related modes of operation”ol] dt=ollA] He|RE¢T
o] SPE AlAH ZE Alkatsich o= dellA] At
g e HEGS FEAS] ZF3HE 913 ARdAtg]elsd
o, 552} 3]9|ol|4] SP “Suitability of standardization
of format-preserving encryption schemes in ISO/IEC
standards”7} A|2F=E|Qic). FEAS] A=54<e 253 5
A& 93l o] A wpEkeFEtay st e e
% SP®| Rapporteurs Woktl  t]Ee] SP
“State-of-the-art of symmetric key primitives and
related modes of operation”el tweakS A3
tweakable 5% ¢}% 4] SKINNY$} Deoxys-BC7} A
gk=]el SP “Inclusion of SKINNY in ISO/IEC

standard”®} “Inclusion of Deoxys-BC in ISO/IEC
standard”7} A| &= 31t} SKINNY <= tweakable &5
Zo]v, Deoxys-BC=
CAESAR #5523l twekable H54t357|%0]c}.

Ageisle  FuA

2.8. ISO/IEC JTC SC27 564t £= 5/2|(2018\ 4)

Simon/Speckell tdle] ¢1713], NSAd| digh A1,
wtedgh qPAAd o gl gk w 3} zle)o] x|
9ir}. Simon/Speck®] X3}ol w3k 7?4_75} FE(167
F7helA 53} FHAav) 8%, 53} 28 4%, 74 4
7 Ytk o]%F %—EI(ISO/IEC JTCI)"”H
Simon/Speck®] EF3} 2t FAaTA| z1 Ao 3
atod 84 314714 ATkl 2F 2AE gk Ay
Z4] Simon/Speck®] X3} 23 7FAS
ct.

Kuznyechik-= DAM 25 53] F3EolA 213 ol
19F #4, 28 W2 5elo] Hglon® g izt
ol o]t}

SM4¢} LEA= Hbdigle] DAM A= #18=glct,

delrzetsd ¥ SP “Suitability  of

standardization

$4o]

of format-preserving encryption
schemes in ISO/IEC standards”+ HE|R &5 3
& 92 o WolEelw, 5ol Yrluzekiel walel
¥del A W3e] A% vee FAS AL o)
7o) vhe} sp 717e Astalct

2~E" 9}F Grain-128a8} ZUC7} Alot=Ee] Z47]
SP7} A= it} Grain-128a(-7-3)= eSTREAM ZX
AolA 2% DAZIA] F Grains
Folv], ZUC(F)E 3GPPellA] A5 ~EF] ¢1%
ot}

FATE 2B o

ISO\EC ITC 1/SC 27 WG29] A
kel disiA A Rkt Wl o
2o}, 8] 5 2 A ellM Ao EE 2F3} 5}
A el=e] ka2 Adal] $15 2hglo] 1E3] o]
oA 3 gt} | ATAER AW T SC27 WG2
SR 2elA s S A B4 ARk 7
=] old|FAE A aejsle], ks LEAS) e



AR B 5] (2018. 8)

33

BE

(3]

(3]

(e]

d

—

3 FEAQ 983 FF3= Ale)sta gick

ISO/IEC 18033-3:2010, "Information technology
-- Security techniques -- Encryption algorithms --
Part 3:Block ciphers" 2010.

ISO/IEC 18033-4:2011, "Information technology
-- Security techniques -- Encryption algorithms --
Part 4:Stream ciphers" 2011.

ISO/IEC 29192-2:2012, "Information technology
--  Security  techniques --  Lightweight
cryptography -- Part 2:Block ciphers" 2012.
ISO/IEC 29192-3:2012, Information technology
--  Security Lightweight
cryptography -- Part 3:Stream ciphers" 2012.
ISO/IEC 18033-1:2015, "Information technology
-- Security techniques -- Encryption algorithms --

Part 1:General" 2015.

techniques -

Al AN

N

(M A2 )

(Dong yeong Kim)

4 epista o 2

84 2 : gt et 2

19891 549 : Syracuse University
et A

19931 59 : Rensselaer Polytechnic
Insitute 83} vRA}

19991 39~ : gefefstar 5343} wg
aleok: ghesh, AWRS, AR



