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Abstract

In this paper, we propose a robust blind watermarking scheme for high-definition video. In the
embedding process, luminance component of each frame is transformed by 2-dimensional fast
Fourier transform (2D FFT). A secret key is used to generate a matrix of random numbers for
the security of watermark information. The matrix is transformed by inverse steerable pyramid
transform (SPT). We embed the watermark into the low and mid-frequency of 2D FFT
coefficients with the transformed matrix. In the extraction process, the 2D FFT coefficients of
each frame and the transformed matrix are transformed by SPT respectively, to produce two
oriented sub-bands. We extract the watermark from each frame by cross-correlating two
oriented sub-bands. If a video is degraded by some attacks, the watermarks of frames contain
some errors. Thus, we use an ensemble position-based error correcting algorithm to estimate
the errors and correct them. The experimental results show that the proposed watermarking
algorithm is imperceptible and moreover is robust against various attacks. After embedding 64
bits of watermark into each frame, the average peak signal-to-noise ratio between original
frames and embedded frames is 45.7 dB.
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1. Introduction

I n recent years, the development of the Internet and multimedia transmission technology has

led to the explosive growth of the digital video distribution services. The distribution of digital
video contents is getting easier as increasing the network speed and the computing power.
However, the increase of video distribution has led to an issue of illegal distribution.
Copyright infringement has become a serious problem [1-7].

With the rapid increase of the storage capacity, high-definition videos, such as movies,
dramas and entertainment programs, have attracted much attention for illegal distribution. In
[8], authors proposed an image hashing method using block truncation coding. It extracts
perceptual image features from local binary pattern. However, the method can’t extract the
same feature if some parts of the image are cropped. Then the original copyrighted version
can’t be found. In [9], a fragile image watermarking was proposed using pixel-wise recovery
based on overlapping embedding strategy. Fragile watermarking methods are usually used for
content authentication because the watermarks are destructible. However, in this work, we
mainly focus on the robust watermarking which is generally applied to copyright protection. In
[10], a reversible data hiding method was proposed to protect privacy for image content.
However, it is not robust enough to survive various attacks such as noise, compression and
cropping. Recently, discrete wavelet transform (DWT) based watermarking techniques attract
much attention [11-13]. Generally, DWT based watermarking algorithms decompose the
image and embed the watermark into the low level components.

In this paper, we propose a robust blind watermarking algorithm for high-definition video
contents. The main contribution of this work is the robustness against geometrical and
compression attacks. For the security of watermark information, a matrix of random numbers
is generated using a secret key for later embedding. Two transform methods are used to
increase robustness against common image processing distortions such as noise and
compression. One is 2-dimensional fast Fourier transform (2D FFT) [14-17], which is used to
transform the video frames from spatial domain to the frequency domain. The other one is
steerable pyramid transform (SPT) [18-22]. It is aliasing-free and self-inverting. The matrix of
random numbers is transformed by inverse SPT before embedding it into the 2D FFT
coefficients. In the extraction process, SPT is applied to the transformed matrix and the 2D
FFT coefficients to produce oriented sub-bands, respectively. The SPT transforms the image
into several sub-bands of different orientations and scales. Thus, the transformed image is
robust against geometrical attacks. The watermarks are embedded into low and mid-frequency
of 2D FFT coefficients. Thus, they are robust against compression attacks. The watermark of
each frame is extracted based on the cross-correlation between the two oriented sub-bands. If a
video is degraded by some attacks, the watermarks of frames contain some errors. To decrease
the bit error rate (BER) of the extracted watermark, we propose an ensemble position-based
error correcting (EPbEC) algorithm to estimate the errors and automatically correct them. The
EPbEC is motivated by error correcting output codes (ECOC) [23], [24] which is a method of
recovering the classification errors and provides self-correcting abilities. The EPbEC transfers
a multi-label classification problem to a binary classification problem, so that it corrects the bit
errors in the extracted watermark. The experimental results show that the proposed
watermarking algorithm is imperceptible and moreover is robust against various attacks such
as noise, compression and cropping.
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The remainder of this paper is organized as follows. In Section 2, we review the
methodology of the SPT. In Section 3, we give a brief overview of 2D FFT. In Section 4, the
EPbEC algorithm is presented. In Section 5, we present the watermark embedding and
extraction process. Finally, we present the experimental results and discuss the evaluation in
Section 6.

2. Steerable Pyramid Transform

The SPT is a discrete extension of the curvelet transform which captures curves instead of
points. It is a method of multi-resolution image transform like contourlet transform. The
construction of the contourlet transform is based on the directional filter banks. The SPT
retains and improves some advantages and disadvantages of the orthonormal wavelet
transform with steerable orientation decomposition. Its basis functions are localized in
spatial-frequency and space. The aliasing is eliminated.

The SPT divides an image into a set of sub-bands which is localized at different orientations
and scales [18-22]. It is computed using decimation and convolution operations. A high-pass
and a low-pass filters are applied to the target image to produce high-pass and low-pass
sub-bands. The low-pass sub-band is further divided into a low-pass and oriented sub-bands.
The inverse transform reconstructs the original image with the high-pass, low-pass, and the
oriented sub-bands. Fig. 1 shows the structure of the SPT.
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Fig. 1. Structure of SPT

To obtain the perfect reconstruction, some constraints for the filters are defined as follows.
To eliminate the aliasing terms in the sub sampling operation, the narrowband low-pass filter

L; () should be bandlimited.

|I.1':Cd:] | =0, |C¢.."| = ; (1)
where @ indicates the frequency vector of the Fourier domain.
In order to prevent amplitude distortion, the system transfer function should be one.

IHo (eI + 1Lg (o) 12 [1Ly (e} ]* + 1B () I*] = 1 )

where Ho{@) indicates a non-oriented high-pass filter, Ly (e} indicates a low-pass filter and

Blw) jndicates oriented band-pass filter.
The low-pass branch should not be affected by the insertion of recursive portion.
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3. 2-dimensional Fast Fourier Transform

2-dimensional Fourier transform (2D FT) involves two steps of 1-dimensional Fourier
transform (1D FT). First, a 2D FT of a digital image is achieved by transforming each row of
the image, which means replacing each row with its 1D FT as shown in Fig. 2 (a). This first
step obtains an intermediary image in which the vertical axis indicates space and the horizontal
axis indicates frequency. The second step is to transform each column of the intermediate
image by 1D FT as shown in Fig. 2 (b). Fig. 2 (c) shows the result of the 2D FT. The forward
2D FT is defined as (4) and the inverse 2D FT is defined as (5).

Flu,v) = Lw,wrzlm an':-‘f yle~ im ﬁ ) 4
Flx,y) =TW0 TET ply,p)e’ " (55 5)

where * and ¥ denote the pixel coordinates of the image, % and ¥ denote the coordinates of the
transformed image. The WD and HT denote the width and height of the image. To calculate
the transform more efficiently, we use the fast Fourier transform (FFT), which reduces the
complexity of computing the transform from 0(V ) to OCN logz ) where & is the data size.
To perform the 2D FFT instead of the 2D FT, the data size should be power of 2. Thus,
zero-padding scheme is used to achieve the size.

X u u

y v v

(@) (b) (©
Fig. 2. Schematic representation of 2D FT

4. Ensemble Position-based Error Correcting

The EPbEC algorithm uses binary positions of data to correct errors. It is inspired by ECOC,
which is a powerful framework to deal with multi-label classification problems [23], [24]. It
uses the positions of class labels as the objects for optimization. It can further correct
classification errors after feature vector based classification.

First the EPbEC classifies a dataset with the size of ¥ using a classifier algorithm. To obtain
a classification ensemble with the size of M, it iteratively classifies the data and forms an
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M % N ensemble matrix, M| of class labels. We apply this concept to watermark extraction
procedure. Therefore, we combine the watermarks extracted from M frames to obtain an
ensemble matrix EM with size of M XN where NV denotes the length of the watermark. The
elements in EM are labelled with ¢ € {+1. 11 = 1.2 The positions of elements labelled with
crin the Mth row is defined as LP™" where m = 1.2....M_ e extract the labels at position
LP™ % in all rows of EM to form a partial label set PL™ . The number of elements of €t in the
mth row is defined as NL™, and the NLs of both labels compose a set N$™ with size of M x 2,
The ¥isin N5 are reordered in descending order to obtain BN, Then we assign temporary new
labels "¢ to form a new partial label set NFPL,

NPLT = {nc;|RN™ = NST.c, = PLT}}, ©6)
ia=12  j=12,...M, k=12.. NL™

The number of elements corresponding to a ¢ at a position ¥ in NFL s defined as NF. The
NFs of nes at position ¥ compose a set SN ™ Then we extract the index of the maximum
value from the ¥, Theoretically, because of the previous descending ordered BN the index
value should be equal to 1, if there are no or very few errors. Otherwise, the k is defined as ke

and we correct the errors. We find the labels of other elements in EM at the position where the
error occurred as follows:

oc™ = {rlc, = EM;, ,.p = LB}, @)
h=12...Mr=12

We define a 3-dimensional matrix of binary position, EF, for each label at each position of
EM in advance as (8). The similarities of the entire elements to the 9C are calculated using the
BP as follows:

1, ifEMp, = ¢

L

BP, ,1 = [
AL D, otherwise (8)

Sp = LELi BPyy pomatke, =12, N ©)

We ignore the elements which have low similarities to select candidates €2, The binary
positions corresponding to £2 are extracted and accumulated to produce £€ which can imply
the probability of correct labels. The original label of EM at position # in the ™th row will be
replaced by the i, where the € denotes the index of the maximum value in FC. In the
meantime, the binary position of [th index at position ? in the ™th row is set to be 0 and that of

leth index is set to be 1. After processing the whole rows and labels, we can obtain a corrected
ensemble. The final watermark is the average of the corrected ensemble.

5. Proposed Watermarking Scheme

The proposed watermarking scheme is mainly composed of SPT, 2D FFT, correlation, and
EPbEC algorithms. Fig. 3 shows the embedding process. First, each frame of a video is
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converted to the NTSC color space to obtain the luminance component. The luminance
component is then transformed to the frequency domain using 2D FFT. A secret key is used to

generate a /2 * /2 matrix of random numbers. It is expanded to two ™ *  matrices for
high-pass and oriented sub-bands. Each element of the 7/2 * /2 matrix is expanded to 2 * 2
elements of the ™ *# matrix. The inverse SPT transforms the three matrices using one
orientation and produces a ™ ¥ 1 transformed matrix TM_ The transformed matrix is embedded
into the low and mid-frequency of 2D FFT coefficients based on the watermark ¥ as (10). The
embedding region is shown as Fig. 4. The region is divided into ¥ blocks. The size of each
block BLjsn xn,

BL., + ax TM, if w,,=+1

BL = IBLM —ax TM, otherwise (10)

where & denotes the embedding strength and EL’ denotes the marked coefficient block.

Secret key Frame
Randt(;)m RGB to
number NTSC
generation
n/ZXn/2 Luminance
matrix component
Expand
matrix 2D FFT
Two nxn Blocks in
matrices | embedding
region
Inverse SPT ™ ¥
(1 orientation) U Watermark

Inverse 2D
FFT

Marked NTSC to
frame RGB

Fig. 3. Watermark embedding process
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Fig. 4. Embedding region

In the procedure of watermark extraction, the TM is generated in the same way as in the
embedding procedure. Each block of the embedding region of the 2D FFT coefficients and the
TM are transformed by forward SPT with one orientation. Fig. 5 shows the extraction process.
The cross-correlation coefficients £C between the two oriented sub-bands of 2D FFT
coefficient block and the T™ are computed. The cross-correlation results of the components
obtained by orientation decomposition, are more effective than those of the images in the
spatial domain. Therefore, the forward SPT is used in the extracting process, whereas the
inverse SPT is used in the embedding process. The watermark of each frame is extracted based
on the maximum and the minimum correlation peaks as follows:

ot = {+L Imax{CC,.}| = |min{cC,.}|
=t —1, otherwise (11)

where W= is the extracted watermark of a frame.

The EPbEC combines the watermarks of M frames and corrects the errors to produce final
watermark.
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Fig. 5. Watermark extracting process

6. Performance Evaluation

In this section, first we present the performances of the EPbEC algorithm and second we
discuss the evaluation of the proposed watermarking scheme. To carry out the comparisons,
three classification algorithms were used to evaluate the performance of EPbEC, and they
were linear discriminant analysis (LDA) [25], [26], adaboost (AB) of decision tree [27], [28]
and ECOC. We selected Fisher’s iris dataset and wine dataset from the UC Irvine machine
learning repository as experimental data. The evaluation was investigated in terms of
minimum classification error rates (MCER) defined as follows:

MCER = min{%’-‘ x 100%} 12)

where Em indicates the number of sample cases incorrectly classified in ™th classification.
The number of samples ¥ for iris dataset is 150 and for wine dataset is 178. We set the
ensemble size M = 100 and selected 70% of each dataset for training. The test data were

distorted by adding random noises with zero mean value and @ standard deviation. Fig. 6
shows MCERs of the three classification algorithms and those of further corrected results

using EPbEC. We increased the @ from 0.1 to 4 to strongly distort the test data. Fig. 6 (a), (c)
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and (e) show the experimental results of iris dataset. They show the error rates were corrected
about 10%. Fig. 6 (b), (d) and (f) show those of wine dataset. About 20% of error rates were
corrected by EPbEC.
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Fig. 6. MCERs of three classification algorithms and EPbEC

We evaluated the proposed watermarking scheme using 720 x 1280 high-definition videos
‘mobcal’ (sample 1), ‘shields’ (sample 2), ‘stockholm’ (sample 3) and ‘pedestrian_area’
(sample 4). The framerates of the four samples are 50, 50, 59 and 25 fps. Their bitrates are
17529, 15795, 15698 and 3953 kbps. Table 1 shows metadata of the samples.
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Table 1. Metadata of video samples

3447

Properties Samplel Sample2 Sample3 Sample4
Resolution (pixel) 720 *1280 720 *1280 720 *1280 720 *1280
Duration (second) 10 10 10 15

Framerate (fps) 50 50 59 25
Bitrate (kbps) 17529 15795 15698 3953
Number of frames 500 500 590 375

A random number sequence was defined as a watermark. The length of the watermark ¥ was
64 and the size of the transformed matrix * was 32. We performed experiments on an IBM
compatible computer with an i7 3.6 GHz CPU, a 16 GB random-access memory (RAM) and
Windows 8 64 bit OS. The average watermark embedding and extraction time were 0.12 and
0.16s for each frame. The quality of marked frame was measured with peak signal-to-noise
ratio (PSNR). The PSNR is defined as:

255°

where MSE (mean square error) is defined as:

— 1 wwex _Emt
MSE = — Y3 (FR; — FR;) (14)

where FR and FR denote the original and marked frames, and VFX denotes the number of
pixels in a frame.

The embedding strength & was set to be 20. Fig. 7 (a), (c), (e) and (g) show the original
frames and Fig. 7 (b), (d), (f) and (h) show the marked frames of the samples. The average
PSNR and structure similarity index between the original and marked frames are 45.7 dB and
0.98. They show the proposed watermarking algorithm is imperceptible.
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(@) (h)

Fig. 7. Original and marked frames

Fig. 8 (a) shows a frame attacked by adding Gaussian noises with mean of 0 and variance of
0.1. Fig. 8 (b) shows a frame distorted by adding salt & pepper noises with noise density of 0.2.
Fig. 8(c) shows a frame scaled by 50%. Two parameters were used to manipulate the
compression rate. One was framerate and the other was bitrate. Fig. 8(d) shows a frame
compressed by framerate of 15 fps and bitrate of 3000 kbps. Fig. 8 (e) shows a cropped frame
with only 30% of the frame is remained. The BER between the extracted watermark of the
cropped frame and the original watermark was 0%, even though they were seriously damaged.
The BER is defined as follows:

BER = (1 _ number of correct b[rs) % 100%,

numbsr of total bits

(15)

(a) Gaussian Noise (b) Salt & PeperNoise
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() Scaling

(e) Cropping
Fig. 8. Attacked Frames

To evaluate the robustness of the proposed watermarking algorithm, various attacks were
applied to the marked videos. A blind and a non-blind watermarking algorithm were proposed
using SPT in [18] and [19]. We compared the proposed method (SF) with two recent methods.
First one used the SPT and the discrete cosine transform (DCT) [18] (SD). Second one used
the DWT and an alpha blending technique [13] (DA). Table 2 shows the BERs of SF and SD
according to the attacks. The mean of the Gaussian noise was set to be 0 and the variance
ranged from 0.02 to 0.1. The noise density of salt & pepper noise ranged from 0.12 to 0.2.
After adding the Gaussian noises and salt & pepper noises, the BERs of the SF for the four
samples were less than 8%, whereas most BERs of the SD were greater than 10%, which
means the proposed algorithm is robust against noise attack. If the frame size of videos for
watermark extraction is not equal to 720 % 1280 the video will be resized to 720 % 1280
before extraction. After scaling half size of the frame, the BERs of the SF were less than 15%,
whereas half of the BERs of the SD were greater than 20%. The BERs of the SF for sample 2
were greater than 10%, when it was compressed with bitrate of 3000 kbps, whereas those of
the other three samples were less than 2%. The cropping attack removed the areas located at
the center of the frame. Even if we removed 90% of the frame area, the BERS of the SF were
less than 10% showing good performance. Table 3 shows the BERs of DA according to the
attacks. All of the BERs are greater than 30% under the noise attacks. Most of the BERs of the
DA are greater than 10% showing lack of robustness.

Table 2. BERs of SF and SD According to Attacks

Samplel Sample2 Sample3 Sample4
Attacks S [SD |SF [sD |SF [sD |SF |sD
Gaussian
noise (0.02) 0 2543 |0 20.34 |0 14.86 |0 3.34
Gaussian
noise (0.04) 0 27.36 |0 21.88 |0 19.7 |0 7.17
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Gaussian

noise (0.06) | ° 3082 |156 |26.1 |0 24.39 |0 10.14
Gaussian 156 |31.71 |4.69 |26.48 |156 |252 |3.13 |[14.37
noise (0.08)
Gaussian 3.13 [33.03 [6.25 [28.09 [1.56 [28.22 [4.69 |15.75
noise (0.1)
Salt & pepper | 29.01 |0 23.74 |0 21.35 |0 7.78
noise (0.12)
Salt & pepper | 29.96 |0 23.87 |0 21.66 |0 8.36
noise (0.14)
Salt & pepper | 29.99 |156 |24.91 |0 2282 |0 9.07
noise (0.16)
Salt & pepper | ) oo 1315 1313|2546 |0 2414 |156 |12.41
noise (0.18)
Salt & pepper | 5 15 13179 (781 |258 [156 |26.04 |313 |13.36
noise (0.2)

Scaling (0.5) |12.5 |24.94 |14.06 |20.47 |10.94 |9.96 |4.69 |52

Scaling (0.75) |0 22.12 |0 16.05 |0 6.07 |0 0.18

Compression | 37.25 [6.25 |15.47 |0 794 |0 211

(30, 5000)

8‘;%%%5;0” 0 31.86 [4.96 |18.11 |0 11.86 |0 0
é‘(’{"gg%%s)io” 0 41.85 [28.13 {20.22 |0 15.35 |0 8.98
8%%%%5;0” 156 [39.28 [125 |22.76 |0 16.73 |0 1.29
g(‘;%i”g 0 41.48 |0 39.98 |0 39.09 |0 38.88
gg&ging 156 |41.82 |0 40.44 |0 39.74 |0 39.06
é%jo%ing 9.38 |40.63 |9.38 |40.63 [6.25 |40.63 |7.81 |40.63

Rotation (10°) | 1.56 |17.62 [1.56 |15.81 |3.13 |[7.63 |4.69 |1.69

Rotation (20°) |0 20.31 |156 |19.36 [1.56 |[10.51 |6.25 |7.29

Rotation (30°) [1.56 |23.87 |1.56 |21.69 |1.56 |[14.19 |3.13 |9.96
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Rotation (40°) {1.56 |32.02 |1.56 |25.8 |156 |21.26 |3.13 |10.88

Table 3. BERs of DA According to Attacks

Attacks Samplel Sample2 Sample3 Sample4
nG:il;ZS(igf‘oz) 34.95 38.89 34.34 35.6
nG:il;ZS(igT]M) 41.48 44.14 40.04 40.49
nG(f‘igzs(ig%@ 44.55 46.2 43.19 42.83
oise (0.08) | %622 47.24 45.15 4427
oise 1) | 472 47.83 46.39 4522
ﬁﬁ:if‘(g_elnger 45.98 46.54 44.5 43.11
ﬁi!ié“«?iﬂ‘ief 46.77 47.16 45.61 44.02
ﬁi:if‘«?i%‘;ef 47.35 47.61 46.43 147
ﬁg:gf‘(g_el%r;er 47.75 47.94 47.04 45.28
ﬁg:;f(g.ezgper 48.07 48.19 4752 45.77
Scaling (0.5) | 19.41 22.58 25.06 15.08
Scaling (0.75) | 12.65 14.36 19.18 9.39
(CSrgoBoging 28.66 29.73 317 28.77
(C7rgo%ing 37.58 38.02 39.5 37.67
(Cgrgo%mg 46.55 46.63 47.23 46.49
Rotation (10°) | 13.58 154 18.17 12.08
Rotation (20°) | 16.81 18.25 20.85 15.28
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Rotation (30°) | 19.02 20.38 22.8 17.58

Rotation (40°) |20.73 22.14 24.44 19.44

7. Conclusion

In this paper, we proposed a robust blind video watermarking scheme with SPT, 2D FFT, and
EPbEC. The 2D FFT was used to transform the luminance component of each frame to the
frequency domain. Inverse SPT was performed to a matrix of random numbers to produce a
transformed matrix. Watermark was embedded into the low and mid-frequency of 2D FFT
coefficients using the transformed matrix. In the watermark extraction process, the
transformed matrix and the 2D FFT coefficients were transformed by SPT to produce oriented
sub-bands, respectively. Cross-correlation was used to extract the watermark from each frame
with the oriented sub-bands. The EPbEC algorithm was used to estimate the errors of
watermarks and automatically correct them. The experimental results show the PSNR is
greater than 45. After adding strong noises, the BER of watermark is still less than 8%. Even if
90% of the frame area is removed, the BER is still less than 10%.
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