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A Non-Agent based Identification Scheme for
Identifying Database Users in 3-tier System Environments
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Abstract

The changes of internet environment have made services through web application server (WAS) popular.
Accordingly, technical difficulties in identifying users who access databases through WAS were incurred.
In order to solve these problems, many companies adopt an agent-bhased approach for identifying users
by installing additional software on WAS. However, this approach must submit to some disadvantages in
terms of cost, maintenance, and development process. In this paper, we devise an non-agent based
approach for identifying database users in 3-tier environments.
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(Table 1) Market Share of DB Access Control Solution

(Unit : %)
Company Market share
(DB access control)

PNPSECURE 60
WAREVALLEY 20
SINSIWAY 85
SOMANSA 85
BANET 2.86

B3 A2 <Table 2>% Bol&tHI A A 57
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(Table 2) 3-tier DB User Identification Technology
(Order by Market share)

Company Solution Name ii;gg;g;ii

PNPSECURE DBSAFER WAS Agent

WAREVALLEY | Chakra Max WAS Agnet
SINSIWAY PETRA none
SOMANSA DB-i none
BANET MIDDLEMAN none
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(Table 3) Agent vs. Agentless Method
Agent Agentless
* Low cost
. . TS * Efficiency of management
Advantages Lots of information available “No system changes

* All access routes can be controlled

* Accelerating new technology development
« Efficiency in operation

Disadvantages

» System Shutdown Risks
 Server performance degradation
« Difficulty with version control
« Difficulty of operation

* High cost

* Less information available
* Increase network traffic
* Decrease detection rate by sniffing method
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<Figure 1) Network Configuration for Network Packet Analysis
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1) HTTP request
———————————

2 Query request.

2 Query response
-
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<Figure 2> Order of Packets Generated
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<Figure 3> Network Packet Detection Sequence-Based
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<Figure 4> The Overlap of HTTP Requests

192.168.0.13
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<Figure 5y Processed Sequentially
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MySQL 79 Request Query

MySQL 91 Request Query

HTTP 285 HTTP/1.1 200 OK
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<Figure 6y Processed Reversely
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192.168.0.6
192.168.0.3

192.168.0.13
192.168.0.13

HTTP 598 GET /printname2_s1€60.jsp
HTTP 598 GET /printnamel_s1@€0.Jjsp

<Figure 8 HTTP Request Packets
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4014922 -311241 0.00251 8466509 746218 1004329
2125007 12173 0.90328 62114983 -521453 0.096972
9796837 -BEISS4 0897294 4043312 304513 0998184

. .

. .
1108775 -0.19888 0909897 5058721 405347 1005249
9156271 22543 0901976 2960599 -198126 0999339
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Average 0.904786 Average 1.001963

<Figure 9> Average Time Difference Value of Two Pages
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HTTPR 1-QueryR 1 : 1.008992%
HTTPR 1-QueryR 2 : 1.446028%
HTTPR 2-QueryR 1 : 0.504984%
HTTPR 2-QueryR 2 : 0.94202%
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HTTPR 1 15:44:16.115117 192.168.0.6

192.168.0.13 HTTP

590 GET /printname2_s1000.jsp

HTTPR 2 15:44:16.209100 192.168.0.3 192.168.0.13 HTTP 590 GET /printnamel_s1000.jsp
QueryR 1 15:44:17.105322 192.168.3.40 192.168.3.45 MySQL 79 Request Query
QueryR 2 15:44:17.121556 192.168.3.40 192.168.3.45 MySQL 91 Request Query
HTTP 1.008992 Sec Query HTTP 1446028 Sec Query
request | A request request ¥ request
1 1 1 2
HTTP 0.504984 Sec Query HTTP 0.94202 Sec Query
request - " request request ~# request
2 1 2 2

<Figure 10y Case 1 -Calculate Time Difference between Packets

Time Averagel | Average2
Value 0.904786 | 1.001963
1.008992 0.10421 0.00703
0.504984 0.399802 0.496979
1446028 0.54124  0.44406
0.94202 0.03723 0.059943

<Figure 11) Case 1-Calculate the Difference between Time Diffe-
rence Value and Average Value
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<Figure 12> Case 2-Calculate Time Difference between Packets
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