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Abstract  This paper evaluates the achievement of program outcomes using course-embedded assessment for
information security programs. In the case study concerning the development of course-embedded assessment used
in this paper, we evaluate program outcomes using various evaluation tools including the course evaluation data. In
addition, we consider the evaluation rubric and evaluation procedure for course-embedded program outcomes, set
performance criteria, select the probe course with high contribution to the program outcomes according to curriculum
flowchart, set course objectives for the probe course, and explain the rubric for each assessment tool to measure
achievement level. Subsequently, we perform course-embedded program outcomes assessment, based on tests and
projectevaluation tool for each program objectives, and present the achievement levels based analysis results. These
results prove the effectiveness of the proposed course-embedded assessment for program outcomes.

Keywords : Assessment system, Course-embedded assessment, Engineering education, Performance criteria, Program
outcomes, Rubric
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Table 1. Research Procedures of CEA

Procedure Contents
1. 1.1 Select the appropriate program outcomes to meet
Establish program objectives.
program 1.2 Set the relationship between program objectives
outcomes and program outcomes.
2.1 Plan performance tools and evaluation system for
program outcomes assessment.
2.2 Set evaluation tools, rubrics, and evaluation
2. objects for program outcomes achievement
Set up of measurement.
program 2.3 Set performance criteria for CEA-based program
outcomes outcomes performance evaluation.

assessment 24
system

Select probe courses based on the associations of
major courses for program outcomes achievement.

2.5 Establish program outcomes assessment system
for program outcomes achievements with probe
course objectives.

3.1 Define evaluation items for CEA-based program

3 outcomes performance evaluation.
’ 3.2 Perform CEA-based program outcomes assessment
Performance
. on probe courses.
evaluation -
3.3 Make the evaluation results of CEA-based
program outcomes assessment
4 4.1 Analyze achievement level of CEA-based program
’ outcomes
Analysis and - -
. 4.2 Check the point to improve the performance
Inspection

evaluation method from the analysis results.
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Table 2. Program outcomes AR s 22 o= 220 g5 Pt
PO Objectives =3 /\]8‘345 %_%LEE;Q]E 1_;1_]_/\1 =1 HELE, t"j]'—/\g _\11_1_5—:_%—3]
An ability to apply knowledge of mathematics, basic — - = -
PO Q. w7k Hy) 28 =L nlElo O HE-ZE EJF} B
) science, humanities and computer information engineering > 7] e 07}- ]— o= }—o—‘i - 1-”—2 ° =
to problem solving in information security H gkl AE £ = 2 v, 3 £ U Hg
PO | An ability to validate theory or algorithms through o /\6 o] = A =z =0 =) al
gl = 7NFE 58 0] 83s 2 2k 0]
2 formulas or programming ETT ] Lq’ HE ]_'_ o= ]% }—04 e
PO An ability to define problems in the field of information A3} 73 AERAVE 7HY 972 Aldska 9
protection and to plan and conduct experiments to solve g - <
3| ot T}, Table 4ol A% %7} £79F 247 AR 25 9 s
PO An ability to utilize the latest information, research dtete] AdE YERTE Table 5+ Z213 8k
4 findings, and appropr{ate tools,' 1nclud1T1g progra{nmmg 2] 5 _\,}- 1 (POI) 33}7] _ﬂéﬂ o] Ei ‘F‘l‘ 34_7%] Oﬂ /\1 /\}_ %Q
languages, to address issues of information protection.
Ao = Z2=3) 1l 5 = b
PO An ability to design hardware or software systems with = 7]}— _,_gl'— X ‘V’}'Jv— © E% Eﬂ_/':E_Sl}- ﬂ‘v’}'ﬂ }ﬂ._o,] Jg 7}‘9’}'
5 user rfqulrements and realistic constraints taken into 3-4_7]_” Z_}';S /g 7z /\}Oﬂ EH@' —L—f"— r'iJ' EI_O] Jg 7}_ 3'\_53
account.
S 9]3] Al 2= Al8) A = 3 Amsly o)
PO | An ability to contribute to team performance as a team = H iy EH O _’_Zﬂ: ] E ]7 ] S oﬂ EHOH = oo]'-‘— ME}’-
6 member in solving information security issues
PO An' ability to communicate effectively in diverse Table 4. Assessment system for program outcomes
7 environments
An ability to understand the impacts of information Assessment Tools & Program Outcomes
PO . . . References
3 security solutions on safety, economy, society and
: PO| PO| PO| PO| PO| PO| PO| PO| PO| PO
environment
= . . . Tools References 2l sl a4l sl 6l 7l sl ol
PO | An ability to understand professional ethics and social Tost o)
9 responsibility as an information security professional
Report O] 0] O] O] O] O] O O
An ability to recognize the necessity of self-development . Presentation (@] (@] ol O
PO . . . Interview -
10 according to technological environment change and to Portfolio o ol o| o
learn continuously and self-directedly. CEA o o
Interview O| O] O] O] O] O] O] O O] O
Items 6| 4| 44| 4] 2] 42|24
Zg Ao Al ASERE dAdslrd At Max Marks | 30| 20| 20| 20| 20| 20| 10| 10| 20| 20
- - high
djoF st o] 5 Atol Od?ﬂr* Table 3014 UeRATH (alfve) 24| 16| 16| 16| 16| 16| 8 | 8| 16| 16
- Survey | . -
Table 30141 A5H AR S FMYHW)oR 2 S o Y[ I R P N
- Grade | (above)
A, 1
ow
18| 12] 12| 12| 12] 12| 6| 6| 12| 12
(below)

Table 3. Correlation between program objectives and
program outcomes

Program Program Outcomes

Objectives 1 |2 131415161 71819110
Basic Learning S|IS|S  M|IM|M|W|W|W| M
Major Design S|S|S|S|S|S|WIW|W| M
CO}nlnunlatlon wliwlwlwlwlslslImls!|wm
Skill
Comprehensive MiMIMIiMIs I wiMmls Ml s
Thinking
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Table 5. Assessment and evaluation process of PO 1

Interview
Tools Survery
Test CEA
(H):80 or above | (H):70 or above | (H):24 or above
(M):50 or above | (M):40 or above | (M):18 or above
Rubrics (L):50 below (L):40 below (L):18 below
Evaluate solving | Course exam and| Survey material
skills of each level| result attachment attachment
Objects  |All Graduate-to-be
Subjects |3 evaluation staffs of the committee
Execution |Annual November
The program management committee prepares the
Note  |problem by performance level, and evaluates it using the
scoring solution by question and answer in the interview.
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Table 6. Assessment and evaluation process of PO 3

Interview
Tools Survery
Report CEA
(H):80 or above |(H):70 or above |(H):16 or above
(M):50 or above |[(M):40 or above (M):12 or above
R (L):50 below (L):40 below (L):12 below
Rubrics -
Evaluate solving .
.- Course exam and| Survey material
ability of each
result attachment attachment
level
Objects  |All Graduate-to-be
Subjects |3 evaluation staffs of the committee
Execution |{Annual November
The program management committee prepares the
Note problem by performance level, and evaluates it using
the scoring solution by question and answer in the
interview.
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Table 7. Performance criteria for CEA

PO Performance Criteria

Students can apply them to solve given information
security problems based on the main concepts and
theories of mathematics, basic science, humanities
and engineering knowledge.

PO1 | PCI-1

Students can understand a given theory or
algorithm and verify it using formulas or various
programming languages.

PO2 | PC2-1

Students can collect, organize, and analyze data on
the issues raised and then plan and conduct
experiments to define and solve the problems.

PO3 | PC3-1

Students can take advantage of a variety of tools,

po4 | pca-i including up-to-date information, research findings,

and programming language, to solve problems in
the field of information security.

Students can analyze user requirements and realistic
constraints, define the components of the system
that satisfy them, and design hardware or software
systems.

PO5 | PC5-1

Students can set their own goals and team up to
their own problems the field of
information security.

PO6 | PC6-1 |[solve in

Students can write and present clearly to convey

PO7
their knowledge or opinions.

PC7-1

PO Performance Criteria

ros | pCs-1 Students can understand and explain the impact of

information technology on society at large.

Students are able to understand the various jobs

related to the field of information protection and

PO9 | PC9-1

understand the ethical and social responsibilities of
their occupations.

Students have a strong willingness to understand
adapt changes the technology
environment in the field of information protection,

and to in

PO10 | PC10-1

and are able to conduct self-directed learning in

order to continuously acquire new knowledge.
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Table 8. Contribution informations in major curriculum

Program outcomes
Course PO|PO|PO| PO|PO| PO| PO|PO| PO| PO
1 21314151671 819]10
Data Structure M| S|S M M| M| M

Network Security I | M| W | S | M | W M w

System Security M|M|M|S|M W w

Database Security |M | M| S| S |M| S |[M|W
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Table 9. Probe courses and program outcomes for CEA

Probe course

To integrate the program outcomes level on basic knowledge
application ability with the curriculum and reflect it in the
improvement of education.

PO
1

PO |To integrate the program outcomes level on design ability
3 |with the curriculum and reflect it in the improvement of education
course . .

type| gra.|term hourcredit|theory|design|exper. | req.|assoc.
name
Data requi

Eng| 2| 1| 4] 3 1 1 1 M

Structure| & red

Datab:

A lpel 3| 2033 1|1 |1 "M s

Security red
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Table 12. Evaluation items of data structure for CEA
. . Probe L.
Table 10. Course learning objectives of probe courses Course | O | CLO Evaluation items
Probe CLO(Course Learning Objectives) 1) midterm 3 .
Course 'We use the Big Oh notation to express the
cLol Can understand the basic concepts of data CLOLI [time complexity of the algorithm. Find the
Data Ztmcn'lrel t and understand the proposed aBli%)ﬁt(lfr]rlls(l\f/i)lt/l le;l)Ch o e Tolloving
en .
Structure | CLO2 alag‘;ﬁlt:‘[‘;em prop PO 2)gf b
. in
2/1
@ Can develop an algorithm that is more efficient We want to search for 11 through binary
CLo3 than the existing algorithm. CLO2 [search(interpolated search) for sorted (1, 2.
- Dat: - 2
CLO1 |Can understand the concept of database security. Struitire 8, 9, 11, 19, 29). Describe the process step
Can use the latest technologies and tools to by step(MM 15).
CLO2 |assess vulnerabilities in your database and 3) Report
Datab‘tise design countermeasures. The design task is to create a program that
Se(?/l;)ty CLO3 Can address design issues to address database allows students to play cards using the
security issues by reflecting realistic constraints. PO3 | CLO3 |stack they have learned. Participants
Can create a design that can achieve the goal of perform tasks on a team-by-team basis and
CLO4 the set subject. preszlt( 1\21131 I;;l)llts with presentations and
reports .
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Table 11. Program outcomes achievement evaluation % olth e}l WIE SHEE 2(CLO2) “AAE g
system based on CEA e L s e o g
— 2o R ol 4 Ak Bl ddow 44
rove PO | CLO | tools Achievement rubrics Al HAETE =% - A BTl o =Tk
Course 3 AARE SAsth Z2ad SRS S
CLO1 | test |medium level: 60% or above TAL 38 E3lal 7] e A W LEle. BkAlg 0%
POI (high:70%-~, medium:40%~70%, b3 ER Ak o8 FES gl H
Data CLOZ | test |iow40%) © 2 gaksle] POI(%)E UEFNSLAL, o2 AHH, 700]
Structure medium level: 60% or above
A== A 1] af il t} A =
PO3 | CLO3 | report |(high:80%~, medium:50%~80%, O)/?(M’ 400 ]O 70 ] )/O}—(L 40 ] ) 3‘“7:“E "4
low:-50%) sze vaaon. Tead aATRe 9ael 2
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POl | CLO2 | test |(high:70%~, medium:40%~70%, 9 RINZ VlEeR 1008 wem st
Database CLO3 | test |low:~40%) PO3(%)= AL AHE 2ol izt Hr71= A alst
Security medium level: 60% or above = = .
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Table 13. Evaluation result of data structure by CEA

PO1 PO1 PO3 Achieved
Student | (MMI5) | (MM15) | (MM30) PO(%) level
No. . final PO1 | PO3
midterm3 ) report o) | @) POl | PO3
20xxxx00 5 15 24 67 80 | M) | (H)
20xxxx97 0 0 12 0 40 | @O | @
20xxxx01 15 0 21 50 70 | M) | M)
00cx74] 0 ] o [ 2t Jolw]o]mm
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Table 14. Evaluation item of database security for
CEA

Course

PO | CLO Evaluation items

name

1) midterm 2

Write security objectives in the information
security and explain the relationship
between security objectives(MM 10).

CLO1

2) midterm 5

Describe the defense in depth strategies
and risk management procedures
information systems(MM 107).

CLO2

PO1 for

3) final 5

We want to implement network level data
encryption
environment. Briefly describe
encryption methods. (MM 127%).

Database

Security CLO3

in a database service

network

4) report

Students the
concepts of security risk factors specified
in Top 10 of the OWASP and understand
attack procedures and countermeasures.
Participants ~ perform  tasks
team-by-team basis and present their results
with presentations and reports(MM 20).
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Table 15. Evaluation result of database security by

CEA
PO1 PO1 PO1 PO3 Achieved
Student | \ivigo) [ovmiz)vmio)viv20)|  TOC0 | fevel
No. mid 2 | mid 5 | final 5| report | POl | PO3 |PO1|PO3
20xcx32| 8 10 | 12 | 17 |98 |@|m@
20xxxx72| 0 3 0 14 [o|l0lolm
20xxxx2l| 10 6 9 13 78|65 ||
200cxx1s] 10 ] o [ 2 ] 10 [eo]so o]
6. 43 = F7t A3 A4 H R
AL w0 AAE B 8 dAdE
At ) et s = dto
Table 139] 24 ZAEHE A5T2 b gt
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S Fig 1, Fig. 20 Lbekaich

No. of Students

0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 B0 85 50
Score

Fig. 1. Achievement histogram of data structure(PO1)
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No. of Students
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Score

Fig. 2. Achievement histogram of data structure(PO3)
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Table 16. Summary of data structure achievement
No. of proportion
Score Students (%)
(H) 70 or above 23 2
PO1 ™M) 40 or above 10 32
L) 40 below 15 66
(H) 80 or above 32 73
PO2 ™M) 50 or above 9 20
(L) 50 below 3 7
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Fig. 49} 2t}
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wooB W @

™~

5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100

Score

Fig. 3. Achievement histogram of database security(PO1)
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2 1
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Score

Fig. 4. Achievement histogram of database security(PO3)
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Table 17. Summary of database security achievement

No. of proportion

Score Students (%)

(H) 70 or above 18 39

PO1 ™M) 40 or above 12 35

L) 40 below 12 26

(H) 80 or above 18 39

PO2 ™M) 50 or above 28 61

(L) 50 below - -
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