Journal of Service Research and Studies http://dx.doi.org/10.18807/jsrs.2018.8.2.041

Holg F4d 7|wE & HolHHL 2@ E AT
AEAZE 37 A o ?l*

04

R, ASF, I

5 i
[ 4.2 dlojeol~ 2374 HATE =&
1L A& 5 A7 A% 2 A%
2. 34 a7y 5.1 glojEjulo]x +Y7te] HeE A7
2.1 vlojEfmo] 2~ &4 2 EAA 5.2 HlolEflo] 2 Y¥ALE 1
2.2 dojeuo]x 4] #E A *+¥7E] e
3. dlojErlo]x Lde] AT 5.3 dlolEuo] 2 g7ty HAHgE
3.1 dlojEirjo)x g e] Wk AT 233 |t
3.2 dloleujo]x A +F7te 5.4 tlolEuo] 2 g7ty M gEe
AR a4 AR Zgo 2 AE7 JEH
4. HlolEwlolx g7 HAgE A 6. 42 ¥ =9
4.1 "loJeol 2 97t A FuEF
A3l ik Abstract
[+ 4=l;

=
rx
it
}L
i)
2! o
b
oot
Bty
o
to i
e
3£
s
o
it
N
=
o
fru
N
i)
o
He,
=
2
Fd
N
i
o
off
il
M
N X
>
it
ol
baed
H
b
o\
N
il
il
Sh

E“ A3}, H]OlEi 4o 7]‘?}% H]OIEM]Olé +9ug] e AdE e AAFE skl Eile] ARl

BE HAgE dia vl v vebgth =3 0] el Al F8elel 23Tt St
B ATE FlA ARA2E STk 7199 diolE &daE]e] sy o]F &8st AL 5 e Aotk

A dojEnels £GHe, HelElme] s Falwe, HolEuolx pe, ol Fa, FEALE 2FH

ArY0189 449 269), FAHY(1AR 20189 649 179), ﬂ]xﬂwé%l(zolsbﬂ 64 19%)

* B e A Axuidta FEEANY F3 A = S 45 FAs AT Ade HPUTh
s 1A2)L A= AREANETY HRA B A £, J.dragon88@1cloud.com

wor 02}, A etw AREAYEY ARA2E7E] 2w dskimb4@naver.com

weex WA AL, At AFEFeHE 39 24, dkmin@konkuk.ac.kr

41



Me|A¢T, HMBH M2Z, 2018.6

1. ME

[T ARIZE o]83h] 913 B4l Hulol~E
o] o= <lst, JNIMFE 7|97 B
tlolElE AAketal &8st 7HxE A=t
ol HoJE] AfH|2 A2 1x 4615902 A
tlolE] AbdellA B FES At glom, <t
AAola FA & AH|2E 7] ) HolH &
¥ 9 FoAel A3 ¥ STkl SltkKorea
Data Institute, 2016).

T8y EMColA] AlZAP S die Bl ofgst
o] ZA}gE GDPI(Global Data Protection Index) 337
Aol W2, =9 HlojE] AHIAE ke 2AE
ol tlole] Hejel o =2 Ht H]JLOF’% =
%;HOI AX A|2H" Aollo] AFH o]y £4
Aol B Aow ZAPQ Aok mEZE A —‘:Xﬂ
of thgh A= A titkre Al2H
oju} dlolEE %‘rd?ﬂ %:r“% ZRle] glokar ok
Aoz ZAEAKDell EMC, 2016). A MAZ o=
tlolE] AulA 4H4e] o] FE5EE XA
+@H7E FasiA L e, A dlolEE AR
kol AMHIAE sk Sk 2259 HlolH &3
e As=rt A4 4 Z\i QO‘QE}.

A ARA2E 7EE 7
A T, AN, AR, AR

= TR F2 ﬂw% FHoE 79S

Z
Lm
o
B

] /\ﬁﬂl/\ s, *ﬂﬁl’\ Ahe] 27k FY

gl ﬂﬂﬁ E~'6H fxﬂﬂﬁr 7H ek =&3te] /A

3} Itk (Korea Information Technology Promotion

Agency, 2008) 1%id] Holg] 2L 71‘:&_§ s

L8 Wslsle tlolE gl tha B2 tloldE

7|9re] MH|2E Sk 719 HAE F ’“—E%’“ e

AEol AR HeolH & #EE 913 BYsle
]

N T3l MstEe dAadEs v =7e0

g ARoA a&For Agate] FPskal YA X
3t oJung, 2012; Lee, et al, 2011, Yoo, 2015).

ueba B Ao E ARAIZE ZHE]e] YAl
A 71E NZ-EEFuAl AAAEY] FAHEE vt
ofste] dlole] 4| 7|9k & &3] WHER
w3aEe] el aRHew FgE F 3
557 H**%“ﬂ*a AASR=E] F2o] Qleh.

= glojguo]~ £97d] AAJES w=31] 9
il

sl @UCIENEAS HolEEIUZAE
TR F, dojeilol: eyn] Y e
Baste] Ao AEY % ol e9uY HATE
& 528aA

Azl d-e] widez A
dlolEmlel2 Jue] 3 ZAY, uiele] Al
28 98] ARES AR #ejaas Ve
o= AdAS Flsto] tojguolx A 9
e dgs AuEnh ASRelAs Tkt HlolH

2 A W] AFE F3t ElofEulol

RN
2 2RBYS AT FRALY 29 o)

gt Xﬂ%‘oﬂfﬂb °4?L°1W Xﬂ/\lﬂ HlolEi LR
o 7|Hke- & dlolEjHo]~ 37 AAEe] g

S[A3 M-S AZsith w3 AN AL uE
A¥E HolEulolx 9142 3 o] = A
BrEe] QlEE Folo] WP Ag7b s
B B oS SRl wAERl A6ReAE 7

Ao ololol G5 BTHAZ FAT] I,

2.

pc]

=

o
-4

[

2.1 Go|EjH0|~ 2 H EXME

2.1.1 0|E{Hj0 |~ 2H



Hole Z&of 7IgEle & Ho[EHo|~

I'-IO
rt—-l
fil)
i
do
r.?'_
2
)
I'-|0
02
0y
o
=
>
OII
)

Aol F w2

A1H]

28 A7) Skl

HoEl2 883 Mu|AZ = 2/9=gole] 7Y

S AAHRIETFA JAIE0] AHIAE Sletd B9
e A= 630}3_’ Aom LA AL shar
AT E=IE B 7|Yol ﬂif\]i‘%‘j‘ 3oy A
S 7Hko g A|A Ao A vt 2
AEE AZ aﬂl*ﬂ—rﬂ :r“é, W7, A5, Al
b & aElsle] 9 Fdskal Stk A
BHAI2E fgue] AR 10t #ejess AR
© Tab. 2-13 o] AASIE JciMinistry of

Information

and Communication, 2005).

Tab. 2-1 Ten management elements for performing

operation - resource mapping table

Management
Hardware Software Database Network
Element
Configuration
and change (@] @) © @)
management
Operation status
management © © © ©
Performance
management © o © ©
Incident and
problem ©) @) © o
management
Security
management o © © ©
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User support
management o © © O
management of
computer room © © O O
Operation
outsourcing O O O O
management
Budget
management O o O O
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Fig. 2-1 Maturity level of data quality management
by industry
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Tab. 2-2 Overseas | Domestic operation guidelines
and database relevance by audit perspective

Overseas Domestic
Audit D?tabase Infsoyrgtnéir;ion Information
. ITIL v3 CobiT v4.1 | relevance system
Perspedtive|  ocecs process mgger ation operation audit
agement ideline
guideline au
. . Configuration/c . .
e | X o et
aget management agel
Functional| ~ Volume Perfomélance/ca o Capacity capacity
management mmp:getr}rllent management | management
Data ‘ Backup
X management © management X
Integrity X X X X X
. Customer Manage .
. Service desk support advice O user support Service desk
Convenienc g
e ustomer -
oo, (U i) o | |Commatin
management aming agel
; ; Incident/
s Incident Incident
Stability X © problem
management management management
Security  [System Securit; o Security Security
management Secure management | management
Security Physical
 IYSIC [Computer room|
S e I =
o Performance
Availability X ) Performance availability
management management management
Efficiency -
Operations Operations o Opggggnal Result
management | management management management
.| Service level | Service level Service level | Service level
Conformity management | management o management | management
Change Shape o) (bnfiguragon/c Change
management | management management management
! Release Release
Consistency management X o X management
Service Service Service Service
permanence | permanence (@] permanence | permanence
management | management management | management

46

Mo
of
)
o
XN
il

Y5 At

7} %ok
3. HiojE{H|0]&

2unI 97

3.1 HiO[Ejtjo|~ 2HE=| Yot g7t

golel 2o 7Iike & 2F8E Hst] ©l
olgjro]z FHA, H gle]

Elols EAuL FlE AT BA
.

3.1.1 0| E2izk2| 7|2 24

tlojejHo] 2 FAATY] 7[R ahdE HMUEFA
F={(Critical to Quality, CTQ), dlol8 #F&=|3&([Data
Quality Index, DQD, YF2l(Business Rule, BR), Hl
ole] Quiq, FEH 2 AASA, tloly FE#
g =77F AtiKo, 2011 Jeon, 2015). S4lEH &=
< 6 AlmellA FEiEoxl gol& dlojE FHEH
2] BHA HlolH ] AZETt ARSAL ZEA 2
oF ohkst A A B FollA 7199 A0l
S IS v FEHY WY ARIE
< ougth dloly FEAFEE AR AREAR]
Aol A HlolE7d AAEL BEjH J=AE
Atk 7+ 7|lEs skt Bed Aolh
JF-HEE dolge] grol AMA aFARRS 7]t

JIN' J}ﬂ



colef Z=of gt

te & ClolE#o|A 2YLIE 25t FE.

o2 AR JRFHol Hose] Ao tha
aHolth. WAoo Ao WE A 9%
F4 o5 Asle] 449 Holes OFE 323

Aot vlojg Ul tlolE 9] o=
3

AlZCHH, 54, A g Ak dolee] 4
o] B AL JhAnk =3 dolEE wels
AN, HelEel tek 12 Belel A4 B
2 2= 7l etk FAWt 9 4USg 3ol
FAB/KE HolH F4 vel 94E vigow ¥

= ;(]_,_—5H /\-] ngb'} Uﬂ,{ﬂ—é- u].F/l-_i 7l /\].%]_/] 7]

JE FEAHMHARE EF3t HrksHAl Aok A
S4L FE 2 7I90NA LRt 1ol oste] A
HZAo] o] FA 1 Q= EACE Fh=To]E

F5dollM= =& Hel(Balanced  Scorecard,
BSOE 283 AA5A S 7lolssta Stk

7199 doly F4#E] AASAY] ZEA2 w
g 7R 4 9S4, ROE =53 295
7o g ExE B LAk a3y 22 Ul
S A W 242 s 149 Bl o
FE FE 7AEE SA IT Qlzge| oig &
AR I AFA AHE ERIE & At} HlolH
FARY =7 T d=gte] 3o we F43
glolee] Z7I2 WAe doly FAREE By &
Ao R F3sy] Sl 7 71N =Yske &5
S i)
1SO 8000-150: mk~E dlole] EdAe] ZH YUY
A= #AY vlolH gholy F2le] BE3E 7IHke.
2 k= HlolE F4le FEH tig
Ale] H= oF7F vHEEWA BEE EAES
s|dstaal AEE Tt dlole] 4o #AES Y%
ZEA29) dTg Aogt FAEFCE ol Fg

3-1¢} ZtHISO, 201D).

X 2] 0]

LS

47

Data
operations

Data quality
monitoring

Data quality
improvement

Data

| bata Data stewardship :
|

] architecture
management

Data quality
planning fflew

management

Data Data quality
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cause analysis

carrection

_______ L

Fig. 3-1 1SO 8000-150, A master data quality
management framework
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Data Quality Index(DQI)

Data Quality Management
Maturity Level(S)

Data Quality Management
Process(8)

Fig. 3-2 Data quality management maturity model
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Tab. 3-1 Data quality standards and processes and
maturity level associations

alit :
Quality Detailed criteria Maturity level
standard T2 [3 45

Manage data usage
(Business Rules) ViV ViV

Manage data standards
(Code and Domain v v
Standard management)

Data ownership
management v v
(User perspective)
Data structure
management Redundant | v | v | v | V
data)

Division

Accuracy

Data structure
management (Referential | v | v | v | v
effectiven integrity management)
ess

Data Flow management
(Flow metabolism vVi|iv|iv]|v
management)
Consistency v
Manage data standards
(Standard term v v
management)

Manage data standards
(Code and Domain v v
Standard management)

Data ownership
management (Manager’s v v
perspective)

Requirements management]
(Functional management) VIV

Data structure
management (Flexibility v
management)

Usefulness

Manage data usage
(Monitoring utilization)
Manage user view v v v v
Data structure v

management (Integrated | v/ v v
management)

Accessibility

Usability
Requirements management)
(Non-function vVi|iv|iv]|v
management)

Data Flow management
(Flow Cycle v I v iv]v |V
management)

Timeliness

Database management
(Performance v v
management)

Database management v v

Security (Security management)
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tlolEHlo] 2~ FEHE] 7]F 7= Holy #4
e Ay deoly F2vd 7 e A
T ARE o= T =wddA “Hely #F
2 712 A7 Bl o WYEKim, 2013)3} g=Hle]
EZI5HY 7lole AzolA  “HolE FE 7IE”
< AFAstd AEskithKorea
Promotion Agency, 2012).

dle] Aol ME= The Centre for Information
Quality Management (CIQM)olA= 1070] wlo]E]
F4 71¥5 AYsta 9em, MT’s Total Data
Quality Management (TDQM)olAE= 770<] Holg &
2 7% AYsta ok =5y ATelAe el
o] w=RojA= [SOMEC2012 7Hes % 6714 &
A3 197HA19] § 549 doly Fd HrideS
AABEL o, FAZY =RoAlAE 7129 Hlo

B 97} 712 99159 S SYsH B 5
HolAlel Bh 99152 #g3iel 9 I wole]
B7h B AN ek EF A5 =R
A= ISOMECO126 71¥ko 2 % 6711 B35 157}
o ¥ 542 AN Yk olH vlole F47]

& 7SS Agskd ol Tab. 3-29F 2tk

Database

Tab. 3-2 Comparison of data quality standards of
data quality management maturity model

Overseas Domestic
Data Quality management
Mature model coM | MIT | Hye Jung | Hyun Jin | su gyeong
Data quality standards DIQM | Jeong Hong Kim
historicity v v v v v
compatibility v v v
Accuracy -
correlation
FEssentiality v v
Coherence v v v v
Consistency | Correspondence v V4 v v
Integrity v v
Usefulness Sufficiency v v v
flexibility v v
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Usability v v
Traceability v v
| Timeliness | Timeness | v | v v v v |
accessibility accessibility v v v
Protection v %
Security Accountability
stability

U] AgelA dHole FEE& Wrishr] 9%t
7S AASRL Ak ZHzre] ATellA A9
ol 7IEEe] HE YuE ARSEHE B¢
I, 22 uE VM R Qe ZloE SRidnh
5] AALE Holy FA7]E A7 o2 AR
22 ouE Beojd v wl$ F83 VEYs
A3k

grHlo|EREe] HolE oplEH A&7t 7t
oleS HY dHolH AAHKS) Aske Qagle]
He W= ofEgAolda Holg o] HARsl
10%=2 7V B HE AAsia 9on, 1 FH=
tloJEfrlo]l AT YRR 20%, AlZ-E HARI
15%, St=do] Blax 5%S 2ABhe Aoz 3Rl
ok 7P B Ak 8RloE SRld ofE
Ao dolEo]2 AAlA S ZAR <IgH
QRlo|A= 1/Ov| &S 70%, CPU H3} 15%, W=
Fat 10%, 71ek 5%% ofEgAolAdA AgEE
Fejolo] mlEgo] FH FAE Fl¥rKorea
Database Promotion Agency, 2013). ©]&3F Al%-2
NAde] $3 A WHoE ol Fg 3-39F 2o]
tlolE] olF|Elx HE7} 7ol =oll A AAISkaL Ut
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&TJ

!
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DBMS external environment
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DEMS instance
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<
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Fig. 3-3 Database performance improvement
approach
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Tab. 3-3 The relevance of information system
operation audit and database quality certification

Audit  [Information sy%tiem Delatabase DOCMVS I
. operation audit | relevance DQC-M Addition and
Perspective guideline Complement
Manage data usage | DQC-V (Business
(Business Rules) Rules)
Manage data
Configurati (@dew%argg i
iguration and domain .
management (@] standards DQC-V (domain)
, management)
Functional Data ownership
Management (user
perspective)
Capacity
management ) X
Integrity X X
Service desk @] X
Convenience Communication .
management
5 Incident / Problem|
Stability managermernt (@) X
(DB acees contrl
. Database access control,
: Security encryption,
Security management ) M?sléigﬁ?%m work Billing,
¥ vulnerability
analysis)
Requirements
Management
(No[r)]—fun}:c]'dona])
ata Flow
Performance / Menagement
Efficien LA © (Flow Cycle
y age Management)
Database
Management
(Performance)
Result X
management
Requirements
- Service level Management
Conformity management o (Functional)
Data structure
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management
(Flexibility
management)
Manage data usage
(Monitorin
utilization

Manage user view
Data structure
management
(Integrated
management)
Data structure
management
(Redundant data and|
reference
Integrity)
Data Flow
Management
(Flow metabolism
management)
Manage data DQC-V

standards ;
(Standard term | BUSIESS e,
management) a
Data ownership
Management
(manager
perspective)

X

Change -
management ©

Consistency

Release o
Management
Service durability o

management

X

o
s A W

slojEfmlo] 2 Bdo] ul-¢-

¢ Avine Asihed del wodel T4
AV G, olF wiFon i
2elel W= DOCMVS M5
3k ofe) Tab. 34 o Ak

M 12 of
[0 d

Mo
of

i=R=S
T=

£

Tab. 3-4 Including DQC-MVS by business type /

audit point
Business ) ) DQC-MVS
Audt | Audl | paie check items | chieck st | Remarks
type oint domain Included
Configuration Hardware,
Service management X Sﬁétt‘\’;grr%
support - Mainly check
ange management] X element
Performance / Includes some
System - Availability I  Insufficient
operation ) management items to check
Service
Deli
very From a
Security A structural point
management of view,
Access
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Jo deHo® e e9dt V1A
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4. tjo[E{Hl0]~ 2T HASS L
4.1 CO[EfHIo |~ 2| JHMe| ixis} ek
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Tab. 4-1 Financial and communication / media
industry results of data quality management

activities
Data Quality ) Probahility of
ement Detail significance B T VIE
Code and
%&ﬂéﬁa domain 0.000 0.166 2343 1519
standards,

Standard term
management
Manuagcéedatﬁ Business rule | 0.000 0.29 4300 1519
Performance
Database mageacgfnngﬁmv 0.002 0.227 3.107 2,094
management management

tole FA¥Y 5 FolA= tlole FFue
(8=0.166), dlole Z-&H=|(3=0.299), Tlo]ElH|o]2~
H(B=0.227)7F AHEARe] HlolE FEdY 59
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oot AR ZEAGE SRS ok
& gEow MACE Al WA, vlole FEue 7
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£ uge® 2593t Chen Liu, Zel¢- 2| 2789
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2] AARES F7H RS

A THAE HEoR HolEuel 9 Zﬂ
Aol A=} Wakel DQC-MVS+E Fg. 4-19) 2
o] =&tk

UNA )

| DQC-MVS Integration

Information system operation audit guideline
database relevance

I Il

Dataquality Check the query
management (soL)
activities

- =

Optimization direction of operational
audit items based on data quality
management

Fig. 4-1 Optimization direction of database
operational audit item improvement
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Tab. 4-2 DQC-MVS+ based database operation audit

summary
Information DOC-MVS+
Management 12Lr1dit Audit system . bac Addition and
ea | perspective |operation audit -]
clement guideline Complement
Data archrtecture
Expert guides,
Performance / Database However,
efficiency Availability ent | Chen Liu, Tae
Senvi management | (Performance) | Woo Kim and
Database [TV others
support Two papers
Database DC-S
Security Security management @gr?;g?ss
(security) encryotio
cryption,
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Work settlement,

vulnerability
analysis)
Manage data
usage
Configuraton | Sl
. iguration stan
Functional management (Code and DQC-V
Service Domain
Delivery| Standard (Business rules,
management) domain)
. Managdc;ir %;éta
. ange stan
consistency management | (Standard term
management)
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Tab. 4-3 Whether the query-based inspection
control item is included in DQC-M

Tab. 4-4 Check items of DQC-S are included in
DQC-M

Query-based inspection control items Data DQC-M
architecture Database
Audit Area Check basic items expert guide | Management
(Performance)
Are any standard guidelines fo
Crgggbﬁélﬁry database query making and detailed 0 X
standards  gUidance  established and are the
management in the most updated status?
lnsémc’_cional Are workers trained in relation to thg
Whgjtl{iugrgto puidelines for database performance] O X
perform management and others?
Create query
Establish |[Are there any database performance] 0 X
detailed  fmprovement procedure and method?
standards
Instructional
training | Are the roles and responsibilities defined 0 X
Whether to for database performance management?
perform
QEery | ofimized database queri
queries
oll)%g%i%n Whether it is implemented 0 0
SQL Did you periodically perform SQU
Performance performance checks to perform SQU O O
check  foptimization?
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DQC-S (system operation) DQC-M
[Database Management
Control area Control goal (security)
DB security policy X
. establishment
Planning and
Investigation Risk assessment X
S Define DB security X
chn‘}un% requirements
And Security and DB security construction X
management protection DB security training X
Monitoring and DB security monitoring X
thank DB security audit X
Access control | System operation [DB security system operation [0}
Encryption | System operation |DB security system operation (0]
Work Approval| System operation |DB security system operation|
Vlfgag%ty System operation |DB security system operation| 0
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Tab. 4-5 Whether check items of DQC-V are
included in DQC-M (configuration management)

DQC-V DQC-M
e | 0
- atabase tan
Authentication Level (gQC,V s DQC,Xul Manﬁement of| n%ac?%gemegt
i lomain) siness Rules)|  utilization le an
(Bata matching rate) Business Rules) Domain standard
management)
Silver Class
(95.510% or more) Number Officials,
Gld Cass | amoun Broducs N A
(97.700% or more) uantity, clivities, et
e ———— etc skip) | & V('k?s')ec'
Platinum Class SKIp
(99.977% or more)
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Tab. 4-7 Result of database service delivery

DQC-MVS+ wi7g¥te] Hadae 71€ 9429 -
checklist
T2 T2
WA DQC-Me] wlolelmlo]x ¥3 uj(EF SE—
Review item
‘g‘o] “7’_]'3])9’]' 3201'01]/\1 DQC—M‘VJ' DQC VZJ‘Q] ¥ %}‘é Basic check
- — = items level| code DQC-MVS + Checklist
< 7Hke 2 DQC-VY AAsk=o] DQC-Mol| =3t
o 1- Are any standard guidelines for database query making
o RE ZRIshd o} Tab. 4-69F 2tk PEIl fnd detalled guidance established and are  they
1 Imanagement in the most updated status?
PE12 jja%reb workerrfs trained in relation todth?h gu‘jyde]in@s for
. . tabase performance management and others?
Tab. 4-6 Whether the check item of DQC-V is :
2 [ pE21 Agge dﬁqueeréem da;}éthgg(gabase performance  improvement
1 i Perf -
included in DQC-M (change management) manee ! o2z | Are the roles and responsibiiies defined fordatabase
management rformance management?
. ) Are internal and external experts utilized to respond to
Dc-v Dc-M 3 | PEZ3 database performance requirements?
o PE24 Is the database performance managed periodically across
Authentication Level|  poc-v DQC-V | Database standard management fhe entire company?
(Data matching rate)| (domain)  (Business Rules) ~(Standard term management) T the database performance related quality indication
4 PE25 jmanaged and are activities to improve it performed
Siver Class NUMmDer, Ornciass, N N —@ the entire company?
(95.510% or more) amount products PE26 |Is performance management activity implemented for
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improved database performance quality?

PE27

Are the data flow cycle and timeliness improvement
factivities linked to management improvement activities
land implemented?

Security
management

SEll

Are the security planning for access control and
perational management guidelines established? Are they
1anaged in the most updated status?

SE12

Are the security planning for encryption and operational
management guidelines established? Are they managed in
the most updated status?

SE13

Are the security planning for work approval and
pperational management guidelines established? Are they
Imanaged in the most updated status?

SE14

Are the security planning for weakness analysis and
perational management guidelines established? Are they
Imanaged in the most updated status?

SE21

Is a basic-level DB access control implemented?

SE22

Is a management security system established?

SE23

Is the security inspection implemented and any further
protection provided for private information such as
encryption?

SE24

Is database management system weakness analyzed and
elevant measure taken?

SE2.

o

Is any change in key information made after prior
pproval?

SE26

Are the activities to secure data security across the
ole organization linked to management improvement
factivities and implemented?

Tab. 4-8 Result of database service support

checklist
System operation
Basic check Review item
items level| code DQC-MVS + Checklist
1 | CO21 | Are the objects subject to management defined?
COl1 [Is the match rate on business rule managed?
o2 Are the objects subject to management defined
2 systematically?
o3 Is the precision check implemented systematically as
planned?
3 | copa Is systematic error tracking implemented for
company-wide inter-system linked data?
Is the data activity-related quality indication managed
CO25 jand activities to improve it implemented across the entire
4 lcompany?
co% Is data error control knowledge accumulated and
utilized?
Are the quality improvement activities applying business
) . 5 [CO27 rule linked to direct management improvement activities
Configuration nd implemented?
management - - -
1 |coes Is the code generation rule (naming rule) and domain
ltypes are managed?
co12 Is the match rate of code and domain standard
9 Imanaged?
CO29|Is the standard for precision defined and maintained ?
3 {coso Are standard code and standard domain defined and
pperated across the whole company?
Are the activities to manage and improve precision and
4 [CO31data standard-related quality indication implemented
Across the entire company?
Are the quality improvement activities under the
5 | CO32 japplication of business rule linked to direct management
mprovement activities and implemented?
1 [CH21|Is there any definition of data standard?
CHI1 [Is the match rate of standard terms managed?
Change
managenent | 5 | G2 s consistency maintained through standardization?
CH23|1Is a data model created based on data standard?
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CH24 Is  consistency  maintained via  company-wide

standardization?
Is data model created based on company-wide data
standard?

Are the activities to manage and improve data standard
elated qualtiy indications implemented across the entire

lcompany?

Are activities to ensure data consistency across the
hole organization linked to management improvement

pctivity and implemented?

CH25

4 | CH26
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Tab. 5-1 Auditor / non-auditor survey subject

Auditor non-Auditor
Information| - Information y
L system Information T TSUIZJ Remarks
Division | - system Operatlon/ System | rarareq | B 1O (Excep)
" ment Development
Target
(person) 14 14 8 13 3] 52 12
Distrution | 9 29 154 5 |56 100| -

o

MY $uA FIH Ugel PHdel B
7] 7go] 10 ool 57.14%= 71 B A
2 gelsel, 1 9 3899 ] BEle

[o

O
e
735l

ol

BAzE 9/elet [T B J57Ee] 108 o]
Aol 434 297} 3158%E TP Be Aog U
ERstth

Tab. 5-2 Survey respondent Information system

audit career
i Less than 1-5 [Less than 5-10| More than 10
Division vears years vears Sub Total
Target (person) 1 8 5 14
Distribution(%) 171 3$.8 57.1 100

Tab. 5-3 Survey respondent Information system
operation / management and IT related work
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63.4%

32.6%

experience L - .
Division Lessytél;l; 1-5 Less;}é?s&lo MOreyet;rslan 10 sub Total o 1. None ;Zﬁh;:i 3 Normal 4 Important i:;;‘;ret;t
T ey | B - e * Fig. 5-1 Importance of data operations management
Distribution(%) 421 26.3 3L6 100
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Fig. 5-2 Data quality management maturity level
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Fig. 5-3 The relevance of database operation
management to database quality certification
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Fig. 5-4 The impact of database quality certification

check items on operations
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Fig. 5-5 Performance impact of query language
when managing database operation
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Tab. 5-4 Suitability of database operation adit items

; . Review item
Audit
| cheetii Tota average | 1O SR
Area DQC-MVS+
Performance / Check the query
Availability Database Administration 37 13
management (Performance)
DQC-S (Access control)
Service DQC-S (Encryption)
Delivery
Security DQC-S (work settlement) 29 13
management DQC-S (Vulnerability : ’
Analysis)
Database Administration
(Security)
DQC-V (Business Rules)
Data Usage Management
ot (Business Rules)
iguration
management | — DGV (domain) | 36 13
. Data standard
gemcrc; management (code and
Uppol Domain standard
management)
DQC-V (business rules,
Change domain)
Data standard 37 13
management management (standard
terminology)
Average value 3.7 13
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Tab. 5-5 Compliance of the database operations
audit item (Audit / Non-audit)

Non-
Auditor
Standard
Deviation

Review item Auditor

Standard
Deviation

Non-
Auditor
average

Audit Auditor

average

Basic,
check list DOC-MVS+

Check the query

Performance /
Avallability
management

Database 3.3 13 45 05
Administration
(Performance)

DQC-S (access
control)

Service DQC-S
Delivery (Encryption)
DQC-S (work

Security setflemend) |- ¢ 14 5 | 05

management DQC-S
(Vulnerability
Analysis)

Database
Administration
(Security)

DQC-V (Business
Rules)

Data Usage

Service | Configuration | Management
Support o B | 33 13 44 | 05

management

DQC-V (domain)

Data standard
management (code
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and
Domain standard
management)

DQC-V (business
rules, domain)

Change
management | Deta standard 35 14 44 05
management
(standard

Average value 34 14 45 0.5
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An improvement plan of information system operational audit for
database operational management based on data quality*

WonJae Jang™ - Dongsoo Kim*** - Dukki Min****

ABSTRACT

With the dawn of society where individuals or enterprises based on data generate infinite profits, the
significance of database operation management is growing centering on data quality. However, there are
not many South Korean public or private entities managing them systematically. Against this backdrop,
this study sought to investigate the current status and problems and explore how to improve from the
perspective of auditors. To implement this study, audit checklist was improved and, based on it, auditors
and IT experts were surveyed. The final data were analyzed to test the study hypotheses empirically.

As a result of the analysis, it was found that the auditors had been highly satisfied with all of the
items on the improved audit checklist for data quality-based database operation management. Moreover,
non-auditors were also found to regard them within their acceptable range. This study is expected to
help improve information system operation audit and enterprises data operation management.

Keywords: Database Operational Audit, Database Quality Management, Database Management, Data
Quality, Information System Operation Management.
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Engineering thesis.
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